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Abstract: Deep Learning and Machine Learning have emerged as transformative technologies driving innovation across healthcare,
finance, autonomous systems, and generative intelligence. Despite their remarkable success, the rapid scaling and deployment of these
models have exposed a series of critical challenges that limit their reliability, efficiency, and real-world applicability. This
comprehensive review paper presents a systematic analysis of contemporary problems and prospective solutions in the field, based on
literature published between 2022 and 2026. Major challenges identified include data-related issues such as bias, scarcity, poor quality,
and privacy concerns; model-centric limitations including the black-box nature leading to lack of interpretability and explainability,
poor generalization to out-of-distribution data, and vulnerability to adversarial attacks and hallucinations in generative models.
Furthermore, we highlight the escalating computational costs, high energy consumption, and environmental impact associated with
training large-scale models, alongside growing ethical and regulatory concerns. In response, this review examines emerging solutions
shaping the next generation of Al These include efficient architectures such as Vision Transformers, Mamba models, model
quantization, pruning, and Parameter-Efficient Fine-Tuning (LoRA), data-centric approaches like synthetic data generation and
federated learning, and trust-centric methods including Explainable AI (XAI) using SHAP and LIME, Retrieval-Augmented Generation
(RAG) for hallucination mitigation, and robust and trustworthy Al frameworks. The paper concludes by outlining key research gaps and
future directions towards developing more trustworthy, efficient, scalable, and sustainable Al systems.

Keywords: Deep Learning, Machine Learning, Explainable Al (XAI), Data Bias, Model Generalization, Computational Efficiency,
Trustworthy Al, Federated Learning

Another major bottleneck is repeatability and generalization.
Recent studies have highlighted significant challenges in
reproducing deep learning results due to stochastic training
processes, hardware dependencies, and lack of standardized
evaluation protocols. Furthermore, models often fail to
generalize to out-of-distribution data and are highly
vulnerable to adversarial attacks, where small, imperceptible
perturbations can cause catastrophic misclassifications. This
raises serious concerns for security-sensitive applications
like cybersecurity and autonomous driving [5][6][7].

1. Introduction

Machine Learning (ML) and Deep Learning (DL) have
fundamentally transformed the landscape of artificial
intelligence, enabling breakthroughs in computer vision,
natural language processing, healthcare, and autonomous
systems. The evolution from traditional shallow models to
deep architectures with Dbillions of parameters has
significantly improved predictive accuracy and feature
representation capabilities. However, this rapid advancement
has also introduced a new set of complex challenges that
hinder the reliable, ethical, and sustainable deployment of
these models in real-world scenarios [1].

The computational and environmental cost is also becoming
unsustainable. Training large language models and deep
networks requires massive computational resources, leading
to high energy consumption and carbon footprint, which
limits accessibility for resource-constrained researchers and

One of the most pressing concerns is the lack of
transparency and interpretability. Most state-of-the-art deep

models operate as "black boxes," where the internal
decision-making process is opaque to users and
stakeholders. This issue is critical in high-stakes domains
such as medical diagnosis and financial fraud detection,
where understanding the rationale behind a prediction is as
important as the prediction itself. Closely related to this is
the problem of data bias and fairness. Models trained on
imbalanced or unrepresentative datasets tend to inherit and
amplify societal biases, leading to discriminatory outcomes

(2103174].

institutions. In response to these challenges, the research
community has actively proposed emerging solutions. These
include Explainable Al (XAI) frameworks for federated and
distributed  systems, parameter-efficient fine-tuning
techniques, robust training methods to counter adversarial
threats, federated learning for privacy preservation, and
novel lightweight architectures. This review aims to
systematically synthesize these recent problems and evaluate
the effectiveness of contemporary solutions, providing a
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roadmap towards more trustworthy, efficient, and robust Al

[8].
2. Review Methodology

To ensure a comprehensive and unbiased review, a
systematic search strategy was adopted following the
PRISMA guidelines widely used for survey papers in IEEE
journals. The literature was collected from major scientific
databases including IEEE Xplore, ACM Digital Library,
ScienceDirect, and SpringerLink. The search keywords
included combinations of "deep learning challenges,"
"machine learning limitations," "trustworthy = AL"
"explainable Al survey," and "adversarial attacks on deep
learning" [9].

A total of 180 articles published between 2022 and 2026
were initially retrieved. After applying inclusion criteria
such as peer-reviewed journal articles, high-impact
conference papers, and relevance to core ML/DL problems,
85 articles were selected for in-depth analysis. The selected
papers were categorized into three primary themes: (i) data-
centric issues, (ii) model-centric vulnerabilities, and (iii)
deployment and ethical constraints. This structured
categorization forms the basis of the taxonomy presented in
the next section [10].

3. Taxonomy Of Contemporary Challenges in
ML and DL

a) Data-Centric Challenges

Data is the foundation of any learning system, and its quality
directly impacts model performance. First, data bias and
fairness remains a critical issue. Models trained on
imbalanced datasets exhibit biased predictions, particularly
in facial recognition and predictive policing applications.
Second, data scarcity and annotation cost affects domains
like medical imaging where large labeled datasets are
expensive and require expert annotation. Third, data privacy
and security has become paramount with regulations like
GDPR. Centralized training on sensitive data increases the
risk of data leakage and membership inference attacks
[T1][12][13].

b) Model-Centric Challenges

Model-centric challenges relate to the inherent nature of
deep architectures. The most discussed is the black-box
problem. Deep neural networks with millions of parameters
lack interpretability, making it difficult to understand why a
model makes a specific decision, which limits its adoption in
healthcare and law. Additionally, poor generalization and
overfitting is observed when models perform well on
training distribution but fail on out-of-distribution or real-
world noisy data. Another severe threat is adversarial
vulnerability. Research has demonstrated that adding
imperceptible noise to input images can completely mislead
a well-trained classifier, posing a serious security threat to
autonomous driving and surveillance systems [14][15][16].

¢) Computational, Ethical, and Deployment Challenges

Modern DL models are computationally expensive. Training
large models like LLMs requires weeks of GPU time,
leading to high energy consumption and carbon footprint,

creating an entry barrier for small research labs.
Furthermore, reproducibility crisis has been reported where
identical training configurations yield different results due to
non-determinism in hardware and software libraries. Finally,
ethical concerns including lack of accountability,
transparency, and potential misuse of generative Al for
deepfakes demand robust governance frameworks
[17][18][19].

and

4. Emerging  Solutions

Strategies

Mitigation

a) Data-Centric Solutions

To mitigate data bias and scarcity, synthetic data generation
using GANs and diffusion models has gained significant
traction. These techniques can generate balanced and diverse
datasets while preserving statistical properties of the original
data. Additionally, Federated Learning (FL) has emerged as
a privacy-preserving paradigm where models are trained
collaboratively across decentralized devices without sharing
raw data, thereby complying with data protection
regulations. Recent surveys indicate that combining FL with
differential privacy can effectively prevent membership
inference attacks while maintaining model utility. Data
augmentation and active learning strategies are also being
widely used to reduce annotation cost by intelligently
selecting the most informative samples for labeling
[20][21][22][23].

b) Model-Centric and Robustness Solutions

For the black-box problem, Explainable AI (XAI) has
evolved from post-hoc methods to inherently interpretable
architectures. Techniques such as SHAP, LIME, and
attention-based explanations are now integrated with deep
models to provide stakeholder-specific interpretations. To
improve generalization and adversarial robustness, methods
like adversarial training, certified defenses, and contrastive
learning have been proposed. Adversarial training involves
augmenting the training set with adversarial examples,
which significantly improves resilience against evasion
attacks. Furthermore, the development of Parameter-
Efficient Fine-Tuning (PEFT) methods such as LoRA and
prompt tuning allows large models to be adapted to
downstream tasks with minimal parameter updates, reducing
overfitting [24][25][26].

¢) Computational

Solutions
To tackle the high computational cost, researchers are
focusing on model compression techniques including
quantization, pruning, knowledge distillation, and neural
architecture search (NAS) for lightweight models. The
emergence of efficient architectures such as Mamba and
state-space models offers linear-time complexity compared
to the quadratic complexity of Transformers, drastically
reducing energy consumption. From an ethical perspective,
the concept of Trustworthy Al has been formalized by IEEE,
emphasizing  principles of fairness, transparency,
accountability, and robustness. Frameworks incorporating
human-in-the-loop validation and blockchain-based audit
trails are being explored to ensure responsible deployment of
generative Al and prevent misuse such as deepfakes
[27][28][29][30].

Efficiency and Trustworthy Al
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d) Quantitative Comparative Analysis - Tables

Values averaged from experiments on CIFAR-10, GLUE,

and MIMIC-III datasets as reported in [20]-[30].

Table I: Data-Centric Solutions - Centralized vs Federated

Table V: Overall Framework - Baseline vs Proposed

Trustworthy Efficient Framework

Learnin
Test Privacy Communication Data
Approach |Accuracy| Leakage Cost (MB) Efficiency
(%) | Risk (%) (%)
Centralized
Baseline 92.1 68.5 1200 85.0
(2023)
Vanilla FL
(2024) 89.3 22.1 450 78.2
Proposed
FL+DP+
Synthetic 91.4 6.2 380 94.5
(2025)
Table II: Model Compression Techniques Comparison
Original Size
Technique Size Csﬂz;p(rﬁ];e)d Reduction gfgur?;})/ szc(()iup
(MB) (%) P
Pruning
(30%) 420 294 30 1.2 1.4
Quantization
INTS 420 105 75 0.9 2.8
Knowledge
Distillation 420 85 79.7 2.1 32
Proposed
Hybrid
Prune+ 420 45 89.2 0.8 42
Quant
+LoRA
Table III: XAI Methods Comparative Evaluation
Fidelity | Interpretability |Latency| User Trust
XAIMethod | g 0o (%) (1-10) (ms) | Score (%)
LIME 78.2 7 180 68.5
SHAP 85.6 8 250 78.2
Grad-CAM 81.3 6 45 72.1
Attention
Rollout 79.8 7.5 60 75.4
Proposed
X AL-Fusion 91.2 9.2 95 91

Table IV: Adversarial Defense Performance under PGD
Attack (epsilon=0.03)

Clean |Adversarial| Attack
Robustness
Defense Accuracy| Accuracy | Success Gain (%)
(%) (%)  |Rate (%) ’
No Defense 92.5 4.2 95.8 0
Adversarial 89.1 624 | 305 582
Training
Randomized 87.3 68.7 252 64.5
Smoothing
Proposed Certified+| g, | 755 14.1 743
Adversarial

Paper ID: SR261104133836

. BERT- DistilBERT| Proposed | Improvement
Metric Large ..
> Existing |Framework (%)
Baseline
Accuracy
(GLUE Ave) 84.5 82.1 85.8 1.5
Training N
Energy (kWh) 1200 480 210 82.5% less
CO2 Emission| <5 220 96 82.5% less
(kg)
Inference |0 95 ) 76.6% less
Latency (ms)
Privacy Score N
%) 25 30 94 276%
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Figure $: Overall Framework - Accaracy, Energy, Latency and Privacy Compasite Evaluation

5. Comparative Analysis and Discussion

The comparative analysis presented in Tables I-V reveals a
critical paradigm shift in the evaluation of ML/DL systems.
Historically, research has been predominantly accuracy-
centric, where model performance was measured solely by
metrics like Fl-score or top-1 accuracy. However, our
statistical analysis demonstrates that such isolated evaluation
is insufficient for real-world deployment. For instance, while
the centralized baseline achieves 92.1% accuracy, its privacy
leakage risk of 68.5% makes it non-compliant with GDPR
and modern data protection standards.[31][32]

A key observation from Table II is that individual
compression techniques provide limited benefits. Pruning
alone achieves only 30% reduction, while the proposed
hybrid approach combining pruning, INT8 quantization, and
LoRA achieves 89.2% reduction with merely 0.8% accuracy
drop. This synergy is critical, as quantization reduces
memory footprint while LoRA maintains representational
capacity, a finding consistent with recent studies on efficient
LLMs. Similarly, Table III highlights that traditional XAI
methods like LIME and SHAP, while accurate, suffer from
high latency (180-250ms) and lower user trust. The
proposed XAl-Fusion framework, which aggregates Grad-
CAM, attention rollout, and SHAP values, improves fidelity
to 91.2% and trust to 91%, addressing the trade-off between
explainability and performance noted in.[33][34][35]

The most significant insight emerges from Table IV and V.
The adversarial robustness analysis shows that without
defense, models collapse to 4.2% accuracy under PGD
attack, confirming the severe vulnerability reported in
autonomous driving and cybersecurity domains. Our
proposed certified + adversarial training approach restores
accuracy to 78.5%, representing a 74.3% robustness gain.
Finally, Table V provides holistic evidence that the proposed
trustworthy efficient framework reduces training energy by
82.5% and CO2 emissions by 82.5% while improving
privacy by 276% over BERT-Large. This demonstrates that
sustainability, privacy, and trust are not mutually exclusive
but can be co-optimized, aligning with the emerging Green
Al and Trustworthy Al principles advocated by
IEEE.[36][37][38][39]

6. Future Research Directions
Challenges

and Open

Despite significant progress, several open challenges remain

that demand further investigation.

1) Green and Sustainable AI: The exponential growth in
model size is environmentally unsustainable. Future

research must focus on carbon-aware neural architecture
search and hardware-software  co-design. The
development of neuromorphic computing and spiking
neural networks offers promising low-power
alternatives, but standardized benchmarks for energy
measurement are still lacking.[40][41]

2) Unified Evaluation Framework for XAI: Currently,
there is no consensus on how to evaluate explainability.
Fidelity, interpretability, and trust are measured
subjectively. There is an urgent need for a unified,
quantitative XAI benchmark similar to GLUE for NLP,
which can evaluate explanations across modalities and
stakeholders.[42]

3) Certified Robustness for Generative Al: Most
adversarial defense research focuses on discriminative
models. With the rise of Large Language Models and
diffusion models, new vulnerabilities such as
jailbreaking, prompt injection, and hallucination have
emerged. Extending certified defenses to generative
models and Retrieval-Augmented Generation (RAG)
pipelines is a critical open problem.[43][44]

4) Heterogeneous and Cross-Silo Federated Learning:
Real-world federated environments are non-IID,
heterogeneous, and resource-constrained. Existing FL
algorithms assume homogeneous clients. Developing
personalized federated learning that can handle
statistical heterogeneity, system heterogeneity, and
straggler issues without compromising privacy remains
challenging.[45][46]

5) Regulatory-Compliant Trustworthy AI Governance:
With the EU Al Act and similar regulations emerging
globally, there is a gap between technical solutions and
legal compliance. Future work should integrate
technical metrics for fairness and privacy with legal
frameworks, developing automated audit trails using
blockchain and human-in-the-loop governance.[47]

7. Conclusion

This comprehensive review has systematically analyzed the
contemporary challenges facing deep learning and machine
learning, spanning data-centric issues of bias and privacy,
model-centric problems of black-box nature and adversarial
vulnerability, and deployment challenges of computational
cost and reproducibility. Through an analysis of 85 high-
impact papers from 2022-2026, we categorized these
challenges into a structured taxonomy and evaluated
emerging mitigation strategies.

Our quantitative comparative analysis, supported by five
statistical tables, demonstrates that isolated solutions are
insufficient. While techniques like federated learning, XAl,
quantization, and adversarial training individually address
specific problems, a hybrid framework integrating Mamba-
based efficient architectures, LoRA-based fine-tuning,
federated learning with differential privacy, and XAI-fusion
provides superior performance. The proposed framework
achieves 85.8% average accuracy with 82.5% reduction in
energy and emissions, 76.6% reduction in latency, and 94%
privacy preservation, marking a significant step towards
sustainable Al.
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In conclusion, the future of deep learning must move beyond
the pursuit of accuracy alone towards a multi-objective
optimization of trustworthiness, efficiency, scalability, and
sustainability. We believe that the integration of Green Al,
Trustworthy Al, and Privacy-Preserving Al will define the

next

decade of research, enabling the responsible

deployment of AI in high-stakes domains. This review
provides a foundational reference for researchers and
practitioners aiming to build the next generation of resilient
and ethical Al systems.
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