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Abstract: In the paper, we give analysis for the mathematical foundations of quadratic approximations; singularities of a binary 

operation  ∙,∙ 𝒌 in the vector field𝒁𝟐
𝒎, mathematical foundations of quadratic approximations of a special form (Boolean functions), and 

quadratic approximations of block ciphers. We also present the mathematical foundations of constructing correlation matrices using 

quadratic approximations for estimating nonlinear reflections of S-blocks in the block coding algorithm GOST 28147-89. Examples of 

four-bit permutations recommended for use in S-blocks of the algorithm GOST 28147-89 [6] are considered. It is shown that in almost 

all cases there are more probable (compared to linear) quadratic relations of a special form on the input and output bits of these 

permutations. Quadratic approximations are developed for round transformations of the algorithm GOST 28147-89. Also, quadratic 

relations of a special form are developed for input and output bits for a five round XOR modification of the encryption algorithm GOST 

28147-89. The solutions of the problems of applying quadratic cryptanalysis to find some bits of round keys are given. 
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1. Introduction  
 

Currently, the possibilities of linear, differential, linear-

differential, algebraic, and correlation cryptanalysis are 

being investigated to verify and evaluate the strength of 

encryption algorithms. Many works are devoted to 

improving applications of linear cryptanalysis. In particular, 

to increase the efficiency of the linear cryptanalysis method, 

it is proposed to consider several linear approximations 

simultaneously for one combination of key bits [9,10]. A 

method for improving the LC method (in particular, for the 

cipher LOKI91) is proposed, which suggests taking into 

account the probabilistic behavior of some bits instead of 

their fixed values when approximating [11]. 

 

2. Literature Review 
 

2.1 Linear Cryptanalysis 

 

A series of works is devoted to the issues of the resistance of 

various encryption algorithms to the linear cryptanalysis 

method. In [14], L. Knudsen considered the issues of 

constructing Feistel-type encryption schemes that are 

resistant to linear and differential cryptanalysis methods. V. 

Shorin, V. Zheleznyakov and E. Gabidulin proved in 2001 

that the Russian algorithm GOST 28147-89 is resistant to 

these methods (with no less than five rounds of encryption 

in a linear cryptanalysis and seven rounds in a differential 

one).  

 

A large number of works are devoted to the study of various 

classes of approximating functions and to the construction of 

functions that are most difficult to such approximations. In 

these papers, bent functions [12-14] are considered, which 

are Boolean functions from an even number of variables that 

are maximally distant from the set of all linear functions in 

the Hamming metric, as well as their generalizations: semi-

bent functions [15], partially bent functions [16], Z−bent 

functions [17], homogeneous bent functions [18], hyperbent 

functions [19–22]. 

 

The main idea of using linear cryptanalysis of nonlinear 

approximations [23] is to enrich the class of approximating 

functions (of m variables) with nonlinear functions and 

increase the quality of approximation due to this. In this 

case, the cryptanalyst has to deal with the difficulties of 

choosing nonlinear approximations and combining nonlinear 

approximations of individual rounds. 

 

2.2 Quadratic cryptanalysis 

 

N. Tokareva has investigated the possibilities of quadratic 

cryptanalysis of block ciphers, which are based on quadratic 

approximations of a special kind [1,4]. Namely, a binary 

operation ∙,∙ 𝑘wasdefined in [24] for each integer 𝑘, 

1 ≤ 𝑘 ≤
𝑚

2
, on the set of vectors𝑍2

𝑚 , which, based on its 

properties, can be considered an analog of the scalar product 

of vectors over Z2. The definition was given in the 

framework of the code-theoretic approach; in this case, it 

was essentially used the classification of Z4-linear 

Hadamard-type codes obtained in the works by D. Krotov 

[3,4]. For a fixed vector 𝑢 ∈ 𝑍2
𝑚 , the function  𝑢, 𝑣 𝑘of the 

variables𝑣1 , 𝑣2,…  , 𝑣𝑚 is linear or quadratic. 

 

The work is of the theoretical character. Modifications of 

algorithms for the 1 and 2 linear Matsui crypt analyses [2] 

are proposed for the extended class of approximating 

functions. Formulas are given for calculating the absolute 

values of the dominance and reliability of the algorithms. It 

is shown that the use of k-bent functions as encryption 

functions allows us to reduce the maximum absolute value 

of prevalence to its minimum value and, therefore, to 

maximize the cipher's resistance to these quadratic 

approximations. Examples of four-bit substitutions 

recommended for use in the replacement nodes (S-blocks) of 

the algorithms GOST 28147-89, DES, s3DES are 
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considered. Using a computer, it has been shown that for all 

these substitutions (except for one) there are more probable 

(compared to linear) quadratic relations of a special form for 

the input and output bits of these substitutions [1, 5]. 

 

In [8], the results of studies on the construction of 

correlation matrices based on the binary product  𝑢, 𝑣 𝑘  for 

six-digit transformations, as well as quadratic 

approximations and their combined use with linear 

correlation equations for determining key bits, are presented. 

This paper is a continuation of [8], and we consider the 

construction of correlation matrices based on the binary 

operation  𝑢, 𝑣 𝑘  for four-bit S-block transformations of the 

symmetric encryption algorithm GOST 28147-89, as well as 

the formation of quadratic approximations for round 

transformations. Also, for a five-round XOR modification of 

the symmetric encryption algorithm, GOST 28147-89 we 

consider the formation of the approximation equation for the 

input and output bits, the issues of finding round keys, and 

the use of quadratic cryptanalysis. 

 

For the class of all Boolean functions of m variables𝑚 ∈ 𝑍, 

let binary vectors 𝑣 = (𝑣1 , 𝑣2 ,…  , 𝑣𝑚 ), 𝑢 =
(𝑢1,𝑢2,…  ,𝑢𝑚)be defined, where𝑢𝑖 , 𝑣𝑖 ∈ 𝑍2. For these 

binary vectors and any 𝑘 ∈ 𝑍, thebinaryoperation  ∙,∙ 𝑘 : 

𝑍2
𝑚 × 𝑍2

𝑚 →  𝑍2, 1 ≤ 𝑘 ≤
𝑚

2
is defined in a following 

way[1]: 𝑢, 𝑣 𝑘 =

  ⨁𝑖=1
𝑘 ⨁𝑗=𝑖

𝑘  𝑢2𝑖−1⨁𝑢2𝑖  𝑢2𝑗−1⨁𝑢2𝑗   𝑣2𝑖−1⨁𝑣2𝑖  𝑣2𝑗−1⨁𝑣2𝑗   ⨁ 𝑢, 𝑣 

,  (1) 

here⨁𝑖=1
𝑘 denotes the sum modulo 2 for𝑖 = 1, 𝑘,  𝑢, 𝑣  is the 

usual scalar product of binary vectors over𝑍2, i.e.  𝑢, 𝑣 =
 𝑢1𝑣1⨁𝑢2𝑣2⨁…  ⨁𝑢𝑚𝑣𝑚 . Note that coordinates of 

𝑣 = (𝑣1 , 𝑣2,…  , 𝑣𝑚 ), 𝑢 = (𝑢1,𝑢2,…  ,𝑢𝑚 ) participate in the 

operation   ∙,∙ 𝑘unequally. Namely, for the given k, exactly 

2k first coordinates of each of the vectors u, v are in both 

quadratic summands and linear ones; the others are only in 

linear ones. It follows from the definition that, for example, 

for𝑚 = 4: 

 𝑢, 𝑣 1 =   𝑢, 𝑣  ,   (2) 

here𝑣 =  𝑣2 , 𝑣1 , 𝑣3 , 𝑣4,…  , 𝑣𝑚   is obtained from the vector v 

by a permutation of the coordinates 𝑣1 and 𝑣2. 

 

As an example, we give an expression for the 

operation 𝑢, 𝑣 2when𝑚 = 4: 

 𝑢, 𝑣 2 =
  𝑢1⨁𝑢2  𝑢3⨁𝑢4  𝑣1⨁𝑣2  𝑣3⨁𝑣4 ⨁𝑢2𝑣1⨁𝑢1𝑣2⨁𝑢4𝑣3⨁𝑢3𝑣4

       (3) 

 

The main idea of the proposed approach is to expand the 

search for the most probable relationships for bits of 

plaintext, cipher text and key: from a variety of linear 

relationships to a variety of linear and quadratic relations of 

a special kind. The proved in [1] implies that for any even 

m, the power of the class of approximating functions is 

determined by the following equality: 

 ∆𝑚  = 2𝑚  1 +   
𝑚
2𝑘
 
 2𝑘 − 1 ‼

2𝑘

𝑚/2

𝑘=2

 . 

The power of the class ∆𝑚at𝑚 = 4 is equal to ∆𝑚= 28, of 

which the number of linear functions is equal to2𝑚 = 16, 

and nonlinear ones is equal to 12. 

 

The application of nonlinear approximations in linear 

cryptanalysis using the Matsiu algorithm for block ciphers 

with r rounds of encryption is based on the following 

equation [1, 2]: 

 𝒂,𝜋(𝑃) 𝑖⨁ 𝒃,𝜎 𝐶  𝑗 =  𝒅, 𝜏(𝐾) 𝑘  (4) 

 

This equation holds with some probability 𝑝 = 1 2 + 𝜀with 

0< 𝜀 ≤ 1 2 , where theparameter εis called the 

predominance of equality (4).  

 

Here P is a plaintext, 𝑃 ∈ 𝑍2
𝑚 , 𝑚𝑘𝑒𝑦  is the key length, K is 

the encryption key,К ∈ 𝑍2

𝑚𝑘𝑒𝑦
,𝒂,𝒃 ∈ 𝑍2

𝑚 , 𝒅 ∈ 𝑍2

𝑚𝑘𝑒𝑦
are 

chosen vectors; 𝜋,𝜎 ∈ 𝑆𝑚 , 𝜏 ∈ 𝑆𝑚𝑘𝑒𝑦
arefixed 

transformations; 1 ≤ 𝑖 ≤ 𝑚/2, 1 ≤ 𝑗 ≤ 𝑚/2, 1 ≤ 𝑘 ≤
𝑚𝑘𝑒𝑦 /2are integers. 

 

For an unknown value of K, based on the collected statistics 

of pairs of plaintext and encrypted texts(P,C), where 

C=F(P,K),taking into account the parameter ε, it is decided 

that the relation  𝒅, 𝜏(𝐾) 𝑘 = 𝛿  (for some𝛿from𝑍2)is true. 

Using the obtained relation, a further analysis of the 

algorithm is carried out. 

 

3. Research Method 
 

3.1 Correlation matrices  

 

In [1], formulas are given for calculating the absolute values 

of the predominance ε (associated with calculating Walsh-

Hadamard coefficients k) and for calculating the reliability 

of algorithms. It is shown that the use of the bent function as 

encryption functions allows to reduce the maximum 

absolute value of prevalence to its minimum value and, 

therefore, to maximize the cipher’s resistance to the 

considered quadratic approximations. The properties of 

approximating functions that can be used in quadratic 

cryptanalysis for matching nonlinear round approximations 

are given. The strength of the block cipher depends on the 

strength of the S-blocks used in it. To conduct quadratic 

cryptanalysis effectively, it is necessary to find more 

probable (compared to linear) quadratic relations, similar to 

(4), to the input and output bits of these permutations.  

In the book by A.G. Rostovtsev and E.B. Makhovenko [25], 

a series of extreme four-digit permutations S1, …, S10 is 

given that are recommended for S-blocks of the standard 

GOST 28147-89. From each permutation by multiplying it 

by affine permutations, a whole class of external 

substitutions is obtained. All of them are selected so as to 

maximize the resistance of the cipher to methods of the 

linear and differential cryptanalysis.  

 

The number of functions in the class Δ4is equal to 28. 16 of 

them are linear functions, 12 are quadratic ones, which can 

be listed as follows [5]: 
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 0101,𝑣1𝑣2𝑣3𝑣4 2,  0110, 𝑣1𝑣2𝑣3𝑣4 2 ,  1001, 𝑣1𝑣2𝑣3𝑣4 2,  1010, 𝑣1𝑣2𝑣3𝑣4 2, 

 0101,𝑣1𝑣3𝑣2𝑣4 2,  0110, 𝑣1𝑣3𝑣2𝑣4 2 ,  1001, 𝑣1𝑣3𝑣2𝑣4 2,  1010, 𝑣1𝑣3𝑣2𝑣4 2, 

 0101,𝑣1𝑣4𝑣2𝑣3 2,  0110, 𝑣1𝑣4𝑣2𝑣3 2 ,  1001, 𝑣1𝑣4𝑣2𝑣3 2,  1010, 𝑣1𝑣4𝑣2𝑣3 2 

 

The binary vector 𝑣 = (𝑣1 , 𝑣2 , 𝑣3, 𝑣4) in the binary operation  ∙,∙ 2is multiplied by integers from 0 to 15. Consider the 

relations 

 𝒂,𝜋(𝑃) 𝑖⨁ 𝒃,𝜎 𝐶  𝑗 = 0,  (5) 

 

Where for i = 1numbers from 0 to 15 and the identic 

permutation π correspond to the vector a (what corresponds 

to all linear combinations of bits of P); fori = 2 the numbers 

5, 6, 9, 10 and permutations π = id,(1324),(1342) correspond 

to the vector a (what corresponds to quadratic combinations 

of bits of P). 

 

Similarly forj = 1 and 2, we choose values for band σ. Under 

these conditions, the functions  𝒂,𝜋(𝑃) 𝑖 ,  𝒃,𝜎 𝐶  𝑗 run 

through the whole set of functions Δ4without repetitions[5]. 

 

For example, S-block of the substitution 

S1={4,10,9,2,13,8,0,14,6,11,1,12,7, 15,5,3} is selected for 

the standard algorithm GOST 28147-89.In accordance with 

formula (5), the correlation matrix for the binary operation 
 ∙,∙ 2is formulated. The correlation matrix of various linear 

and quadratic relations is presented in table 1.  

 

Table 1: The correlation matrix of the selected S1 -block 
 j=1  id  j=2  id  j=2 (1,3,2,4)  j=2 (1,4,2,3) 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15  5 6 9 10  5 6 9 10  5 6 9 10 

i=
1

  
id

 

 16 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8  8 8 8 8  8 8 8 8  8 8 8 8 

 8 6 12 6 12 10 8 10 6 8 10 8 6 8 10 8  10 8 8 10  10 6 6 10  8 6 6 8 

 8 8 6 10 6 10 8 8 6 10 8 8 4 4 10 6  8 10 8 10  6 8 6 12  6 6 8 12 

 8 10 6 8 10 8 4 10 4 6 6 8 10 8 8 6  6 6 4 8  8 10 8 6  6 8 10 4 

 8 12 10 6 6 10 8 12 10 10 8 8 8 8 6 6  8 10 8 10  10 8 6 8  10 6 8 8 

 8 6 10 12 6 12 8 10 8 6 6 8 10 8 8 10  10 10 4 8  8 14 8 10  6 12 8 8 

 8 8 12 8 8 4 8 8 8 8 4 8 8 4 8 8  4 8 8 4  4 8 8 4  8 8 8 8 

 8 6 8 6 8 10 12 6 6 8 6 8 10 8 6 4  10 12 8 6  10 10 6 6  12 10 6 8 

 8 10 8 6 8 10 8 6 10 4 6 4 6 8 10 8  10 8 4 6  8 8 4 8  6 8 4 6 

 8 8 8 8 8 8 8 8 8 4 12 8 8 4 4 8  12 4 8 8  10 6 10 10  6 10 6 6 

 8 10 6 8 10 8 12 10 8 6 6 12 6 8 8 10  10 10 8 4  6 8 6 8  8 10 4 10 

 8 12 10 10 10 10 8 4 6 10 8 8 8 8 6 10  8 10 8 10  8 10 8 10  8 8 10 10 

 8 6 6 8 10 8 8 10 8 10 6 4 6 8 4 10  6 10 8 8  6 8 6 8  8 6 8 10 

 8 8 10 10 6 6 8 8 6 6 8 8 4 12 6 6  8 6 8 6  4 6 8 10  4 8 6 10 

 8 10 8 10 8 6 12 10 6 8 10 4 10 8 10 8  10 8 12 6  8 8 12 8  10 12 8 10 

 8 8 8 12 12 8 8 8 12 8 8 8 8 8 8 4  8 8 8 8  6 10 10 10  6 10 10 10 

                                 

i=
2

  
id

 5 8 8 10 10 8 8 10 10 8 8 2 10 8 8 10 10  6 12 6 4  4 12 6 6  8 10 8 10 

6 8 6 12 10 6 8 6 8 8 6 8 6 10 4 6 8  8 6 6 8  8 10 10 8  6 10 10 6 

9 8 10 8 6 10 4 10 8 8 6 8 10 6 4 6 8  8 6 10 4  6 4 8 6  8 8 4 8 

10 8 8 6 10 8 12 10 10 8 4 10 10 8 8 6 10  14 8 6 8  10 10 8 12  6 12 6 8 

                                 

i=
2

 

(1
3

,2
,4

) 5 8 6 8 10 8 10 12 10 10 8 6 8 6 8 6 12  10 12 8 6  6 10 6 10  8 10 6 12 

6 8 6 8 10 8 10 4 10 6 8 6 4 10 8 6 8  6 8 4 10  8 12 8 8  6 8 12 6 

9 8 10 4 6 12 6 8 10 6 8 6 8 6 8 6 8  6 8 8 6  6 6 6 6  8 6 6 8 

10 8 10 8 10 8 10 8 10 6 4 6 12 10 8 10 8  10 8 4 6  8 12 8 8  6 12 8 6 

                                 

i=
2

 

(1
,4

,2
,3

) 5 8 6 10 8 8 6 10 8 10 8 8 6 6 4 4 10  8 10 10 6  6 6 8 8  8 8 6 10 

6 8 8 8 8 10 6 6 10 6 10 2 6 8 8 8 8  2 10 6 6  4 10 6 4  8 6 10 8 

9 8 8 4 8 10 10 6 10 6 6 10 6 8 8 4 8  10 6 6 10  10 8 8 10  6 8 8 6 

10 8 10 10 8 8 6 6 8 6 4 8 10 10 4 8 6  8 4 6 6  8 8 10 6  6 10 8 4 

 

3.2 Quadratic relations of a special form  

 

In accordance with the correlation matrix of the selected S-

block, the maximum deviation satisfies the equation 

 𝒂,𝜋(𝑃) 𝑖⨁ 𝒃,𝜎 𝐶  𝑗 = 0with the probability р=7/8 in the 

following cases: 

1) 𝑖 = 1, 𝑎 = 5,𝜋 = 𝑖𝑑, 𝑗 = 2, 𝑏 = 6,𝜎 =
(1324)  0101 , (𝑝1 , 𝑝2 , 𝑝3 , 𝑝4) 1⨁  0110 ,  𝑐1 , 𝑐3, 𝑐2 , 𝑐4  2 =
0 

𝑝1⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐3𝑐4⨁𝑐1⨁𝑐4 

2) 𝑖 = 2, 𝑎 = 10,𝜋 = 𝑖𝑑, 𝑗 = 2, 𝑏 = 5,𝜎 =
𝑖𝑑  1010 , (𝑝1 , 𝑝2 , 𝑝3 , 𝑝4) 2⨁  0101 ,  𝑐1, 𝑐2 , 𝑐3, 𝑐4  2 =
0 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝2⨁𝑝4

= 𝑐1𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐3⨁𝑐2𝑐4⨁𝑐1⨁𝑐3 

3) 𝑖 = 2, 𝑎 = 5,𝜋 = 𝑖𝑑, 𝑗 = 1, 𝑏 = 10,𝜎 =
𝑖𝑑  0101 , (𝑝1 , 𝑝2 , 𝑝3 , 𝑝4) 2⨁  1010 ,  𝑐1, 𝑐2 , 𝑐3, 𝑐4  1 =
1 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝1⨁𝑝3 = 𝑐2⨁𝑐3⨁1 
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4) 𝑖 = 2, 𝑎 = 6,𝜋 = (1423), 𝑗 = 1, 𝑏 = 10,𝜎 =
𝑖𝑑  0110 , (𝑝1 , 𝑝4, 𝑝2 , 𝑝3) 2⨁  1010 ,  𝑐1, 𝑐2 , 𝑐3, 𝑐4  1 =
1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝1⨁𝑝3 = 𝑐2⨁𝑐4⨁1 

5) 𝑖 = 2, 𝑎 = 6,𝜋 = (1423), 𝑗 = 2, 𝑏 = 5,𝜎 =
𝑖𝑑  0110 , (𝑝1 , 𝑝4, 𝑝2 , 𝑝3) 2⨁  0101 ,  𝑐1, 𝑐2 , 𝑐3, 𝑐4  2 =
1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝1⨁𝑝3

= 𝑐1𝑐3⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐4⨁𝑐1⨁𝑐3⨁1 

 

Also, for the remaining S-block permutations, various linear 

and quadratic relations were calculated, and the most 

probable approximation equations were revealed for them. 

The results are presented in table 2: 

 

Table 2: The most probable equations for S-blocks of substitutions 
S-block 

The approximation equation 

Probability 

value 

Deviation 

value 

1 𝑝1⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐3𝑐4⨁𝑐1⨁𝑐4 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝2⨁𝑝4 = 𝑐1𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐3⨁𝑐2𝑐4⨁𝑐1⨁𝑐3 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝1⨁𝑝3 = 𝑐2⨁𝑐3⨁1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝1⨁𝑝3 = 𝑐2⨁𝑐3⨁1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝1⨁𝑝3 = 𝑐1𝑐3⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐4⨁𝑐1⨁𝑐3⨁1 

p = 1/8 

 

∆=3/4 

 

2 𝑝1⨁𝑝3⨁𝑝4 = 𝑐1⨁𝑐4⨁1 

𝑝1⨁𝑝2 = 𝑐1⨁𝑐2⨁𝑐4 

𝑝1⨁𝑝2⨁𝑝3 = 𝑐1𝑐3⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐4⨁𝑐2⨁𝑐3 

𝑝1𝑝2⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝3𝑝4⨁𝑝2⨁𝑝3 = 𝑐1⨁𝑐2⨁𝑐4 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝4⨁𝑝3 = 𝑐3⨁𝑐4⨁1 

p = 1/8 

 

∆=3/4 

 

3 𝑝1⨁𝑝4 = 𝑐1⨁𝑐3 

𝑝2⨁𝑝3⨁𝑝4 = 𝑐1⨁𝑐3⨁𝑐4 

𝑝2⨁𝑝3 = 𝑐1⨁𝑐2⨁𝑐3⨁1 

𝑝1⨁𝑝3 = 𝑐1𝑐2⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐3𝑐4⨁𝑐1⨁𝑐2⨁1 

𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐4⨁𝑐1𝑐3⨁𝑐3𝑐4⨁𝑐2⨁𝑐4⨁1 

𝑝1⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐4⨁𝑐1𝑐3⨁𝑐3𝑐4⨁𝑐3⨁𝑐4 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝1⨁𝑝3 = 𝑐1⨁𝑐2⨁1 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝2⨁𝑝4 = 𝑐1⨁𝑐3 

𝑝1𝑝2⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝3𝑝4⨁𝑝1⨁𝑝4 = 𝑐1⨁𝑐2⨁𝑐3 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝1⨁𝑝3 = 𝑐1𝑐2⨁𝑐2𝑐4⨁𝑐1𝑐3⨁𝑐3𝑐4⨁𝑐1⨁𝑐3⨁1 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝1⨁𝑝3 = 𝑐1𝑐2⨁𝑐1𝑐3⨁𝑐2𝑐4⨁𝑐3𝑐4⨁𝑐3⨁𝑐4 

p = 1/8 

 

∆=3/4 

 

4 𝑝3 = 𝑐1⨁𝑐2⨁𝑐3⨁𝑐4⨁1 

𝑝1⨁𝑝3⨁𝑝4 = 𝑐1 

𝑝2⨁𝑝4 = 𝑐3⨁1 

𝑝3⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐3𝑐4⨁𝑐2⨁𝑐3 

𝑝3⨁𝑝4 = 𝑐1𝑐2⨁𝑐1𝑐3⨁𝑐2𝑐4⨁𝑐3𝑐4⨁𝑐1⨁𝑐3 

𝑝1⨁𝑝2⨁𝑝3⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐4⨁𝑐1𝑐3⨁𝑐3𝑐4⨁𝑐1⨁𝑐2⨁1 

𝑝1⨁𝑝2⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐4⨁𝑐1𝑐3⨁𝑐3𝑐4⨁𝑐3⨁𝑐4 

𝑝1𝑝2⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝3𝑝4⨁𝑝2⨁𝑝3 = 𝑐4⨁1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝2⨁𝑝4 = 𝑐3⨁1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝1⨁𝑝2 = 𝑐1𝑐2⨁𝑐2𝑐4⨁𝑐1𝑐3⨁𝑐3𝑐4⨁𝑐1⨁𝑐3⨁1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝1⨁𝑝2 = 𝑐1𝑐3⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐4⨁𝑐1⨁𝑐3⨁1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝3⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐4⨁𝑐1𝑐3⨁𝑐3𝑐4⨁𝑐2⨁𝑐4 

p = 1/8 

 

∆=3/4 

 

5 𝑝3 = 𝑐1⨁𝑐2⨁𝑐3⨁𝑐4 

𝑝1⨁𝑝2⨁𝑝3⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐3𝑐4⨁𝑐1⨁𝑐2 

𝑝1𝑝2⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝3𝑝4⨁𝑝1⨁𝑝4 = 𝑐1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝2⨁𝑝4 = 𝑐1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝3⨁𝑝4 = 𝑐1⨁𝑐2⨁𝑐3⨁1 

p = 1/8 

 

∆=3/4 

 

6 𝑝3⨁𝑝4 = 𝑐1⨁𝑐3⨁𝑐4 

𝑝1⨁𝑝2⨁𝑝3 = 𝑐3 

𝑝3 = 𝑐1𝑐3⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐4⨁𝑐2⨁𝑐3⨁1 

𝑝1⨁𝑝2⨁𝑝4 = 𝑐1𝑐2⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐3𝑐4⨁𝑐2⨁𝑐3⨁1 

𝑝3 = 𝑐1𝑐2⨁𝑐2𝑐4⨁𝑐1𝑐3⨁𝑐3𝑐4⨁𝑐1⨁𝑐2⨁1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝2⨁𝑝4 = 𝑐1⨁𝑐3⨁𝑐4 

p = 1/8 

 

∆=3/4 

 

7 𝑝1 = 𝑐4⨁1 

𝑝2⨁𝑝3⨁𝑝4 = 𝑐2⨁𝑐4 

𝑝1⨁𝑝4 = 𝑐1𝑐3⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐4⨁𝑐1⨁𝑐3⨁1 

𝑝3⨁𝑝4 = 𝑐1𝑐2⨁𝑐1𝑐4⨁𝑐2𝑐3⨁𝑐3𝑐4⨁𝑐1⨁𝑐2⨁1 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝1⨁𝑝3 = 𝑐2⨁𝑐3⨁1 

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝2⨁𝑝4 = 𝑐3 

𝑝1𝑝2⨁𝑝2𝑝3⨁𝑝2𝑝3⨁𝑝3𝑝4⨁𝑝1⨁𝑝2 = 𝑐2⨁𝑐3⨁1 

𝑝1𝑝2⨁𝑝1𝑝3⨁𝑝2𝑝4⨁𝑝3𝑝4⨁𝑝2⨁𝑝4 = 𝑐3 

𝑝1𝑝3⨁𝑝2𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝4⨁𝑝1⨁𝑝3 = 𝑐1𝑐3⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐2𝑐4⨁𝑐1⨁𝑐3⨁1 

p = 1/8 

 

∆=3/4 

 

8 𝑝1⨁𝑝3 = 𝑐1⨁𝑐4⨁1 p = 1/8 ∆=3/4 
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𝑝2 = 𝑐1⨁𝑐2 

𝑝2⨁𝑝3 = 𝑐2⨁𝑐3⨁𝑐4⨁1 

𝑝1⨁𝑝2⨁𝑝4 = 𝑐1⨁𝑐2⨁𝑐3⨁𝑐4⨁1 

𝑝1⨁𝑝3 = 𝑐1𝑐2⨁𝑐2𝑐3⨁𝑐1𝑐4⨁𝑐3𝑐4⨁𝑐2⨁𝑐3 

𝑝2 = 𝑐1𝑐2⨁𝑐1𝑐4⨁𝑐2𝑐3⨁𝑐3𝑐4⨁𝑐1⨁𝑐2 

𝑝1⨁𝑝4 = 𝑐1𝑐2⨁𝑐1𝑐4⨁𝑐2𝑐3⨁𝑐3𝑐4⨁𝑐3⨁𝑐4 

  

 

3.3. Quadratic cryptanalysis 

 

Next, we consider the application of the found most 

probable linear and quadratic cryptanalysis relationships for 

a five round XOR modification of the encryption algorithm 

GOST 28147-89. Below is a functional diagram of the 

transformations of the i-round XOR modification of this 

algorithm: 

 

 

 
Picture 1: i-round XOR modifications of the algorithm GOST 28147-89 

 

To conduct quadratic cryptanalysis of the 5-round 

encryption algorithm GOST 28147-89, it is necessary to 

choose effective combinations of approximation equations. 

 

Picture 2 shows a scheme of the construction of the 

approximation equation using, as an example, the 5-round 

algorithm GOST 28147-89 by the identified most probable 

relationships for pairs of S1-and S6-blocks.In accordance 

with this scheme, the key bits of the third round are not 

involved in the equation, and the equations of relations for 

the input bits of the first round and the output bits of the 

fifth round are developed. In the first and fifth rounds for the 

S1-block, the following approximation equations are used: 

 𝑝1⨁𝑝2 (𝑝3⨁𝑝4)⨁𝑝1⨁𝑝3 =

𝑝1𝑝3⨁𝑝1𝑝4⨁𝑝2𝑝3⨁𝑝2𝑝4⨁𝑝1⨁𝑝3=𝑐2⨁𝑐3⨁1. (6) 

 

The 4-bits of the input of block S1 correspond to 1, 2, 3, 4-

bits of the right block of theare added to the corresponding 

bits of the right side of the plaintext. The output 2 and 3-bits 

of block S1, after a cyclic left shift of 11 bits, shifted by 23 

and 24-bits of the right side, are added modulo 2 (XOR) to 

23 and 24 bits of the left side of the plaintext block and 

these bits correspond to 3 and 4-input bits of block S6.  

 

In the second and fourth rounds for the S6-block, the 

following approximation equations are used:  

𝑝3⨁𝑝4 = 𝑐1⨁𝑐3⨁𝑐4.    (7) 

 

3 and 4- input bits of block S6 correspond to 23 and 24-bits 

of the input text round and, respectively, 23 and 24-bits of 

the round key are added to 23 and 24-bits of the input text. 

Output 1, 3, and 4-bits of block S6 are 21, 23, and 24-bits of 

a block of text, and after a cyclic left shift of 11 bits, shifted 

by 10, 12 and 13-bits of the right side, are added modulo 2 

(XOR) to 10, 12 and 13-bits of the left side of the block of 

plaintext. 
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In the 1st round, in accordance with (6), we obtain  

(P[33]⨁P[34])*(P[35]⨁P[36])⨁P[33]⨁P[35]⨁(K1[1]⨁K1[

2])*(K1[3]⨁K1[4])⨁ K1[1]⨁K1[3] ⨁1 = Y1[23]⨁Y1[24] ⨁ 

P[23]⨁P[24]     (8) 

 

Here P[i] are bits of a plaintext, and they, in turn, consist of 

concatenation of the left and right parts of the input text, i.e. 

express 64-bit (1,2,...,31,32,33,...,64) P=PL∪PR=(P[1], P[2], 

…, P[32]) ∪(P[33], P[34], … , P[64]). The value Yr[i] 

denotes the i-bit after a cyclic shift to the left by 11 digits of 

the output value S of the block of the r-round. Kr[i] denotes 

the i-bit of the round key, and Pr[i] denotes the i-bit of the 

input text of the r-round. 

 

23 and 24-bits of the output value of the first round are input 

values of the second round 

Y1[23]⨁Y1[24]⨁P[23]⨁P[24]=P2[23]⨁P2[24] (9).  

 

This relation is the connecting node of the first and second 

rounds.  

 

When entering the round transform of the S block, a round 

key is added to them, i.e. P2[23]⨁P2[24]⨁K2[23]⨁K2[24], 

and they correspond to the third and fourth bits of block S6, 

we obtain on the second round in accordance with (7) the 

following equations: 

 

P2[23]⨁P2[24]⨁K2[23]⨁K2[24]= 

Y’2[21]⨁Y’2[23]⨁Y’2[24]; 

after a cyclic shift to the left by 11 digits and adding the left 

side to the input text of the round, we get:  

 

P2[23]⨁P2[24]⨁K2[23]⨁K2[24]=Y2[10]⨁ 
Y2[12]⨁Y2[13]⨁P[42]⨁P[44]⨁P[45]    (10) 

 

In accordance with (9), equations (8) and (10), the relation 

takes the following form: 

(P[33]⨁P[34])*(P[35]⨁P[36])⨁P[33]⨁P[35]⨁(K1[1]⨁K1[

2])*(K1[3]⨁K1[4])⨁ 
K1[1]⨁K1[3] ⨁1= K2[23]⨁K2[24] ⨁ Y2[10]⨁Y2[12] 

⨁Y2[13] ⨁ P[42]⨁P[44] ⨁P[45](11) 

 

We obtain in accordance with (6) on the fifth round: 

(С[33]⨁С[34])*(С[35]⨁С[36])⨁С[33]⨁С[35]⨁(K5[1]⨁K

5[2])*(K5[3]⨁K5[4])⨁K5[1]⨁K5[3] ⨁1= Y5[23]⨁Y5[24] 

⨁С[23]⨁С[24]   (12) 

 

Here С [i] denotes the bits of the cipher text and, in turn, 

consists of concatenating the left and right parts of the 

output text, i.e. expresses the 64-bit (1,2,...,31,32,33,...,64) 

cipher text С=СL∪СR=(С[1], С[2], … , С[32]) ∪ (С[33], 

С[34], … , С[64]). 

23 and 24-bits of the output value of the fifth round 

correspond to 3 and 4-bits of block S6, so we obtain on the 

fourth round and in accordance with (7) the following 

equations: 

 

P4[23]⨁P4[24]⨁K4[23]⨁K4[24] = Y4[10]⨁Y4[12] 

⨁Y4[13]⨁C[42]⨁C[44]⨁C[45]  (13) 

 

Here, too, by the property of the Feistel network, the input 

values of the fifth round are respectively equal to the output 

values of the fourth round, i.e.  

 

P4[23]⨁P4[24]=Y5[23]⨁Y5[24]⨁C[23]⨁C[24]. 

 

Therefore, relations (12) and (13) will take the following 

form: 

(С[33]⨁С[34])*(С[35]⨁С[36])⨁С[33]⨁С[35]⨁(K5[1]⨁K

5[2])*(K5[3]⨁K5[4])⨁ 
K5[1]⨁K5[3] ⨁1= K4[23]⨁K4[24] ⨁ Y4[10]⨁Y4[12] 

⨁Y4[13] ⨁ C[42]⨁C[44] ⨁C[45]    (14) 

 

Hence, we obtain the following equations from relations 

(11) and (14): 

Y2[10]⨁Y2[12]⨁Y2[13]⨁P[42]⨁P[44]⨁P[45]=(P[33]⨁P[

34])*(P[35]⨁P[36])⨁P[33]⨁P[35]⨁(K1[1]⨁K1[2])*(K1[3]

⨁K1[4])⨁K1[1]⨁K1[3]⨁K2[23]⨁K2[24]⨁1; 

Y4[10]⨁Y4[12]⨁Y4[13]⨁C[42]⨁C[44]⨁C[45]=(С[33]⨁С

[34])*(С[35]⨁С[36])⨁С[33]⨁С[35]⨁(K5[1]⨁K5[2])*(K5[

3]⨁K5[4])⨁K5[1]⨁K5[3]⨁K4[23]⨁K4[24]⨁1. 

 

The output value of the second round is equal to the input 

value of the fourth round, i.e. 

Y2[10]⨁Y2[12]⨁Y2[13]⨁P[42]⨁P[44]⨁P[45]=Y4[10]⨁Y4

[12]⨁Y4[13]⨁C[42]⨁C[44]⨁C[45],  

and, therefore, we obtain the following relation:  

(K1[1]⨁K1[2])*(K1[3]⨁K1[4])⨁K1[1]⨁K1[3]⨁K2[23]⨁K2

[24]⨁K4[23]⨁K4[24]⨁ 

(K5[1]⨁K5[2])*(K5[3]⨁K5[4])⨁K5[1]⨁K5[3]=(P[33]⨁P[3

4])*(P[35]⨁P[36])⨁ 
P[33]⨁P[35]⨁P[23]⨁P[24]⨁ 

(C[33]⨁C[34])*(C[35]⨁C[36])⨁C[33]⨁C[35]⨁C[23]⨁C[

24]   (15) 
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The probability of fulfilling equation (15) depends on the 

fulfillment of relations of the first, second, fourth, and fifth 

rounds; therefore, the deviation values are calculated as 

follows:  

∆(S(1) S(2) S(4) S(5))=∆1*∆2*∆4*∆5 

=(3/4)*(3/4)*(3/4)*(3/4)=0,3164 

 

Thus, the probability of fulfilling equation (15) in 

accordance with the lemma defining a static linear analog of 

nonlinear functions [7] ∆=|1-2p|, is p=(1+∆)/2=0,6582. 

 

Having analyzed several open and correspondingly 

encrypted texts for the cases T>N/2 and p>1/2, it is 

determined that the statistical value of equation (15) is zero 

[7]. 

(K1[1]⨁K1[2])*(K1[3]⨁K1[4])⨁K1[1]⨁K1[3]⨁K2[23]⨁K2

[24]⨁K4[23]⨁K4[24]⨁ 

(K5[1]⨁K5[2])*(K5[3]⨁K5[4])⨁K5[1]⨁K5[3]=0. 

 

For the correlation matrix of linear and quadratic relations of 

input and output bits of S blocks of five round XOR 

modifications of the encryption algorithm GOST 28147-89, 

the following equations are obtained, which have a 

probability different from p=0,5: 

 

Table 3: The approximation equation for the 5-round XOR modification of the cipher algorithm GOST 28147-89 

No Equation 
Probability 

values 

S
1
:S

6
b

lo
ck

 

(K1[1]⨁K1[2])*(K1[3]⨁K1[4])⨁K1[1]⨁K1[3]⨁K2[23]⨁K2[24]⨁K4[23]⨁ 
K4[24]⨁ (K5[1]⨁K5[2])*(K5[3]⨁K5[4])⨁K5[1]⨁K5[3]=0 

p=0,66 

(K1[1]⨁K1[4])*(K1[2]⨁K1[3])⨁K1[1]⨁K1[3]⨁K2[23]⨁K2[24]⨁K4[23]⨁ 
K4[24]⨁ (K5[1]⨁K5[4])*(K5[2]⨁K5[3])⨁K5[1]⨁K5[3]=0 

p = 0,66 

K1[2] ⨁ K1[3] ⨁ K1[4] ⨁ K2[25] ⨁ K4[25] ⨁ K5[2] ⨁ K5[3] ⨁ K5[4]=1 p=0,43 

K1[4] ⨁ K5[4] ⨁ K2[24] ⨁ K4[24]=0 p = 0,47 

S
2
:S

7
b

lo
ck

 (K1[5]⨁K1[8])*(K1[6]⨁K1[7])⨁K1[5]⨁K1[6]⨁K1[7]⨁K1[8]⨁K2[26]⨁ 
K2[27]⨁K2[28]⨁(K5[5]⨁K5[8])*(K5[6]⨁K5[7])⨁K5[5]⨁K5[6]⨁K5[7]⨁ 

K5[8]⨁K4[26]⨁K4[27]⨁K4[28]=1 

p=0,57 

K1[7] ⨁ K5[7] ⨁ K2[28] ⨁ K4[28]=0 p = 0,47 

K1[7] ⨁ K1[8] ⨁ K5[7] ⨁ K5[8] ⨁ K2[29] ⨁ K4[29] = 0 p = 0,47 

S
3
:S

8
b

lo
ck

 

(K1[9]⨁K1[12)*(K1[10]⨁K1[11])⨁K1[9]⨁K1[11]⨁K2[30]⨁K2[31]⨁K4[30]⨁K4[31]⨁ 

(K5[9]⨁K5[12)*(K5[10]⨁K5[11])⨁K5[9]⨁K5[11] = 0 

p=0,34 

(K1[9]⨁K1[11)*(K1[10]⨁K1[12])⨁K1[9]⨁K1[12]⨁K2[30]⨁K2[31]⨁K2[32]⨁K4[30]⨁K4[31]⨁K4[32]

⨁(K5[9]⨁K5[11)*(K5[10]⨁K5[12])⨁K5[9]⨁K5[12]=0 

p=0,57 

K1[9]⨁K1[10] ⨁ K1[11]⨁ K2[30]⨁ K4[30]⨁K5[9] ⨁ K5[10] ⨁K5[11] =0 p = 0,47 

K1[9]⨁K1[10]⨁K1[12] ⨁ K2[30] ⨁ K4[30] ⨁ K5[9] ⨁K5[10] ⨁ K5[12]=0 p=0,43 

S
4
:S

2
  a

n
d

 

S
4
:S

1
 b

lo
ck

s (K1[13]⨁K1[15)*(K1[14]⨁K1[16])⨁K1[14]⨁K1[15]⨁K2[5]⨁K4[5]⨁ 

⨁(K5[13]⨁K5[15)*(K5[14]⨁K5[16])⨁K5[14]⨁K5[15]=0   (К.2.14)  (S4:S2) 

p=0,43 

(K1[13]⨁K1[16)*(K1[14]⨁K1[15])⨁K1[14]⨁K1[16]⨁K2[4]⨁K4[4] ⨁ 

⨁(K5[13]⨁K5[16)*(K5[14]⨁K5[15])⨁K5[14]⨁K5[16]= 0 

p = 0,43 

K1[14]⨁K1[16]⨁K2[4]⨁K4[4] ⨁K5[14]⨁K5[16]= 0 p=0,47 

S
5
:S

2
b

lo
ck

 

(K1[17]⨁K1[19)*(K1[18]⨁K1[20])⨁K1[17]⨁K1[20]⨁K2[6]⨁K4[6] ⨁ 

⨁(K5[17]⨁K5[19])*(K5[18]⨁K5[20])⨁K5[17]⨁K5[20]=0 

р =0,43 

(K1[17]⨁K1[20])*(K1[18]⨁K1[19])⨁K1[18]⨁K1[20]⨁K2[6]⨁K4[6] ⨁ 

⨁(K5[17]⨁K5[20])*(K5[18]⨁K5[19])⨁K5[18]⨁K5[20]= 0 

p = 0,43 

(K1[17]⨁K1[20])*(K1[18]⨁K1[19])⨁K1[19]⨁K1[20]⨁K2[6]⨁K2[7]⨁K2[8]⨁K4[6]⨁K4[7]⨁K4[8]⨁(

K5[17]⨁K5[20])*(K5[18]⨁K5[19])⨁K5[19]⨁K5[20]=0 

p = 0,43 

K1[19]⨁K1[20]⨁K2[6]⨁K4[6]⨁K5[19]⨁K5[20]=0 p=0,47 

K1[19]⨁K1[20]⨁K2[9]⨁K4[9]⨁K5[19]⨁K5[20]= 1 p= 0,47 

S
6
:S

3
b

lo
c

k
 

K1[21]⨁K1[22]⨁K1[23]⨁K2[12]⨁K4[12]⨁K5[21]⨁K5[22]⨁K5[23]=0 р =0,43 

K1[22]⨁K1[24]⨁K2[13]⨁K4[13]⨁K5[22]⨁K5[24]=1 p=0,47 

S
7
:S

4
b

lo
ck

 

(K1[25]⨁K1[28])*(K1[26]⨁K1[27])⨁K1[25]⨁K1[26]⨁K2[15]⨁K2[16]⨁K4[15]⨁K4[16]⨁(K5[25]⨁K5

[28])*(K5[26]⨁K5[27])⨁K5[25]⨁K5[26]=0 

р =0,66 

(K1[25]⨁K1[26])*(K1[27]⨁K1[28])⨁K1[25]⨁K1[27]⨁K2[15]⨁K2[16]⨁K4[15]⨁K4[16]⨁(K5[25]⨁K5

[26])*(K5[27]⨁K5[28])⨁K5[25]⨁K5[27]=0 

p = 0,66 

K1[25]⨁K2[17]⨁K4[17]⨁K5[25]=0 p=0,43 

K1[19]⨁K1[20]⨁K2[6]⨁K4[6]⨁K5[19]⨁K5[20]=0 p=0,47 

S
8
:S

7
:S

5
b

lo

ck
 

K1[29]⨁K1[30]⨁K1[25]⨁K2[17]⨁K2[18]⨁K2[19]⨁K2[20]⨁K4[17]⨁K4[18]⨁ 
K4[19]⨁K4[20] ⨁K5[29]⨁K5[30]⨁K5[25]=1 

р =0,57 

K1[30] ⨁K1[32]⨁K2[21]⨁K4[21]⨁K5[30] ⨁K5[32]=0 p=0,47 

K1[30] ⨁K1[31]⨁K1[32]⨁K2[19]⨁K4[19]⨁K5[30] ⨁K5[31]⨁K5[32]=0 p=0,43 

Based on the equations of table 3, the key bits are found, they are listed in table 4.  
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Table 4: Found bits of the key 
Number of 

key bits 
1-round 2-round 4-round 5-round 

14 K1[1]=0, K1[2]=0, 

K1[3]=1, K1[4]=1 

K2[23]=1, K2[24]=1, 

K2[25]=0 

K4[23]=1, K4[24]=1, 

K4[25]=1 

K5[1]=0, K5[2]=0, 

K5[3]=1, K5[4]=1 

16 K1[5]=1, K1[6]=0, 

K1[7]=1, K1[8]=1 

K2[26]=0, K2[27]=0, 

K2[28]=0  K2[29]=0 

K4[26]=1,K4[27]=0, 

K4[28]=0, K4[29]=0 

K5[5]=1, K5[6]=0, 

K5[7]=1, K5[8]=1 

14 K1[9]=1, K1[10]=0, 

K1[11]=0, K1[12]=1 

K2[30]=0, K2[31]=0, 

K2[32]=0 

K4[30]=0, K4[31]=0, 

K4[32]=0 

K5[9]=1, K5[10]=0, 

K5[11]=0, K5[12]=1 

12 K1[13]=1, K1[14]=0, 

K1[15]=1, K1[16]=0 

K2[4]=0, K2[5]=0 K4[4]=0, K4[5]=0 K5[13]=0, K5[14]=0, 

K5[15]=0, K5[16]=0 

16 K1[17]=1, K1[18]=1, 

K1[19]=0, K1[20]=0 

K2[6]=0, K2[7]=0, 

K2[8]=1, K2[9]=1 

K4[6]=0, K4[7]=1,   

K4[8]=0, K4[9]=0 

K5[17]=1, K5[18]=1, 

K5[19]=0, K5[20]=0 

12 K1[21]=1, K1[22]=0, 

K1[23]=1, K1[24]=0 

K2[12]=1, K2[13]=0, K4[12]=1, K4[13]=1, K5[21]=1, K5[22]=0, 

K5[23]=1, K5[24]=0 

14 K1[25]=0, K1[26]=0, 

K1[27]=0, K1[28]=0 

K2[15]=0, K2[16]=0, 

K2[17]=1 

K4[15]=0,K4[16]=0,   

K4[17]=1 

K5[25]=0, K5[26]=0, 

K5[27]=0, K5[28]=0 

20 K1[25]=0, K1[29]=0, 

K1[30]=0, K1[31]=0 

K1[32]=0 

K2[17]=1, K2[18]=0, 

K2[19]=1, K2[20]=0, 

K2[21]=1 

K4[17]=1,K4[18]=0,   

K4[19]=0,K4[20]=0,   

K4[21]=0 

K5[25]=0, K5[29]=0, 

K5[30]=0, K5[31]=0, 

K5[32]=1 

 

4. Conclusion Remarks  
 

In the paper, for any integer k, the role of the binary 

operation  𝑢, 𝑣 𝑘 is analyzed in the construction of 

correlation matrices of S blocks and in the formation of 

quadratic approximations. 

 

It is analyzed the use of quadratic approximations for 

estimating nonlinear S-block transformations of block 

encryption algorithms. 

 

The process of generating high probability relationship 

equations between the input and output bits of nonlinear S-

block transforms based on correlation matrices is studied, 

and the corresponding software is developed. 

 

An algorithm for the application of quadratic cryptanalysis 

for five round XOR modifications of the standard encryption 

algorithm GOST 28147-89 has been developed. Based on 

this algorithm, an approximation equation is formed for the 

input values of the first round and the output values of the 

fifth round. 

 

Quadratic equations of relations are constructed for the five 

round characteristics forS1:S6and S7:S4blocks with the 

probability p=0, 66 and forS3:S8 blocks with the probability 

p=0,34 (deviation 0,16). 

 

It is shown that for five round XOR modifications of the 

standard encryption algorithm GOST 28147-89, these 

equations have a higher probability than the approximation 

equations of linear cryptanalysis. 

 

To determine the statistical values of the obtained quadratic 

equations, experiments were performed with the selected 

open and corresponding encrypted software texts. 

 

In the experiment, 13 quadratic and 15 linear equations of 

approximation are used. As a result, 28 equations with 32 

bits of keys of the first and fifth rounds and 25 bits of keys 

of the second and fourth rounds are analyzed. 

 

Using the above equations with the probability p = 0,66, the 

following bits of round keys were found: 

 In the first and fifth rounds:k1, k2, k3, k4, k9, k10, k11, k12, 

k25, k26, k27, k28; 

 In the second and fourth rounds:k15, k16, k23, k24 , k30, k31 

 

It is shown that the probability of finding the remaining bits 

of the key participating in the equation of relations is not 

less than the probability of the linear cryptanalysis method. 
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