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Abstract: Social media interaction especially the news spreading around the network is a great source of information nowadays. From
one’s perspective, its negligible exertion, straightforward access, and quick dispersing of information that lead people to l00k out and eat
up news from internet-based life. Twitter being a standout amongst the most well-known ongoing news sources additionally ends up a
standout amongst the most dominant news radiating mediums. It is known to cause extensive harm by spreading bits of gossip
previously. Online clients are normally vulnerable and will, in general, perceive all that they run over web-based networking media as
reliable. Consequently, mechanizing counterfeit news recognition is elementary to keep up hearty online media and informal
organization. This paper proposes a model for recognizing forged news messages from twitter posts, by figuring out how to anticipate
precision appraisals, in view of computerizing forged news identification in Twitter datasets. Afterwards, we performed a comparison
between well-known Machine Learning algorithms, like Support Vector Machine, Naive Bayes Method, Logistic Regression and
Recurrent Neural Network models, separately to demonstrate the efficiency of the classification performance on the dataset. Our

experimental result showed that SVM and Naive Bayes classifier outperforms the other algorithms.
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1. Introduction

An intense inspection the present tweets demonstrates that
false news spreads frequently through human than a genuine
news does. Lie gets travelled around us quicker, and more
extensively than reality in all spheres of information, and the
effects were more dangerous and horrifying. There are
several kinds of tweets like issues on a government, trending
topics around the world, mental abuse, urban legends,
occasions in calamities. What's more notifying is that it's not
just bots that is outpouring the majority of the
misrepresentations, studies claimed. It was some specific
individuals performing a large share of this crime. Normally
general users, as well, they explained. In this case, verified
users and those with numerous fans were not more often the
centre in spreading misinformation of the corrupted posts.
Fake news on social media which got viral like a rocket in
no time can cause much havoc to our society human and
country. Measuring precision and validity in news contents
are all around well-examined points in every sphere of daily
life. The multiplication of huge scale internet-based life
information and its expanding use as an essential news cue,
be that as it may, is compelling a reconsideration on these
specific areas. Strategies in the past that relied upon the
arrangements made by the journalists "watchmen" to
channel out below average substance are no increasingly
proper as engagements into social networking's volume has
promptly overshoot our ability to control the standard
physically. Rather, stages like Facebook and Twitter have
permitted sketchy and incorrect "news" substance to contact
broad gatherings of people without survey. Online life
clients' inclination toward accepting what their companions
share and what they read despite precision enables these
fake stories to proliferate broadly through and over
numerous platforms. In spite of examination into gossip
engendering on Twitter, gossip and unauthenticated news
are getting to be progressively tricky. Computational
strategies have demonstrated helpful in comparable settings
where data volumes overpower human examination abilities.

Moreover, regularities in bot conduct and monetarily spurred
sentimentalists recommend automated machine learning
methodologies could encourage to specify these issues. This
work makes the following contribution. It has manufactured
a fake news framework for news shared on Twitter utilizing
five unique calculations. We consider every explanation
which is posted by the clients. We utilize a rundown of
highlights for a bit of news (a URL after canonicalization)
the individual clients who shared the URL by tweeting or
retweeting it, close by with the words that show up in the
title of the news article itself. Three different types of
classification models including Support Vector Machine
(SVM), Nalve Bayes, Logistic Regression are implemented
for this task. A combination of these classification models
are also tested to further enhance the accuracy of prediction.
Using sci- kit learn [10], these models are implemented to
prepare from the training dataset using k-fold (k=2) cross-
validation, and then predict using the data set.

2. Literature Survey

“Fake” news detection on twitter has been initially
researched by many authors in the past. But during the
presidential election of US, this issue became more popular
and everyone was given their best to find out some better
solutions for this classification. The previous history was
briefed on “The Atlantic” news [1].

Different papers and journals explained the core of the
problem and its sections [2] [3].

Some proposed data mining approaches [4], some uses the
Stance Detection method by trained the machine using
stances [5].

Some authors also used a machine learning algorithm
implemented as a software system for detection [6].
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We mainly focused on a paper [7] which proposed a
methodology for characterizing trending twitter threads.

In the modern timeline, an outstanding science news site
"SCIENCE" distributed an article where they ordered twitter
news as evident or fictitious utilizing data from six free
reality checking associations that showed 95 to 98%
concession to the orders.

[8] Out of all the studies in this specific area, one study
proposed a survey on the field of NLP for false news
detection. This paper displays an overview of fake news
recognition. Their review presents the difficulties of the
methodology in the detection of news or twitters like this.
They deliberately audit the data and NLP arrangements that
have been produced for this whole study. They likewise
examine the points of confinement of those twitters and
issue definitions, our bits of knowledge, and suggested
arrangements.

[9] One paper used the “Crowdsourcing a large corpus of
clickbait” to address the urging task of clickbait detection,
they constructed a new corpus of 38,517 annotated Twitter
tweets, the Web is Clickbait Corpus 2017. [10].

a) Chile earthquake 2010 Datasets

As we already told that we mainly focused on a paper which
worked with Twitter threads. Specifically, this data includes
the information about the Chile earthquake 2010 and an
earlier inspection into some popular threads resulted in this
output [10], where Twitter played a significant role both in
coordination and misinformation. We used this dataset for
our proposed model. We collected this dataset by Cody
Buntain, who is a Postdoctoral fellow in University of
Maryland. There are 20,360 data in the dataset. This dataset
includes the Label class as H and N where ‘H’ stands for
harassment indicating Fake and ‘N’ stands for non-
harassment indicating Real or Fact. The dataset also includes
one column for statement where all the Twitter threads or
twits including the links and mentions.

3. Methodology

From the above discussion we already came to know that
there are two classes in news, whether it’s real or fake one.
To classify news, we need to understand the problem
definition first, and then we go for our model and evaluate
the result. Machine Learning is replete with its algorithms
but some of them are really good for “Fact or Fiction”
detection and some are on an average scale. Our main focus
was on the feature engineering that if we could tune-up the
features or add some other features the accuracy of detecting
news can be much efficient. From the idea of psychological
research on false news, we find out the word lengths in a
tweet statement can be a great feature as unauthenticated
news content a lot of title, words and fictional statements.
So, we added a new feature word length which is actually
the count of words in a tweeted statement without any links,
date or any indications.
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In our model, we used 3 different types of machine learning

algorithms and for the implementation work, we used
Python 3.6.5 as our programmable language. The
classification models that we implemented using the above-
mentioned dataset are Bayesian Model, Logistic Regression
& also Support Vector Machine. These algorithms are good
for different classifications and they got their own properties
and performance based on different datasets. As we said
earlier Nalve Bayes, Logistic Regression and SVM are more
commonly used algorithms for classification problems.

a) Preparing The Datasets:
To apply these algorithms, first, we need to process our
dataset. We used Pandas, Numpy, Scikit-learn, keras library,
and visualization, we use matplotlib. As we are dealing with
text data, we will implement the following different ideas in
order to process the dataset. Those are as follows:
1) Count Vectors
2) TF-IDF

e Word Level

e N-gram Level

e Character Level
3) Word Embedding
Count Vectors: Count Vector represents a notation in the
form of a matrix data set matrix notation in which corpus
document is represented by each row, each column
represents a corpus term, and each cell represents the
frequency count of a particular term in a particular
document.

TF-IDF: TF-IDF represents how frequent a term is in an
entire document. It tries to assign a metric value to represent
the presence of that term. This is widely and frequently
utilized in text mining. This weight is a factual measure used
to assess how essential a word is to a report in a gathering or
corpus.

TF(t) =
Number of times term t appears in a document/
Total number of terms in the document

Based on several types of input tokens like words,

characters, n-grams, TF-IDF Vectors can be generated.

e Word Level TF-IDF: TF-IDF value of each term
represented in a matrix format.

e N-gram Level TF-IDF: Combination of N termsis
represented by N gram level. This matrix depicts TF-IDF
N-gram scores
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e Character Level TF-IDF: TF-IDF values of the ngrams
character level in corpus represented in a matrix.

Word Embedding: A word embedding is a form of

representation of words and documents with a dense

representation of vectors. The text learns the where the word

is located in the vector space and is based on the words used

around the word. There are four key steps:

¢ Embedding of the pretrained word

o Create an object tokenizer

o Transform text documents into tokens ' sequence and pad
them

o Create a token mapping and its embedding

We split our dataset into 60% train data and 20% test

dataand we use k-fold cross validation for our other models

where k = 2.

Sigmoid activation: The Sigmoid curve looks like a
function in S shape.Sigmoid is used because it exists
between 0 and 1. It is therefore particularly used for models
in which the probability as an output must be predicted.
Since there's only a chance of anything from 0 to 1,
Sigmoid's the right decision.

b) Implementation

We have implemented inter and intra comparison on three
different classification model. Based on the comparison we
have also considered the precision and recall value of the
models. A combination of three different models is tested in
accuracy using N-Gram and Character level vectors in this
order to improve the accuracy of prediction. Using scikit
learn, these models are implemented to learn from the
training data using k-fold (k=2) cross-validation, and then
predict using the data set. Then we have evaluated the
performance of the models.

c) Inter and Intra Comparison of the Classifiers

The inter-class and intra-class cluster similarity is a crucial
part of Classifying data. The intra-class cluster shows the
distance between data point with the cluster centre,
meanwhile, inter-class cluster shows the distance between
the data point of one cluster with the other data point in
another cluster. As mentioned earlier, several features were
chosen for observing the performance using different
supervised and deep learning methods. There are basically
four feature vectors that was extracted from our text dataset,
which are as follows-

1) Count Vector

2) Word Level Vectors

3) N-gram vectors

4) Character level vectors

5. Results

Firstly, Naive Bayes Model was tested on each of the feature
vectors mentioned above. It gives 73% accuracy on count
vector feature, 75% on Word Level TF-IDF, N - gram
vector, and character vector as well. Then Logistic
regression model was performed. This time the performance
was slightly optimized than before, predicting 74% and 76%
respectively on count and word level vectors. Whereas 75%
and 76% was the results of Logistic Regression stage.
Thirdly Support Vector Machine was performed for
observing any further enhancement over the previous result
so far. But no enhancements were observed at this stage as
testing accuracy from SVM is 74% in all the four mentioned
features vectors in our study. Figure 1 shows the above
mentioned findings.

SVM

Logistic Regrezsion

MNzive Bayss
713 2723 73

Character Vector

Accuracy Comparison

133 4 743 73 733 16 6.5
MN-Gram

TF-IDF wmCountVector

Figure 1: Accuracy Comparison

Figure 2 shows the result after performing cross-validation.
We achieved 62.47% for Logistic Regression, 84.56% for
Naive Bayes and 89.34% for SVM in Count Vector feature.

And for TF-IDF, we got 69.47% for Logistic Regression,
89.06% for Naive Bayes and 89.34% for SVM.
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Figure 2: Accuracy Comparison after Cross-Validation

Our proposed model works fine in case of the huge dataset
as it deals with 20360 data, also it takes a comparatively
shorter time than what it would take before.

Table 1: Accuracy Comparison After Cross-Validation

. Accuracy
Classifiers Count Vector | TF-IDF
Logistic Regression 62.47 69.47
Naive Bayes 84.56 89.06
SVM 89.34 89.34

Comparison of the Inter Accuracy Prediction

Figure 3 shows the overall comparison among all
algorithms. SVM Shows the highest accuracy with TF-IDF
feature among all the classifier we have implemented in our
dataset.

Logistic regression attempts to predict outcomes based on a
set of independent variables, but logistic models are
vulnerable to overconfidence. It requires that each data point
be independent of all other data points.

In our dataset, the feature word length depends on the news
statement. If observations are related to one another, then the
model will tend to overweight the significance of those
observations.

Accuracy

Columnl = Ceolumn2 = Accuracy

SVM

Waive Bayes Logistic

Regression

Figure 3: Overall Accuracy Comparison of Algorithms

Table 3 shows the precision, recall and F1-score for machine
learning algorithms such as Naive Bayes, Logistic
Regression and SVM. All three algorithms have same level
of precision. SVM outperforms the other algorithms

considering recall. F1-score of both Naive Bayes and SVM
is 0.94 which is the highest here.

Table 3: Precision, Recall and F1-Score for Naive Bayes,
Logistic Regression, &SVM

Classifiers Precision | Recall | F1-Score
Naive Bayes 0.89 0.99 0.94
Logistic-Regression 0.89 0.75 0.81
SVM 0.89 1.0 0.94

Precision: Precision is the ratio of correctly predicted
positive observations to the total predicted positive
observations.

Precision =True Positive/( True Positive+ False Positive )

Recall: Recall is the ratio of correctly predicted positive
observations to the all observations in actual class-yes.
Recall= True Positive/ (True Positive + False Negative)

F1 Score: F1 Score is the weighted average of Precision and
Recall.
F1 Score= 2*(Precision * Recall)/ (Precision + Recall)

6. Conclusion

In this paper, we analysed a computerized model for
checking the verification of news extracted from Twitter
which gives general answers for information accumulation
and expository demonstration towards fake news
recognition. After having an idea from the supervised
models, a deep learning-based model is proposed to identify
fake news.

The accuracy metric presumably would be altogether
improved by methods for utilizing progressively complex
model. It is worth noting, that even with the given dataset,
only part of the information was used. The current project
did not include domain knowledge related features, such as
entity-relationships. Future studies could extract name
entities from each pair of news headline and news body and
analyse their relationships through a knowledge base.

The study demonstrated that even the very basic algorithms
on fields like Al and Machine Learning may find a decent
outcome on such a critical issue as the spread of fake news
issues worldwide. Accordingly, the after effects of this
examination propose much more, that systems like this
might come very much handy and be effectively used to
handle this critical issue.
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This work exhibits a programmed model for identifying fake
news in well-known Twitter strings. Such a model could be
important to a huge number of social media users by
expanding their own credibility decisions.

The dataset in this examination is relied upon to be utilized
for arrangements which utilized machine learning based
statistical calculations, for example, Support Vector
Machines (SVM), Naive Bayes (NB), Logistic Regression
(LR). In this investigation, SVM performs best for
characterization technique.

7. Acknowledgement

| have completed this work under the mentorship of Dr.
Pankaj Agarwal (Professor & Head) & Ms. Sapna Yadav
(Assistant Professor), Department of Computer Science &
Engineering at IMS Engineering College, Ghaziabad. | am
doing a online summer internship on Machine Learning
where | have learnt the various Machine Learning
Algorithms from both of my mentors as Course Instructors.
This work is been assigned as project assignments to us.

I would like to express my special thanks to both of my
mentors for inspiring us to complete the work & write this
paper. Without their active guidance, help, cooperation &
encouragement, | would not have my headway in writing
this paper. 1 am extremely thankful for their valuable
guidance and support on completion of this paper.

I extend my gratitude to “IMS Engineering College” for
giving me this opportunity. | also acknowledge with a deep
sense of reverence, my gratitude towards my parents and
member of my family, who has always supported me
morally as well as economically.

Any omission in this brief acknowledgement does not mean
lack of gratitude.

References

[1] Meyer. The Grim Conclusions of the Largest-Ever
Study of Fake News.

[2] Tandoc Jr. Lim. Ling, (2017, August 30). Defining
“Fake News” A typology of scholarly definitions.

[3] D Horne. Sibel Adali. Fake News Packs a Lot in Title,
Uses Simpler, Repetitive Content in Text Body, More
Similar to Satire than Real News, Benjamin.

[4] Shuy. Silva. Wangy.Tang. Huan, Fake News Detection
on Social Media: A Data Mining Perspective.

[5] Machine Learning (CS229), Fake News
Detection.

[6] Sharf. Zareen. Saeed. Twitter News Credibility Meter

[7] Cody Buntain, 2017 IEEE International Conference on
Smart Cloud. Automatically Identifying Fake News in
Popular Twitter Threads

[8] Soroush Vosoughi, Roy, Aral, (March 2018), The
spread of true and false news online

[9] Oshikawa.Qian.Wang, (November 2018), A Survey on
Natural Language Processing for Fake News Detection

[10] Golbeck, Jennifer, et al. “A Large Labeled Corpus for
Online Harassment Research” Proceeding of the 2017
ACM on Web Science Conference. ACM,2017

Stance

[11] Post, Gollub. Komolossy. 2017, Crowdsourcing a Large
Corpus of Clickbait on Twitter.

[12]S. R. Maier, “Accuracy Matters: A Cross-Market
Assessment of Newspaper Error and Credibility,”
Journalism & Mass Communication Quarterly, vol. 82,
no. 3, pp. 533-551, 20

[13]B. Liu, J. D. Fraustino, and Y. Jin, “Social Media Use
during Disasters: A Nationally Representative Field
Experiment,” College Park, MD, Tech. Rep., 2013.

[14]K. Starbird, J. Maddock, M. Orand, P. Achterman, and
R. M. Mason, “Rumors, False Flags, and Digital
Vigilantes: Misinformation on Twitter after the 2013
Boston Marathon Bombing,” conference 2014
Proceedings, pp. 654-662, 2014.

Author Profile

Jagrati Sahu is a B.Tech 4" year student in the
department of Computer Science & Engineering at
IMS Engineering College, Ghaziabad, UP, India. She
is interested in Machine Learning, Graphic Designing,
and Programming in Python.

Volume 9 Issue 8, August 2020

WWW.ijsr.net
Licensed Under Creative Commons Attribution CC BY

Paper ID: SR20720134651

DOI: 10.21275/SR20720134651 342





