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Abstract: In today’s world we all can see the growth of social media. Social media is one of the common platforms where large number 

of people interacts with each other. Social media is a communication bridge between the people to interact, share, and to provide 

information. The same social media is facing some sort of issues like fake news. Fake means which is not real instead they are spreading 

fake news as real news and unfortunately people are not able differentiate them and are believing that news. In this paper we would like 

to provide a software that would differentiate between fake and real news. In this model we had come up with four algorithm and web 

scarping technology. 
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1. Introduction 
 

As of Now we can see lot of improvement in technology 

through internet world and one among them is social media. 

Social media has made life easier where we can interact with 

our close ones and even unknown people or a different 

people who is from different places. But through social 

media some people are spreading or posting fake news which 

might affect people or make people to believe unreal facts. 

This is one of the major problem that the social media is 

facing. Facebook and Google have been taking measures for 

the same problem. Facebook is using tools to help users to 

find out the fake news by flagging them as fake. Google is 

using hoax sites. They are using fact checking labels in 

Google news. 

 

People should be aware what to believe and what not to 

believe but in some cases it can’t be differentiated which is 

true and which is fake news. 

 

Since the news spread faster and wider it could be difficult to 

predict them. So, our model could help them out to predict 

these kinds of news. Some people wontedly miss uses the 

social media to spread unreal facts or a fake news to mislead 

the people to believe such kind of people and let us try not to 

believe such kind of fake news. To find out the news is fake 

or real we can use machine learning algorithms. 

 

These machine learning algorithms train system to predict 

the news to be real or fake based on text, words used and stop 

words, etc. 

 

Our Model is a text based fake news detection application. 

There are variety of Fake news that may be on text, image, 

sound etc. There are plenty of ways to spot fake news and 

they might be fact checking, go through the news deeply and 

search in trusted websites, or if it is forwarded from one 

person to other to so on then back propagation should be 

performed etc. America as researched and said how much 

percent people will react to the fake news in what way. 64% 

of people are greatly confused by the fakes, 24% of people 

are somewhat confused because of the fake news and 11% of 

people are not that confused towards fake news. Americans 

are confident in spotting fake news following percent. 39% of 

people can great confidently spot the fake news, 45% of 

people are somewhat confident to spot the fake news, and 

15% of people are not at all confident to spot fake news. 

There are many researches and projects that is been taking 

place to stop this fake news or help people to spot fake news 

so that people won’t be mis leaded believe in fake news 

spread by some people. 

 

2. Literature Survey 
 

As many projects and researches has been taken place in 

spotting fake news many different machine learning 

algorithms also have been used. Most of the researchers has 

built a model or done a project based on Naïve Bayes, SVM 

algorithms. 

 

Mykhailo Granik, Volodymyr Mesyura said they had 

achieved about 74% accuracy for predicting real or fake 

news using Naïve Bayes classification. 

 

Akshay Jain, Amey Kasbe had said that by using n_grams 

better accuracy can be obtained. The n_grams is nothing but 

the combination of title and text. Using this method they had 

obtained a better results comparatively. 

 

This Fake news becomes a famous issue because of the 

attention it got in American Presidential Selection in the year 

2016. During this election time, much more of different fake 

news are discussed and posted in social medias. Some posts 

are even concluded that Trump had won the president 

referendum due to influence of fake news [4] [5]. Due to 

uncontrolled excitement created by the social media, after 

this some interest shown on fake news and its problems and 

also concerns has been raised about the bad effects of wide 

growth of false news. 

 

The concern on boosting up of faux news is sensible, taking 

into account the wide growth climb of the web therefore the 

quick usage of social medias like blogs, Twitter, micro blogs 

and Facebook and WhatsApp , which has to the served in 

creation and transmission of stories as well as knowledge, 

thus giving a very big effect on the expansion of access to 

stories through the social media platforms. The report on 

fake news released in the year 2017 [6] reveals a rapid growth 
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of accessed stories via social media rather than any 

newspapers available in market. Along with this report of the 

year 2018[7] Some countries still believe newspapers for 

news instead of social medias. In Malaysia the tendency of 

Facebook usage is 6 t0 64%. 
 

Some of the widening shows that fake news found on social 

media is transferring very fast from people to people. Media 

platforms have changed the style of news it posts in media 

[8]. In present, a little bit stories can be simplifying the 

hyperlinks or a tweet which is of a 280 character long in size. 

Not for only journalist but non-journalist also posts the 

articles in social media, to encourage people with non-

framework category of news area to supply reporter contents 

on the online portal [9]. 

 

Fake news may be a powerful if it is not misleading means it 

is not used to mislead the people in the areas like cinema, 

politics, sports and many other areas. The side effects of faux 

news are often very toxic to society. The wide spread of 

misleading information may result in serious damages like 

affecting the reliability of the eco-system of news, damaging 

the reputation of any person or any other political 

organization, or causing fear among the people in public 

which may broke the stability in the society [10], [11]. 

 

There are many other types of effects thanks to the wrap and 

rapid growth on social media. From famously referred to as 

the Pizzagate debacle [2], [12] to TheStorm right conspiracy 

theory [13] that created quite stir in US‟s political scene, fake 

news went viral with none of oversight. There are serious 

cases in Asia caused by the viral of false stories, too. for 

example, during the Jakarta‟s gubernatorial campaign which 

was held in the year 2016, the incumbent governor of Jakarta; 

Basuki Tjahaja Purnama who happen to be a Chinese 

Indonesian Christian fell victim to an altered video featuring 

him criticizing the utilization of a Quran verse as a ground to 

oppose non Muslim‟s role in leadership [14]. The video went 

viral on social media, resulted with public protests that led to 

Basuki being reported to the police. Then, in May 2017, 

Basuki was convicted on charge of blasphemy and sentenced 

to 2 years in prison [11], 

 

Clearly this shows how fabricated content could become a 

dangerous tool to tarnish one‟s reputation and to induce 

public‟s rage on sensitive issues like ethnicity and non-

secular. Another occurrence of trauma caused due to the 

wide spread of fake news at Malaysia in the year 2018. When 

Tengku Mahkota Johor Tunku Ismail Sultan Ibrahim spent 

RM1million by footing the bills of some lucky shoppers 

during his appearance in one among the hypermarkets in 

Johor, rumors began to spark afterward claiming that the 

royal prince would offer cash aids for shoppers at other 

hypermarkets also. The hoax viral on social media causing a 

crowd of individuals to flock to the mentioned hypermarkets 

and began to refill their trollies hoping for a few luck. Police 

was alerted for the massive gatherings and later confirmed 

that the viral stories of Tengku Mahkota Johor’s cash aids 

were actually fake [16], [17]. Unlikely chaos, but public got 

into the deception trap of the viral, unreliable news. 

 

These days, fake news issues has also drawn great attention 

from the tutorial side, prompted more studies particularly on 

developing fake news detection mechanisms to counter the 

matter. A fake news detection mechanism may be a technique 

or system that assists users with the tools and functions in 

predicting deceptive news content. The mechanism works 

with algorithms and measures which will classify and verify 

information or news. However, developing a fake news 

detection mechanism is ever challenging effort that needs 

deep comprehension on different aspects regarding news 

consumption on social media. 

 

As shown in many researches, an efficient fake news 

detection requires reliable veracity assessment techniques as 

ferreting out deceptive cues from the dubious content with 

diverse topics and designs on social media, is technically 

challenging considering false information usually contains 

deliberate deception and implicit ambiguity of language [18], 

[19]. In fact, these characteristics of faux news are 

linguistically and technically very demanding to be 

understood, interpreted, extracted and analyzed [10], [20]. 

Thus, some recent works had also proposed on exploiting 

auxiliary information just like the knowledge domain as 

essential measure to reinforce the deception prediction, 

although acquiring quality data are often critical as data 

verification by existing knowledge repositories could also be 

lacking thanks to insufficient of authenticated evidences [10]. 

 

On the opposite hand, some studies also suggested that a 

reliable fake news detection mechanism is additionally 

required to be ready to mine and exploit the extra 

information of the social context features derived from the 

social engagement within the network, particularly of the 

news consumption on the web communication platforms as 

these additional information would be useful to reinforce the 

prediction of faux news [21]. However, mining this 

additional information could also be demanding since users‟ 

social engagements with fake news cave in wide, partial and 

unstructured data [21]. 

 

Our project aims to provide a review on the different 

techniques for fake news detection using machine learning 

and web scrapping. We are trying to build an algorithm 

which gives high accuracy in detecting fake news. 
I.  

II. Datasets 

Dataset is force apart into three parts that is labeled data 

training data, and test data sets. Test data set would contain 

certain expectations so that the machine would understand 

the prediction method and could be get trained according to 

the datasets that we had provided. Training data set contains 

set of sentences which should also satisfy Test data set 

conditions. 

 

Labeled data set is same set of both the test and training data 

set. But with that it is also labeled for all the sentences as 

Real and Fake news so that machine could be able to identify 

and then get trained to automatically predict the news. 

 

3. Model Implementation and Its Results 
 

We had used four machine learning algorithms to measure it 

accuracy and find out which could be best algorithm in one 

among. We can even see the processing of these algorithms 

and how it is giving us the results. 
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a) Support vector Machine 

In 1963 SVM was invented by Hava Siegelmann and 

Vladimir Vapnik. This applies the strategy of support vector. 

The current standard SVM method was published in the year 

1995 by Corinna Cortes and Vapnik. 
 

 
Figure 1: Model of Graphical User Interface 

 

b) Naïve Bayes Algorithm 

It is the Bayes classifier is the relationship of probabilistic, 

based on the probability of the particular characteristic or 

words it classifies that to one of the class where the 

probability is more. In Naïve Bayes features are not related 

one another. so that presence or absence of that particular 

feature won’t affect any other appearance and non-

appearance of the features. In our model Naïve Bayes 

algorithm provides second highest accuracy compared to 

another. In our model as a result Naïve Bayes classifier 

archives 0.8923 accuracy. 

 

 
Figure 2: Confusion Matrix of Naïve Bayes 

 

SVM is a linear model for classification and regression 

problems. This separates the data into different classes and 

then classifies the problem and predicts the outcome of the 

problem. SVM secures the highest accuracy in our model 

that is 0.9024. SVM is one of the best algorithms in machine 

learning for classification. 

 

 
Figure 3: Confusion matrix of SVM 

 
c) Logistic Regression 

Quetelet and Verhulst invented logistic regression in 19
th

 

century. This gives the probability of two classes. This can be 

mostly used in the text news prediction because this would 

be very helpful to predict text news. We had used Logistic 

Regression as a part of our model and it has given us a result 

of 0.5212. And logistic regression might be a good algorithm 

for predicting text base news. Hence we had included logistic 

regression in our model. 
 

 

 
Figure 4: Confusion Matrix of Logistic Regression 

 

d) Random Forest 

Tin Kam Ho proposed the random forest in 1995. He 

designed by thinking forest trees splitting into oblique hyper 

plane so that it could give a good accuracy. Random Forest 

can give accuracy without suffering by overtraining as long as 

they are restricted to some sensitive selected features. 

 

We had used random forest so that it could give us improved 

accuracy and it could give good results in prediction of fake 

and real news. As results we obtain the random forest 

accuracy of 0.8565. 

Paper ID: SR20727114341 DOI: 10.21275/SR20727114341 1908 



4 

International Journal of Science and Research (IJSR) 
ISSN: 2319-7064 

ResearchGate Impact Factor (2018): 0.28 | SJIF (2019): 7.583 

Volume 9 Issue 7, July 2020 

www.ijsr.net 
Licensed Under Creative Commons Attribution CC BY 

 

Figure 5: Confusion Matrix of Random Forest 

 

e) Web Scrapping 

Web scrapping is nothing but grabbing or harvesting 

information from different web sites or screening of the page 

and then it stores that information into our database. We 

include this web Scrapping to be up to date or to be always 

updated. And this might help us to predict even current news 

and the past news. 

 

4. Results and Future Enhancement 
 

Most of the time social media is facing problems from fake 

news. People are getting mis leaded most of the time because 

of the fake news. Many existing works has been done on 

detecting fake news. This shows how it is needed to find out 

false news in the social media and how much this news has 

been generating a problem in today’s world. Motivated by 

these facts, we had developed our model. See the 

comparative results obtained by all four algorithms. SVM 

gives a best accuracy among all those algorithms. Web 

scrapping enables us to be up to date. Using all four 

algorithms we could get better prediction and our model 

might be trained easy to predict by any of the four algorithms 

and as we had given a longer data sentences for training it 

gives us a good result. 

 

 
Figure 6: Comparative Result 
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