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Abstract: In the present and future cloud computing was used in several fields like military, business, colleges, IT industry, etc for 

storing large amounts of data. To provide security of data security problems there are many number of ways. Steganography with 

cryptography techniques are most useful and popular for data security. We aim to provide cloud security for securely store information 

into the cloud, By splitting all the data into sub-data or chunks, we provide data confidentiality, integrity and ensures availability. In 

present days cloud computing is increasing uses by almost every organization and IT industries. Cloud computing is a benefit in terms of 

low cost and availability of data through the Internet. 
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1. Introduction  
 

Cryptography is closely related to the disciplines of 

cryptology and cryptanalysis. Cryptography is mechanism 

that convert original data into not readable form for human. 

The cryptography technique are two type one is symmetric-

key cryptography and another one is asymmetric key 

cryptography. Encrypted text data is visible and not readable  

for all people[1]. 

 

In private key cryptography techniques, there are different 
algorithm like DES, RC2, AES and 3DES. The main 

problems is deliver encryption key to receiver. Private key 

cryptography algorithms takes least time for data encoding 

and data decoding. But private key cryptography algorithm 

are less secure or low security of data. In public key 

cryptography techniques, there are different algorithm like is 

Diffie Hellman, ECC and RSA. Private keys and Public keys 

create ecosystem of public key cryptography algorithms. 

Public key cryptography technique provides high security of 

data but it increase time of encryption and decryption. 

 

Steganography is a useful technique for hide important data 
in  existing file such as image, text, video etc. In 

steganography, hide  messages is not checkable to unknown 

person. Only a valid software or receiver know about the data 

exist in file. For advanced level of security of data we use 

text Steganography  mechanism. The secret messages of 

users hidden into cover text files. When padding some 

messages in the original message file it seems like a normal 

message text file. If unknown person found messages nut but 

it cannot read and get hide data. Text-encode and decode did 

by the AES algorithm. The main advantage and useful 

advantage  of the steganography mechanism is to provide and 
fulfill high security to text data. As comparison of image 

steganography, minimum space are require in text 

steganography. 

 

Existing system and proposed system are used for 

differentiate security of data and consumed time. In existing 

system we use single algorithm for data encryption and data 

decryption. But A single encryption algorithms is not achieve 

and provide high security of data. When  if we use single 

algorithm then we faced data security issue because in this 

existing system we use single algorithm applies for data 

encoding and data decryption. And  suppose that key 
transmission is medium is not secure. So problems occur 

when we share key into valid person. Public key 

cryptography algorithms provide high data security  but these 

algorithm are takes time for data encryptom and data 

decryption. So we provide much simple and secure  

mechanism for solve problems of like encryption and 
decryption take less time and provide high data security 

 

2. Related Work 
 

In cloud computing, resources and application are share all of 

the individual person, business and servers. For data security, 
it not simple for the cloud service provides to provide an 

ensuring data and file security. Creating a high data security 

system are not easy or not difficult process. As a result of low 

security, it is easy like a gift for a hacker to full misuse  

access and destroy or delete the original of data. if any way 

compromises cloud security at any price; untrusting or that 

type of cloud are no use. A need for robust to technique 

becomes useful for secure data. In the proposed system 

introduced the data security model that used concept of 

hybrid encryption scheme to meet high security needs. 

Modified version of AES, RSA and DES algorithms are used 

in cloud servers for encryption and decryption.[2] 
 

In hybrid algorithms we combine three different algorithm 

these algorithm are AES, DES and blowfish algorithms. AES 

algorithms required a single 8 bit key for encryption or 

decryption. In the hybrid cryptography algorithm, for data 

encryption and decryption three different length keys are use 

and then uploads on cloud servers. For download data from 

cloud Public key of DES Blowfish or RC6 and AES being 

use. Whenever file upload on server for few microseconds 

file is not encrypted because of without file upload 

encryption is not done. When file upload on server it divide 
into three parts. These part are encrypted using three different 

algorithm(AES, DES and RC6   or Blowfish). AES algorithm 

encrypt first part of file and DES encrypt second part of file 

and RC6 or Blowfish encrypt last part of file. After all 

process done encrypted data store on cloud and servers 

automatically delete the temporary file. All encryption keys 

shows on server where user can copy  key in  our system. 

The advantages of cryptography algorithms is provides data 

security, confidentiality integrity and availability.[3] chunk 

level data encryption and data decryption used by the security 

model of symmetric algorithm in cloud computing.  For 

achieve high level of data security  we use Keys rotation 
technique. Hashes use for data integrity purpose. Hash values 
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show before encryption and after encryption and same before 

decryption and after decryption . If both file hash values 

same, then it show data otherwise that data is corrupt. In that 

procedure, cloud server only allows authentic users can 

access and download data. Advantages of proposed system 

security models are securely configure for provides data 

security, confidentiality and integrity.[4] Hybrid algorithms 

are combination of three algorithms. For providing high data 

confidentiality we use Blowfish algorithm. The main aim of 
this hybrid cryptographic algorithms is to achieve and 

provide advanced level of security for users  to data for 

download and upload from cloud server. On cloud server, 

Hybrid algorithm solves the security measures , 

confidentiality and authentication issues . [5]  

 
Figure 1: Data Encryption and Key Generation steps 

 

 
Figure 2: Data Decryption steps 

 

Image steaganography user for hide sensitive data in a single 

images. In image steganography we use three bit Least  

Significant Bit (LSB) technique. All Important data hides in 

user target cover image. Using LSB steganography technique 

our approach to hide sensitive data in large amount of a 

single  image. AES (Advanced Encryption Standard) is one 

of the secure  symmetric key cryptography algorithm. AES 

algorithm supports three different size of key. For specific 
key size require specific round For example 256 bits key 

requires 14 rounds, 192 bits key requires 12 rounds and 128 

bits key requires 10 rounds.[3][4]  
 

3. Result Analysis 
 

In Proposed system, we use AES, DES, and Blowfish 

algorithms are an example of block-wise security to data. The 

proposed system is combination of AES, DES and Blowfish 

or Hybrid algorithms. All algorithms are symmetric-key 

cryptography. the single key use for file encodes and decode. 

All algorithms’ key size is different like For AES 256 bits 

key, DES 64 bits key and Blowfish 256 bits key use for 

encryption. LSB technique use to hide key information into 
user selected target image. The target proposed system 

implementation is done using python programming language. 

File encryption and decryption time is record using DateTime 

package name in python programming. We record encryption 

and decryption time for comparison between existing system 

and target system. We process encryption and decryption 

process on various file sizes that are 1MB, 2MB, 4MB, and 

8MB. Encoding and decoding time is calculated in see 
 

 
 Figure 3: Encryption Time Comparison between AES 

and Proposed System 
 

As we see in figure 3 less time require in proposed system  

for file encode. Target proposed system combination of AES, 

DES and Blowfish algorithms. In target proposed system all 

algorithm are not dependable to other algorithms. In 

proposed system 18% to 21% less time as comparison with 

Existing system for text file. We already says single 

encryption is not provide advanced level data security in 

cloud computing. 
 

 
Figure 4: Decryption Time comparison between AES 

and Proposed System 
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As we see in figure 4 decryption process in existing system 

takes 15% to 17% more time as comparison between hybrid 

algorithm. AES is completion with more time for decryption 

and it is also provides less data security. If we increasing key 

size of AES algorithm's than automatically number of 

rotation round increased. And the result  encryption and 

decryption time also increased. 

 

Blowfish algorithm as comparison with AES algorithm take 
more time for file encryption. As we see in figure 5 as 

compare with file proposed system take 11% to 14% less 

time for file encryption. In proposed system we use three  

keys for file encode and decode. 

 

 
Figure 5: Encryption Time Comparison with Blowfish 

and Proposed System 

 

Text file decoding needs 10% to 12% less time in the 

proposed system as compared to the Blowfish algorithm as 

shown in figure 6. As compare to encryption File decryption 

using hybrid algorithm required more time. But AES 

algorithm require less time for file decryption in comparison 

with Blowfish algorithm. In Blowfish algorithm text data 
decryption need more time as compared to Blowfish 

encryption 

 

 
Figure 6: Decryption Time Comparison with Blowfish 

and Proposed 

 

4. Conclusion and Future Work 
 

Cryptography and Steganography techniques are helping to 
solve cloud storage security issues. AES, Blowfish and RC6 

algorithm provides Block wise data security. The LSB (Lease 

Significant Bit) techniques are used to complete key 

information security.  For low delay of parameter pass we use 

multithreading techniques. Data integrity, low delay, and 

high security and confidentiality are applied with the help to 

the proposed system. Text data encryption needs 18-21% less 

time in proposed system as comparison with AES algorithm. 

in AES algorithm, text data decryption take 16-18% more 

time comparison with target proposed system. Blowfish 

algorithm as compare to proposed hybrid system need 12-

15%  more time for data encryption. 
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