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Abstract: After the invention of cloud computing technology, the concept of building computer system with unlimited resources
becomes more simplified. With cloud computing, business owners, can manage and share their information through business
organization from anywhere twenty-four hours a day. Organization and business area which are using cloud services must be aware of
their information policy, involving data privacy, reliability and security. Building cloud computing system will expose their information
that are accessed by authorized people to hazard if they did not build strong secure system to increase their security level and protect it
by authorizing only people who need to access them. The goal of this research paper is to give short vision of cloud computing concept
by identifying their different types and discuss cloud security main issues to attract both users and business owner attention to the
potential risks of sharing their important data through cloud system without knowing security limitations for each model and secure
their system by overcome potential threats for their cloud system.
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1. Cloud Computing Overview for this system, the connection between the company and the
service provider illustrated as a cloud [1].

In this section, we will provide clear view on the concept of

the cloud computing system and simple description on its

different types. If we notice as shown in the diagram below

the cloud is used to represent the internet. Computer
engineer and designer used cloud to differentiate it from Ql;} g ntermet ‘
other component and there is nothing to do with the weather

or clouds. The system named as a cloud computing due to

the importance of the network to all connected devices and Q;\:l'
resources within the system. As it shown in figure 1-1
internet is the basic component in the cloud computing Your company doesn’t The service provider pays
service and it represented as a cloud [1] pay for hardware and bor equipment and
' mainlenanoe Mmsdnlerance

Figure 1-2: With Cloud computing, other companies host
m your applications.

1.1 Cloud Computing Services

ﬁ Rumutesr
& Switch By using cloud computing services users can gain the
~ ~ following benefits:
' . Se
Qﬁ:::rm ,S:\"}) O - ¢ Scalability which means the system will perform with the
Figure 1-1: A cloud is used in network diagrams to depict Zi?;ﬂ;;f;mency even if the workload for the system

the internet . . . .
e There are no high berries for cloud service which allow

small business to take advantage of their services.

Cloud computing system constructed in such a way to allow . .
pUtng s y e Hardware and devices are independent from each other;

you to access applications located in different location ; .
specifically another computer or internet device. There are as a result users can access their system from different
valuable benefits from using cloud system especially for hardware anywhere. .

companies which contain several computers that need  ©® It@llows many users to share available resources.
installation of software. It will be costly if the company .

install the software for each computer and pay for them 1.2 Typesof Cloud Services:

separately. In addition, they need a lot of equipment to make . .

their computers work successfully. However, after the 1.2.1 Software asaSer\_/lce_(SaaS): In this m_odel, customer
invention of cloud computing service this work can be done ~ €an access hosted application through the internet. As a
in an easy way. They can host another company which can  Teésult, the customer doesn’t need to keep the application
provide them with specific service that meet their needs for ~ running or fix it in case it has some issues. They don’t need
all computers through the network. Consequently, they will to worry about services maintenance any more. On the other
save companies’ budget since they don’t need to pay for hand, since the software out of their box customers are not

maintenance and efforts. Figure 1-2 show the basic concept authorized to make any changes in the software. In addition,
Volume 9 Issue 5, May 2020

WWWw.ijsr.net
Licensed Under Creative Commons Attribution CC BY

Paper ID: SR20523084823 DOI: 10.21275/SR20523084823 1472



International Journal of Science and Research (1JSR)
ISSN: 2319-7064
ResearchGate Impact Factor (2018): 0.28 | SJIF (2019): 7.583

they have to accept any change when the hosting company
decides to modify the services [1].

SaaS Benefits: The biggest advantage from using this model
is saving money since the hosting application will cost less
money instead of buying the whole application. Service
provider can offer you more reliable applications which are
cheaper than buying them as a package with serial number
for every single computer. Another advantage we must take
it in our account is the maintenance of the software, since
service provider are responsible to keep system running and
check them periodically companies do not need to worry
about maintenance. Consequently, they do not need to hire
IT specialist which also affect positively in their budget and
employees needed offices. In addition, service provider can
easily customize applications upon customers’ requests
which is not easy to be implemented by users who do not
have full comprehensiveness to modify the code. Moreover,
Security Secure Sockets Layer (SSL) are used in SaaS and
allows users to access their applications securely without
any need to use more complex configuration such as , virtual
private networks to secure their applications. Finally, the
qualities of the services and the bandwidth have increased in
recent years this feature allowed users to access their
applications with high speed and low latencies [1].

1.2.2 Platform as a Service (PaaS): Platform as a Service
(PaaS) is a collection and variation of SaaS [2]. It is also
named cloud ware, in this model all resources which are
required to install services and desired applications supplied
via the internet by service providers, the company doesn’t
need to install any software. PaaS services include
development, application design, deployment, hosting and
testing. In PaaS providers are not familiar in communicating
with each other, as a result it is difficult to change to another
service provider. If the user decided to do so, he needs to
pay more money. Another weak point, is that all data in
user’s applications will be lost if the business goes down [1].

In (PaaS) model, the wvendor who provide service
environment offers application developers, who are
responsible to develop applications and offer applications
services via the provider’s platform. Then services provider
will develop specific standards for the development, and
channels to distribute required services and payment to their
clients [2].

The biggest benefit from using PaaS systems is that
companies can start their web based applications with the
minimum cost and complexity because they do not need to
buy huge servers and setting them up by IT specialist [2].

1.2.3 Infrastructure as a Service (laaS):

In laaS application model, service providers host the entire
infrastructure for clients to run their applications. The laaS
model provide specific utilities to customers who are
responsible to pay for the amount of resources they used
such as disk space, processing power and any other
resources that customers actually consumed. The users in
this model abstracted from infrastructure details, including
location, scaling, backup, physical resources, security and so
on. In this application model, service providers have a
complete control of the entire infrastructure. On the other

hand, clients can decide and control of the infrastructure
location and what required services should be run on each
server. In addition, service providers can extend their
services and add more capacity in order to meet their
customer’s demand [2].

Infrastructure as a Service (1aaS) Disadvantages

e The business or organization is responsible for software
upgrading.

e The maintenance and infrastructure is also the
responsibility of the organization.

e When the organization want the hardware to be of a
unique type or the software to be edited to support the
application they will pay for required change.

e The security issues and features of the laaS Cloud Service
Provider may not be adequate for clients’ needs.

e In case the customer need to connect between their
internal software and different software in another Cloud
system the internet connection supported by cloud
provider may not be adequate for the speed that client’s
connections required [4].

1.3 Essential Cloud Characteristics

The US National Institute of Standards and Technology
(NIST) provide description of cloud characteristics which
are as follows [3]:

e On-demand self-service. This means that clients can
directly manage or order services without any need to
human interaction with the company or service provider.

e Broad and ubiquitous network access. Cloud services
can be accessed via the internet using specific standard
protocols and mechanisms.

e Resource pooling. Provided cloud service used
computing resources which are realized through using a
homogeneous infrastructure which are shared among all
service clients.

¢ Rapid elasticity. Scalability of resources which means
that resources are scaled down and up elastically.

e Measured service. Service and resources usage are
measured and service providers support optimization of
their resource. The customers will pay depending on their
consuming on resources.

As mentioned above these are essential five characteristics
for cloud computing, see figure 1-3 [5].
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2. Security Issues in Cloud Computing System

In order to make our system secure we need to look at
different levels in which security is required on them. These
levels including Internet, program, server and database
access security. Also, data security and privacy must be
taking into our account under security umbrella since all
business owners share their sensitive data and information
through cloud system.

2.1 Basic Criteria for a Secure Cloud System

In order to have a good and secure cloud computing system,
service providers ought to have a good policy to secure data
and make sure that all shared information safe enough from
any wvulnerabilities and hazard. Integrity, confidentiality,
availability, data sanitization and physical security are the
most important requirements for secure system. To clarify
and understand these requirements we will define each
keyword separately [6].

Integrity: Integrity related to the information that goes
through the system. Service providers must ensure that all
data and information which located in a system, is a correct
representation of the intended information and did not
modified or changed by unauthorized users.

Confidentiality: Making sure that data is not exposed to
unauthorized groups.

Availability: Making sure that information availability is
not affected by malicious or improper actions.

Data sanitization: Data sanitization is the process in which
all sensitive information must be removed from storage
devices to ensure its security and protect them from being
shared through the system by unauthorized users.

Physical security: It is related to hardware security that
means ensuring that all connected hardware is authorized to
have access to data center. When some clients or users are
not interested to have their cloud system due to closing their
business or any other reason, their connected resources must
be removed immediately to keep the security level up.

Overall the physical security level is acceptable and it
developed so quickly day after day. However, our big
concerns are software security, because we still need to
improve software security level to make sure that our
sensitive software secure against malicious viruses and
hackers. It is kind of challengeable for cloud service
developers to enhance and develop software security due to
the amount of threats that increase vastly every day [6].The
security level of the cloud system can be managed by the
way of the cloud is building. Some deployment provides less
level of security than others for example public cloud system
which offer service for multiple customers and
organizations. Consequently, clients have less control over
the whole infrastructure since it controlled by the service
providers. In short words, this option will be less sufficient
to organizations which are concerning more about their
privacy and information security.

2.2 Cloud Deployment Models

As stated below there are four different cloud
deployment which are Public cloud, Private Cloud and
Hybrid cloud.

Public Cloud: This infrastructure allows many users to have
connection on it. In other words, several organizations are
able to work on the same infrastructure simultaneously. This
cloud system is managed and hosted by the service provider.
Hosted company is responsible for maintenance,
management and installation. The biggest advantage is that
clients are only pay for their resources that in use.
Consequently, the cost will be eliminated. Because
customers have limited control on the infrastructure and
restricted from optimizing their cloud system the security
level will goes down comparing to private cloud system [7].

Private cloud: This cloud model owned and managed by
the business or organization for this reason it will be more
secure comparing to public model cloud. On the other hand,
it is more expensive. Service providers allow clients to have
control the infrastructure in order to improve their security
but this feature is not presented in public cloud. Moreover,
there is no restriction or regulations on bandwidth or
security as in a public cloud; users can optimize their system
to meet their needs which count for their privacy level [7].

Hybrid Cloud: Hybrid means collection of two or more
cloud models which are connected in a specific way that
allow data to be migrated between them without conflicting
each other. This type of clouds deployment is built by the
hosted company and responsibilities in management are
divided between cloud provider and clients. To meet
customers’ needs an organization can write down their needs
and goals in services that they want. This construction is
more useful since it provides more security level than other
deployment types. The biggest disadvantage of hybrid cloud
is the complexity of building them. It can be act as public,
private or community depending on the way we construct
them. In addition, services which are coming from different
sources must be treated as it comes from specific location.
Moreover, the interaction between public and private
components will cause conflicts on implementation. This
model should be constructed well under the supervision of
qualified experts. Otherwise, it will cause problems in both
implementation and security [7].

3. Security Analysis on Cloud Computing
Services

As we discussed in section 1 there are three types of services
which provided to cloud customers Platform as a Service
(PaaS), Software as a Service (SaaS) and Infrastructure as a
Service (laaS). Now we will discuss the security issues of
these types of service. According to the study and analysis
done by Keiko Hashizumel, David G Rosado2, Eduardo
Fernandez-Medina2 and Eduardo B Fernandez researchers
on security concerns for Cloud Computing, there is a list of
threats and vulnerabilities that can affect cloud models.
Researchers provide a survey on these potential threats by
listing them and finding the relationship between them [8].
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Table 1 Summary of the topics considered in each approach

Topics/References [4] [ ol Nn& N7 (8] (9] (0] (2] [22] (23] (24) [25) [26] [27]
Vulnerabilities X X X X X X X X X
Theeats X X X X X X X X X X X X X
MechanismoRecommendations X X X X X X X X
Securty Standads X 4

Data Security X X X X X X X
Tirust X L X x X
Security Requirements X X S X ¥ X
Saal, Paab, laaS Security X X X

Table 1 analyze and identify list of vulnerabilities and
threats which found on Cloud Computing. The studies focus
on potential threats and risks and give some
recommendations that help cloud service providers to avoid
and cover from these malicious threats. In the research, they
discuss other topics which are related to security issues in
the Cloud system such as security recommendations and
data security.

In order to discuss the security issues for each model first we
need to be aware of the relationship between these types of
services. Both PaaS and SaaS hosted above laaS which
means any impact on laaS will lead to breach Saa$S as well
as PaaS and vice versa. These dependencies between cloud
services models increase potential risks on security of the
cloud system. Each model has it is own security which
deployed by service providers but the combination of these
security for each cloud model may cause conflicts for the
combined cloud.

3.1 Security Issues in Software-as-a-service (SaaS)

As we mentioned before SaaS service providers give their
clients chance to access services depend on their needs and
request. We discussed this model in details and we know
that SaaS customers have limited control on the security
level between all available cloud models in the system.
Consequently, SaaS applications will have more security
concerns than other applications [8].

3.1.1 Applications and Data Security

The study and research argues that applications which are
provided through the internet and web browser in SaaS
expose the security of applications to many risks.
Application’s security did not protect them from being
attacked by hackers who use web service and malicious
software on the internet. According to The Open Web
Application Security Project (OWASP) there are ten critical
web security threats which must be taken into our account to
avoid security risk and secure our applications which served
on the web. In addition to application security data security
very sensitive for any organization. It is very challengeable
to secure data in SaaS due to customer’s limited control over
the security and infrastructure of their service. In this cloud
model service providers are responsible of securing
customer’s data. Another point which is very critical for
organizations is data backup in case of disaster. On some
situation service providers, can limit their services on the
cloud or maybe they stop their business which put

organizations in a bad situation due to their stored data in
service provider’s datacenter.

3.1.2 Applications Accessibility

Applications on SaaS can be accessed from any computer or
mobile devices since applications are available on the
network. As a result, this will increase security risks due to
using insecure Wi-Fi or stealing information from mobile
devices.

3.2 Security issues in Platform-as-a-service (PaaS)

In this model two security levels are presented which is the
security of the platform itself and the security of user’s
applications that deployed in the PaaS. Service providers are
responsible to secure the platform and make sure that
runtime engine operate client’s applications correctly. PaaS
as well as SaaS cause some issues in data security [8].

3.2.1 Infrastructure Security

Because users do not have authority to access specific
layers, service providers must insure that infrastructure is
secure enough as well as user’s applications. It is true that
users in PaaS can control the security of their applications
but they do not have wide knowledge to assure that their
environment is secure.

3.2.2 The relationship of Third-party

PaaS provide Mashups service which is located under third
party web services. This service combines and associate
number of sources into a single unit. That means security
issues will increase due to data security and network security
which are related to mashups feature. In short, PaaS security
depends on both web security and third party services
security.

3.2.3 Application Life Cycle

PaaS users and developers must be aware of their
application’s security level when they need to upgrade their
applications. IT specialist need to make sure that
development processes are adapted to accommodate
required changes without any conflicts with application’s
security. In addition, developers and IT specialist have to
understand data illegal issues to stand away from them. Data
must be store in legal locations that insure its security and
privacy.

In conclusion, since data is transferred, processed and
stored in the application deployed in the cloud system,
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data security is the biggest concern in both SaaS and
PaaS models.

3.3 Common Security Risks in Cloud Computing

Despite many advantages of cloud computing such as
eliminate the cost and the space for business and
organizations. Many business stay away from adopting their
services on the cloud system due to their concerns in the
privacy. Due to the fact of sharing resources among number
of users through the internet in cloud models, there are
number of threats and breach which weaken cloud security.

As shown in figure 1-4 different types of common breach
that threaten cloud security. According to this statistics theft
represent the largest percentage among other breaches such
as unauthorized access, loss of data, hacking and improper
disposal.

Attacked web applications by hackers can cause loss of
sensitive data. On the other hand, data breach can be
occurred when someone trying to access this data without
any permission -unauthorized users-. As we discuss above
cloud computing allow many business and organizations to
share the same resources via the internet which lead to
increase the risk of their processing data. In this situation,
the risk of data misuse will be high. Several accidental
transmission issues or insider attack could also lead to data
breach [9].

T f Breach
S1%theft TT o

17.3% unauthorized
access/disCloSUNe me

11.01% 055 ~—

7.3% combination

6.3% hacking/IT incident=""
4.2% improper disposal

\ ™0.7% other
1% unknown

Figure 1-4
3.4 Five Important Things to Secure the Cloud System

These following tips are important to be considered when
we want to build our system with acceptable security level
[10].

1) Where is data located: If you have no idea about the
location of your data then you cannot secure your
system. You should be aware where your data is saved
and stored. After that you can apply some tools on data
to upgrade its security. Virus detection firewalls and
data encryption will increase the data security and
protect them from being accessed by unauthorized
persons.

2) Backup your data: In both SaaS and PaaS models data
may be lost at any time the service providers decided to
stop providing their services. So, whatever happens
makes sure you have a copy of your data. This will
secure your business and organization not only the data.

3) Data center security policies: You must know the
server and data center in which your data will be stored.
Consequently, you will know your data policies
according to the server type and applicable services in
this server.

4) Ask your clients for references: Asking other client
who takes advantage of this cloud system will provide
you with their recommendations that will help you to
take advantage of their experience in securing their data.

5) Testing the system: Testing your system security by
trying to access data while you are unauthorized to
access them will give you tip about your data security
level because if you find some way to access data,
someone will find this way too. In addition, you need to
scan it periodically to get rid of malicious software and
viruses.

In conclusion, it is not easy to secure the cloud system, we
can upgrade the security level and secure our data but it is
not guarantee to protect this data from any breach 100%. On
the other hand, private cloud gives more security than public
framework.

4. Conclusion and Future Work

Since | had limited time and space | could not include more
analysis that weakened cloud system security. There are
different surveys and researches that argues data which are
stored in the cloud datacenter is in high riskfor unauthorized
access.

According to what we discussed, cloud computing still need
to increase the level of security for business and
organizations. They need to adopt more powerful tools and
software to overcome potential threats raised through the
network. Service providers have to be aware of different
types of risk and breach which threaten their services; They
should educate themselves to get rid of these breaches in
powerful way. Hacker’s methods are increasing vastly day
after day. As a result, data became more critical and need to
be protected enough from being breached. Service providers
can work with well-educated developers to adopt new
architecture in which data security is the first priority.

It is true that there are a lot of benefits from using network
hierarchy but it makes accessing data easier for hackers
through the internet. If we want to provide strong security,
we need to put efficient policies on the network and narrow
it to prevent unauthorized users from accessing it. Today,
architects are interesting in developing communication
architecture which will affect positively on cloud computing
security. Architects can employ another way for connecting
devices and servers in which network connections become
more secure for customer’s use only. This method will
minimize huge number of threads especially unauthorized
people.

In  conclusion, since cloud computing servers and
datacenters located away from customers and allow
multiples access for different users at the same time security
issue must be concerning for any business or company that
take advantage of cloud services.
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