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Abstract: In this paper, | propose improved encryption algorithms that have the differentFeistel cipher structure of encryption. So far,
conventional Feistel cipher algorithms have difference structure of encryption. I devise my algorithm by inserting XOR operation in left
half portion and inserting a function in right half portion of plain text. the proposed algorithm improves encryption security by inserting
XOR operation in left half portion and inserting a function in right half portion of plain text.The proposed algorithm will be useful to
the applications which require the same procedure of encryption.
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1. Introduction
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A Feistel cipher structure is one of the most widely used.
Feistel Cipher is not a specific scheme of block cipher. Itis a
design model from which many different block ciphers are
derived. DES (Data Encryption Standard) is just one
example of a Feistel Cipher. A cryptographic system based
on Feistel cipher structure uses the same algorithm for both
encryption and decryption. And here we study only
encryption process.
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2. Previous Encryption Process

The encryption process uses the Feistel structure consisting 18 L R
multiple rounds of processing of the plaintext, each round e n
consisting of a “substitution” step followed by a permutation _FKR) &
step.
1) The input block to each round is divided into two halves
that can be denoted as L and R for the left half and the ' |
right half. v R 7
2) In each round, the right half of the block, R, goes | Ciphertext block |
throug_h unchanged. But the left half, L, goes thr_ough an Feistel Cipher Encryption Structure
operation that depends on R and the encryption key.
First, we apply an encrypting function ‘f” that takes two
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input — the key K and R. The function produces the
output f(R, K). Then, we XOR the output of the
mathematical function with L.

3) In real implementation of the Feistel Cipher, such as
DES, instead of using the whole encryption key during
each round, a round-dependent key (a subkey) is derived
from the encryption key. This means that each round
uses a different key, although all these subkeys are
related to the original key.

4) The permutation step at the end of each round swaps the
modified L and unmodified R. Therefore, the L for the
next round would be R of the current round. And R for
the next round be the output L of the current round.

5) Above substitution and permutation steps form a
‘round’. The numbers of rounds are specified by the
algorithm design.

6) Once the last round is completed then the two sub
blocks, ‘R’ and ‘L’ are concatenated in this order to
form the ciphertext block.

3. Improved Encryption Process

The encryption process uses the Feistel structure consisting
multiple rounds of processing of the plaintext. In this
process we perform XOR operation and Function forboth
left half and right half. Feistel Structure is shown blow in the
following illustration.

Volume 9 Issue 2, February 2020

WWW.ijsr.net
Licensed Under Creative Commons Attribution CC BY

Paper ID: SR20223161316

DOI: 10.21275/SR20223161316

1422



International Journal of Science and Research (1JSR)
ISSN: 2319-7064
ResearchGate Impact Factor (2018): 0.28 | SJIF (2018): 7.426

PlainText Block
L R

k1l k1

; flkL) | | flk.R) IZ

+ | &

Round 1

| fk.R) ;

L
; kL) |

+

Round

N

[ TR |:

1)

2)

3)

4)

5)

6)

L
; flk.L) |

+

| &

CipherText Block

The input block to each round is divided into two halves
that can be denoted as L and R for the left half and the
right half.

In each round, the right half of the block, R, goes
through an operation that depends on L and the
encryption key. First, we apply an encrypting function
‘f* that takes two input — the key K and L. The function
produces the output f(L,K). Then, we XOR the output of
the mathematical function with R.

And the left half, L, goes through an operation that
depends on R and the encryption key. First, we apply an
encrypting function ‘f* that takes two input — the key K
and R. The function produces the output f(R,K). Then,
we XOR the output of the mathematical function with L.
In real implementation of the Feistel Cipher, such as
DES, instead of using the whole encryption key during
each round, a round-dependent key (a subkey) is derived
from the encryption key. This means that each round
uses a different key, although all these subkeys are
related to the original key.

The permutation step at the end of each round swaps the
modified L and modified R. Therefore, the L for the next
round would be R of the current round. And R for the
next round be the output L of the current round.

Above substitution and permutation steps form a
‘round’. The number of rounds are specified by the
algorithm design.

7)

4.

Once the last round is completed then the two sub
blocks, ‘R’ and ‘L’ are concatenated in this order to
form the ciphertext block.

Conclusion

I provide extended theory for the encryption process of
Feistel structure. Which is more secure and both part (L and
R) uses same key.
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