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Abstract: With increase exchange of sensitive multimedia data like text, video, voice, image over unsecure networksand to meet the
real time constraints, secure and efficient image encryption scheme becomes more and more urgent need to provide the desirable
confidentiality and thwart attacks, in this paper a secure image encryption method is proposed, based on fast generation of large keys
from two hyperchaotic systems to permuted and mask the plain image with the purpose of get the advantages of these systems, at the
permutation step the chaotic numbers generated from systems utilized to shuffling rows and columns of image, will in diffusion step the
image is split to 2 sup-images and each part XOR with chaotic mask generated from distinct hyperchaotic system, he main features of
such method are high speed, large key space and low computational overhead, as well the experimental results demonstrate that the
proposed method have more ability to thwart different attacks such as statistical, differential, entropy attack, and brute-force attack.
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1. Introduction

Due to rapid advancement in the multimedia information
and internet, ensure the security of information becomes
more and more urgent demand, [1] digital image in different
with text has many intrinsic characteristic’s such as strong
correlation among pixels, bulk capacity data and high
redundancy, such properties make traditional encryption
algorithms like Data encryption standard (DES), advanced
encryption standard (AES) and Ron Shamir Adelman
(RSA), are poorly suited to image encryption and show
some disadvantages [2], to meet the increase demand for
more secure and efficient cryptosystem, many different
encryption technologies have been introduced, among them
chaos based scheme was one of the optimal approach that
can fulfillment the desirable secrecy and efficiency, the first
who was proposed chaos based encryption scheme, Fridrich
in 1997[3], many low dimension chaotic maps adopting for
image encryption, due to simple structure and high speed for
generating chaotic sequence, two serious security problems
associated with used of such maps for encryption, in order to
limiting range of chaotic behavior and small key space [4].
To overcome such problems and improve the security of
image encryption schemes, some researchers suggested
employ high dimension hyperchaotic systems that
characteristics with more than one positive Lyapunov
exponent, and complex chaotic behavior which lead to more
randomness and large key space[5]-[10].

2. Proposed Image Encryption method
2.1Hyperchaotic systems

In our proposed encryption method, hyperchaotic sequences
generated from two different hyperchaotic systems utilized,
Rosslerhyperchaotic  system used in cryptography is
described as follows [111:

X=—V—E,

V=x+ay+w, (1)

EZ=b+xz,

W=—cz+dw,

The system (1) show the hyperchaotic behavior when the
control parameters values chosen as: a= 0.25, b=3, ¢=0.5,
d=0.05, and initial conditions taken as (-10, -6, 0, 10).
In addition, another new hyperchaotic system used given by
the following equations [12]:
E=y—xz—yzi+w,
V=axz+d, (2)
Z=y*-bz?,
W=—cy,
When the values of real parameters a=5, b=0.28, ¢=0.05, d=
-0.001 and the initial conditions selected as (0, 0, 0.8, 0.02),
the system (2) display hyperchaotic attractor.

2.2 Image encryption

In this paper, color plain image employ which is hxwx3 and
denoted by p, the image composed of three bands R, G, B,
each of size hxwx1, the detailed encryption procedure
described as follows:

Stepl: Iterate the system (1) and system (2) with the values
of control parameters and initial conditions, after many
rounds we can get two chaotic sequences s, 3, say {s,,, m=1,
2..., hxw}, {s,, n=1, 2..., hxw}, where h, w are the height
and the width of p.
Step2: Truncate 7 vector from s and ¢ vector from $, where
{f,k=1,2...,h},{c;,g = 1,2..,w}, Sort #, ¢, in increase
order manner, use I7y, Ic, to denote the positional index of
the corresponding elements in unsorted vectors 7y, ¢, .
Step3: Apply row and column permutation, use I7, and Ic,
in step2 to rearrange the rows, columns of matrix (R, G, B)
respectively to get the scrambled image.
Step4: Modify each element of chaotic sequence s, Susing
the following formula:

x = mod | eeil ((x x 10%) = 512) ,L) &)
Where ceil(i) returns the nearest integer less than or equal
to i, and L represent the largest gray level for image and
mod (x,y) returns the remainder after division.
Step5: Reshape each chaotic sequence s, Sin stepl to two-
dimensional array of size hxwx1, divide the three matrices
(R, G, B) in step3 horizontally.
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Step6: Perform XOR between the first part of (R, G, B) and
the chaotic masks employ the following formula:

G ={G,() B SO} D S(NA)

Step7: Apply formula (4) in step5 to encrypt the second part
of image, use the chaotic mask s.

Step8: Combine the three two-dimensional images
(R, G, B)into a three-dimensional Image to get the encrypted
image.

The decryption process is similar to that of the encryption
process in the reverse order.

3. Experimental Results

The main measure for the quality of any cryptosystem is
capability to thwart and resist the attempts of attackers or
opponent to learn about the original information, some
security analysis has been performed on the proposed
encryption method to ensure its robustness and resistance
against different attacks including, histogram analysis,
correlation coefficient analysis, key space analysis,
differential analysis and speed performance, the analysis
have been done for many images, where Lena color image
of size 256*256*3 is considered as plain image, the results
show that the proposed method has high security
characteristics and more resist attacks, as discussed in the
following:

3.1 histogram analysis

For good cryptosystem the histogram of encrypted image
must be vague and prevent extract any useful information
about statistical nature for plain image to thwart statistical
attack and know-plain text attack, the results show that the
histogram for all encrypted images uniform or same flat in
different with that for plain image and demonstrate there is
no relationship with plain images [13], as show bellow:
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Figure 1: Histogram for plain image (Lena) and
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Where N is the total number of samples and x, y represent
grayscale values for two neighboring pixels, the correlation
calculated for horizontally, vertically and diagonally
adjacent pixels Figure 2 and Table 1, show the correlation
for plain image and encrypted image, where the correlation
for plain image close to 1 and for encrypted image close to
ideal value (zero).
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Figure 2: Horizontal correlation for (Lena) plain image and

corresponding encrypted image, (a)-(c) Horizontal
correlation for plain R, G and B images respectively and (d)-
(f) Horizontal correlation for corresponding cipher R, G and
B images respectively.
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Table 1: Correlation for plain R, G and B bands

; ; ; Plain
corresponding encrypted image. (a)—(c) plain R, G and B o ) Proposed
images, respectively; (d)—(f) Histograms of the cipher R, G Bands | Direction Tean%: algorithm Ref [5] | Ref [10]
and B images, respectively. Horizontal | 0.9444 | -0.0014 ]0.0085 | -0.0025
. - . Rband | Vertical | 0.9705 0.0006 0.0079 | 0.0913
3.2 Correlation Coefficient Analysis Diagonal | 0.9219 | 0.00004 |0.0167 | 0.0011
One of the dominant feature of images is a high correlation Horizontal 1 0.9208 | -0.0011 1-0.0157 | 0.0058
: 1L Teature of 1mages Is a nigh cort Gband | Vertical | 09562 | -0.0039 |0.0002 | -0.0372
between adjacent pixels in vertical, horizontal and diagonal Diagonal | 0.9000 | -0.0042 |0.0081 | -0.0014
direction, and to block the attempting for speculated the Horizontal 108771 | -0.0040 10.0054 | -0.0058
values for neighbor pixel, for encrypted image the Bband | Vertical |0.9178 | -0.0001 |0.0072 | 0.0036
correlation must be reduce to ideal value zero, the Diagonal | 0.8614 | -0.0019 |0.0034 | 0.0002
correlation coefficient for two neighboring pixels can be
calculated by the formula: [14]
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From data listed in Table 1 it is clearly show that the plain
image has highly robust correlation, while for encrypted
image the correlation is reduced and very close to zero due
to desirable cryptography characteristics for proposed
method.

3.3 Differential attack analysis

To thwart differential attack and make it practically useless,
any change in plain image even with one-bit must lead to
completely different encrypted image and such encryption
method can characteristics with desirable security features
against differential attack, Number of Pixels Change Rate
(NPCR) and Unified Average Changing Intensity (UACI)
are two important criteria used for analyzed, and expressed
by the following: [15]

NPCR = M ® 100%(8)

1 [ eyl i) —Caii gl
UACI = i =
M=N EW 255

& i

| x 100%9)

Where
D(i ) = 0if €,(i.j)C, (i j): otherwise, D(i.f) = 1.

Table 2: NPCR and UACI for various encryption algorithms

Algorithm NPCR UACI

Proposed 99.6292 30.4554
Ref [5] 99.6013 33.4134
Ref [8] 99.61 33.46

Data listed in Table 2 indicate that the NPCR and UACI for
proposed method could effectively thwart differential attack
in comparison with some existing algorithms.

3.4 Key space

The key space is the whole number of different and possible
keys that can be employ for encryption method, the secrete
key represented by initial conditions for the two
hyperchaotic system used, if the precision 10~1* for each
one, then the key space calculated as (10'*)® =~ 2370 it is
clearly show that the key space for proposed method large
enough to thwart all types of brute-force attacks.[16].

3.5 Encryption and decryption speed

In real-time multimedia applications fast processing
requirement is important issue to evaluate the efficiency of
algorithms, execution time for encryption and decryption
should be as lower as possible, the time analysis done on
Matlab2013a under Windows 7 ultimate (64-bit) using a
personal computer Intel(R) Core(TM) i7 @2.67GHz CPU
and 4GB RAM, Table 3 show that the proposed method
consuming less processing time for different image size and
more appropriate for real time applications.

Table 3: Encryption and decryption time

Image Encryption time | Decryption time
(sec) (sec)
Baboon ( 500*480) 0.0563 0.0571
F16 (512*512) 0.0635 0.0652
Lena (256*256) 0.0165 0.0158
Pepper (512*512) 0.0611 0.0612

4. Conclusion

In this paper, an image encryption method is introduced,
which utilized two hyperchaotic systems to permute and
mask the plain image, with purpose of overcome
disadvantages or drawbacks of some chaotic encryption
method that represented by small key and weak security, the
row and column of image will permute using the chaotic
sequence generated from systems and then the image divide
to 2-sub image, each part mask with different chaotic
sequence numbers, from the experimental results it’s found
that the histogram for encrypted images flat and no
relationship with that for plain image, and the correlation for
encrypted image very close to ideal value zero, while the
NPCR and UACI values closely matching with the existing
methods, the proposed method more suitable to real time
applications and characteristic’s with large key space.
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