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Abstract: Organizations are showing great interest in storing data on public clouds. This could be a result of the unprecedented growth
of data recorded in the last few years. However the security issues associated with data storage over cloud is a major discouraging factor
for potential adopters. Hence the focus of today is to discover cryptographic techniques that will offer additional than privacy.
Homomorphic encryption is one such method that has interesting applications in cloud. The objective is to manage and protect the data
from the users of a client organization which wants to store the data on untrusted public clouds. In this thesis a hybrid cloud framework
is proposed that addresses the privacy and trust issues and provides encrypted storage with public clouds. The proposed method uses
Homomorphic Encryption for protecting the user data and uses a modified file updation technique to reduce bandwidth consumption

during transfer of large encrypted files.
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1. Introduction

Cloud computing offers a cost-effective solution to manage
the IT infrastructure in a flexible and scalable manner. Cloud
computing enables software applications, deployment
platforms, even the computing resources to be made
available on-demand using a pay-as-you-go model. This has
drawn a lot of attention towards the domain in recent years.
Today a good number of organizations use the cloud for
their day to day operations and the adoption rate by others
are also high. Hosted applications over the Internet have
evolved greatly. The web which originally just consisted of
static web pages, today serves as platform for many web
applications that ranges from simple note taking tools to
computation intensive scientific simulation services. One
thing that makes such an approach special that users can
outsource data and computation to a remote server that has
enough resources to perform the task within much less time
than traditionally running an equivalent application on the
user’s machine. This is also one of the major factors that are
driving the research in the cloud computing technologies.

In recent times there have been reports of many security
breaches of cloud services such as Dropbox [2,3], Last.fm
[4,5], and iCloud [6,7]. A study [8] suggests 72% of the IT
professionals blame employees for most data breaches,
whereas the rest blame the hackers. It also reveals that 32%
data was lost while 18% data was stolen by employees. This
increases the concern of insider attack on public clouds.

2. Objective

The objective is to develop a framework using which an
organization can store its data on the cloud in a secure
manner. The requirements for the framework are as follows.
It should be easy to use and should not depend upon security
measures taken by the end users e.g. the employees of the
organization or users of a service provided by the
organization. It should handle all the cryptographic
operations within the trusted infrastructure of the
organization and then send the encrypted data to the cloud.
The public clouds in which the encrypted data is stored
should not have the ability to decrypt the content. It should

handle file uploads in an efficient manner to reduce
bandwidth consumption.

3. Cloud Computing: A Security Perspective

In simple words, Cloud computing can be described as a
method that allow resources to be made available over a
network in general and Internet in specific. A more formal
definition by NIST defines cloud computing as follows.
Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort
or service provider interaction [9]. NIST definition also
includes five essential characteristics, three service models,
and four deployment models for cloud. An overview of the
same is presented in Figure 2.1.

4. Cloud Computing Service Delivery Models

Software as a Service (SaaS): It includes services where the
consumers are given access to applications deployed on the
cloud infrastructure of the providers. The applications are
accessed using various device platforms through web
browser, or some native applications interface. In this case
the consumers do not have the control over the cloud
infrastructure.  Still they can specify certain limited
configuration settings.

Platform as a Service (PaaS): It provides the consumer the
ability to deploy an application onto the cloud infrastructure
of the provider using development environment supported
by the provider. Here the consumers do not have the control
over the cloud infrastructure of the provider but do have
good control over the applications deployed by them.

Infrastructure as a Service (laas) : It provides the consumers
ability to provision basic computing resources such as
servers, storage, and networks on top of the cloud
infrastructure of the provider. In this case the consumers
have more control over the resources provisioned and can
configure it as needed e.g. the consumers have choice in
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selecting operating system or installing any software on a
provisioned virtual machine. But the consumers still do not
manage or control the cloud infrastructure of the provider.

5. Homomorphic Encryption

Homomorphic encryption is a form of encryption which
allows specific types of computations to be carried out on
ciphertext and obtain an encrypted result which when
decrypted gives the result of operations performed on the
plaintext[18]. For example, one could add two encrypted
numbers and then another could decrypt the result, without
either of them being able to find the value of the individual
numbers.

Methods that would allow operation on data without
knowing the actual content can help in lot of areas.
Homomorphic encryption is one such method. Today most
systems operate with help of a trusted party. Users have to
trust an entity, human or machine to maintain secrecy of
their data. But an attack on the trusted party or vulnerability
with the system can expose the users secret. Hence the
necessity of systems where even the service providers have
no detailed knowledge of the users data is growing.

6. Implementation and Results

A prototype to evaluate the working of the proposed
framework has been developed in Python. The Paillier
homomorphic cryptosystem and associated cryptographic
operations are implemented using Sage [32]. The framework
has been tested only in local environment as described in
section 8.1. This offers details on the performance of the
proposed framework with respect to the performance
parameter i.e. the file size. For a full-scale cloud
implementation a python server process running in the
background is needed to keep the framework alive and to
provide the client interface.

7. Performance Analysis

In order to understand the performance the different
approaches, a plot of change in file sizes for the encrypted
and various patch files over the eight instances is presented
in figure 8.1. For a given instance the average value of the
eight file sizes are considered for each type. It has been
observed that the proposed

8. Implementation and Results

Table 5.1: Various file size information for 3 instances.

Encrypted | Patch File Size in KB
Files File Size . Our
in KB xdelta bsdiff Approach
1032 566 414 362
File 1 2918 1650 1238 138
5222 2970 2238 666
570 306 218 150
File 2 1378 770 570 90
2486 1402 1050 246
996 546 398 338
File 3 2658 1502 1136 106
4718 2862 2022 506

1280 732 556 516

File 4 3800 2176 1652 48
6600 3784 2872 616

848 488 368 308

File 5 2260 1296 980 132
3812 2184 1656 396

448 260 196 100

File 6 848 484 368 36
1412 812 612 144

1172 672 508 480

File 7 3172 1816 1376 256
5596 3204 2432 616

2348 1344 1016 928

File 8 7112 4076 3096 540
10640 6100 4640 932
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