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Abstract: In the era of information technology, Security to the system is essential. With development in computer and network 

technologies, people’s communication has changed greatly. Data security has become one of the significant issue in communication. 

This causes major concern for privacy, identity theft, social security numbers and many more. Cryptography   provides   way   of   

making   secure   message   for confidential    message    transfer.    It    is    the   standard way of transforming the sender’s message to 

secret format called cipher text that only intended receiver will understand secret message. One of the efficient way to achieve this is 

DNA based cryptography. It is a technology of bio science to encrypt large message in compact volume. DNA is used as information 

carrier. Its computational logic can be used in cryptography for encrypting, storing and transmitting the information. The power of 

DNA computing strengthens the existing system by opening new  possibility  of  hybrid  cryptographic  system.  In this paper, a new 

cryptographic technique is proposed based on Advanced encryption standard. DNA has tremendous storage capacity, high parallelism 

and ability to synthesize DNA sequence of any desirable length.  
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1. Introduction  
 

Information flows throughout the network that may be of 

local or of global scope. It is mandatory to secure that 

information to prevent from unauthorized access of it. Thus, 

to achieve security it is necessary to encode the data before 

sending it through the various unreliable communication 

channels available to make it unreadable. Cryptography 

provides a method for securing and authenticating the 

transmission of information over secure channels. Latest 

development on this field is DNA cryptography. 

 

One of the most essential components required for the 

functioning of all living organisms is DNA. DNA stands for 

Deoxyribonucleic acid and it has many properties like vast 

parallelism, exceptional energy storage capability. There are 

four classes of nucleotides, Adenine, Guanine, Cytosine, 

Thymine (A, C, G, T). DNA is basically used to store 

genetic information. This information cannot be duplicated 

or copied. A strand contains a sequence of bases in specific 

patterns. This double helical structure is formed by the 

hydrogen bond between the T with C and G with A. 

 

DNA cryptography provides greater security to knowledge, 

in this method plain text data is converted into DNA 

sequence. This Cryptographic scheme was introduced in the 

1994 by Dr. Leonard M. Adelman of the University of 

Southern California.  It provides two different fold securities 

through applying complex computation. It uses bio-

molecular technique for encryption and decryption 

procedure, as the bio molecule has complex structure which 

is difficult to analyses simply. 

 

2. AES Design 
 

AES is based on a design principle known as a substitution 

permutation network, and is fast in both software and 

hardware. The AES algorithm is symmetric block cipher that 

can encrypt and decrypt information. Rijndael cipher 

developed by two Belgian cryptographers, Joan   Daemen   

and   Vincent   Rijndael. AES is  a  variant  of  Rijndael  

which  has  a fixed block size of 128 bits, and a key size of 

128, 192, or 256 bits. By contrast, the Rijndael specification 

per se is specified with block and key sizes that may be any 

multiple of 32 bits, both with a minimum of 128 and a 

maximum of 256 bits AES operates on a 4x4 column-major 

order matrix of bytes, termed the state, although some 

versions of Rijndael have a larger block size and have 

additional columns in the state. Most AES calculations are 

done in a special [mite field.  The key size used for an AES 

cipher specifies the number of repetitions of transformation   

rounds   that   convert   the   input, called   the plaintext, into 

the final output, called the ciphertext. 

 

The number of rounds are as follows: 

• 10 rounds for 128-bit keys. 

• 12 rounds for 192-bit keys. 

• 14 rounds for 256-bit keys. 

 

a) Operation of AES 

AES is an iterative rather than Feistel cipher. It performs all 

its computations on bytes rather than bits. Hence, AES treats 

the 128 bits of a plaintext block as 16 bytes. These 16 bytes 

are arranged in four columns and four rows for processing a 

matrix A. 

 
Figure: Key Expansion 

 

b) Steps of key expansion 

1) RotWord takes a word [a0, al, a2, a3] as input, performs 

a cyclic permutation, and returns the word [al, a2, a3, 

a0]. 
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2) SubWord is a function that takes a four-byte input word 

and applies the S-box to each of the four bytes to produce 

an output word. 

3) The round constant word array, Rcon[i], contains the 

values given by [Xi-1,{00}, {00}, {00}], with Xi-1 being 

powers of X. 

4) Last operation includes XOR with Rcon and then XOR 

with the temp to produce an output word (substitution). 

 

3. Encryption Process 

 

Figure: Encryption 

 

a) AES Round operations 

 

1) Byte Substitution (SubBytes) 

The 16 input bytes are substituted by looking up a fixed 

table (S-box) given in design. The result is in a matrix of 

four rows and four columns. 

 

 
Figure: AES S-Box 

 

2) Shift Rows 

Each of the four rows of the matrix is shifted to the left. Any 

entries that „fall off‟ are re-inserted on the right side of row. 

Shift is carried out as follows – 

 
Figure: Shift Rows Operation 

     

3) Mix Columns 

Each column of four bytes is now transformed using a 

special mathematical function. This function takes as input 

the four bytes of one column and outputs four completely 

new bytes, which replace the original column. The result is 

another new matrix consisting of 16 new bytes. It should be 

noted that this step is not performed in the last round. 

 

 
Figure: Mix column 

 

4) Add Round Key 

The 16 bytes of the matrix are now considered as 128 bits 

and are XORed to the 128 bits of the round key. If this is the 

last round, then the output is the ciphertext. Otherwise, the 

resulting 128 bits are interpreted as 16 bytes and we begin 

another similar round. 

 

4. Decryption Process 
 

The process of decryption of an AES ciphertext is similar to 

the encryption process in the reverse order. Each round 

consists of the four processes conducted in the reverse order 

− 

 Add round key 

 Mix columns 

 Shift rows 

 Byte substitution 

Since sub-processes in each round are in reverse manner, the 

encryption and decryption algorithms need to be separately 

implemented. 

 

5. The Proposed DNA-Based Advanced 

Encryption Standard 
 

In our work, we are presenting the DNA based design and 

implementation to "Advanced Encryption Standard" [AES]. 
We built our algorithm with all its specifications (data, 

algorithms operations and used functions) on DNA basis 

instead of bits. 

The proposed algorithm will encrypt the plain text using 

new encryption technique and decrypt the cipher text using 
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decryption technique. It also proposes a unique cipher text 

generation in the form of DNA sequence as well as a new 

key generation procedure 

 

a) Inputs and Outputs 

The plaintext is to be introduced in the form of block each of 

128 bits. Initial key is in lengths 128, 192 or 256 bits. Figure 

below shows how binary bits are converted to DNA streams. 

The result is input stream of size =64 DNA value-considered 

one block (128 bit). Key size is 64, 96, or 128 DNA. The 

ciphertext will be of the same size as the plaintext. 

 

 
Figure: DNA representation of bits 

 

 

b) Proposed DNA Functions 

 
1) DNA XOR 

The XOR operation using DNA inputs will result in output 

and can be implemented as follows: 

 

1. Detect if the two inputs are the same  

 output =A. 

2. Detect if one of the inputs is the inverse of the other (A 

and T are complement, C and G are complement) 

 output =T. 

3. Detect if one of the inputs is 'A'  

 output=the other DNA. 

4. Detect if one of the inputs is 'T'  

 output=the inverse of the other DNA. 

 

2) DNA Substitute in the S-box 

The idea depends on saving the S-box in the form of DNA. 

Standard s-box is modified such that value in s-box is 

converted to decimal and then to binary numbers. Binary 

values are written in corresponding DNA sequence. So we 

will have 16 DNA streams. The next table shows the DNS-

based S-Box and the following figure shows how it is saved 

as DNA streams. 

 

Substitution to reach the right output includes two sub 

operations: 

1) Finding the right DNA stream (row) which is one of 16 

streams. 

2) Finding the right sequence in this stream(column) 

 

 
Figure: DNA S-box 

 

c) The proposed D-AES algorithm implementation 

 

1) DNA-Based Key Expansion 

Suppose we take the key size = 128 bits with 10 rounds. The 

DNA key stream (64 DNA) is divided into smaller streams 

of size = 16 DNA resulting in 4words (W[i], I =0, 1, 2, 3). 

Key expansion should expand from 4 words to  44  words.  

So we need to generate from  W[4]  to W[43]  through  the  

following steps: 

 

 Rotation by 4 DNA (DNA RotWord): 
This step includes left rotation of 16 DNA (equivalent to 32 

bits) by 8 bits or 4 DNA. So input is 16 DNA and output 

is16 DNA after rotation.  It is implemented through the 

following algorithm steps: 

o Take the first 4 DNA and save them in stream l 
o Remove the first 4 DNA from Input 

o Output = Input+ stream 

 

 

 

2) Substitute in S-box 

This step includes taking as input the output of the rotation 

step (16 DNA), and then we substitute each 4 DNA in the s-

box and return the result 16 DNA. 

 
o Take 4 by 4 DNA from input 

o Search the s-box streams. 
o Return an output 4 DNA 

o Collect all outputs to give 16 DNA 

 
3)  XOR with Rcon 

Get Constant (Rcon) which is stored in streams for each 

iteration. Then the result of the previous step is XORed with 

RCON according to the round number. 
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Figure: RCON 

 

4) XOR with W[i-4] 
The output from the previous step is XORed with W[i-4] 

which is also 16 DNA. Note that the generated keys have 

4<= i<=43. 

 

B) DNA based AES Plaintext Encryption 

The plaintext in the form of DNA is divided into separate 

streams of size 64 DNA (128 bit). If the last stream is less 

than 64, then it is concatenated by 'A' till reaching the 64 

DNA size. Each stream is put in the form of STATE. The 

STATE consists of 4 streams (rows), each row contains16 

DNA. Each step will go through following rounds: 

  

 Sub Bytes 
In this step, each 4 DNA in STATE streams will be an input 

to the function substitute in the S-Box. 

 

 Shift Rows 

It is a transformation that operates row by row on STATE. It 

is basically a function separating each row in separate 

stream then left rotation by 4 DNA characters according to 

each row number. The row number ranges from 0 and 3. 

 

 Complement of DNA matrix 

Each column of STATE array is processed separately to 

produce new column. It involves taking compliment of each 

DNA. 

 

 Add Round key 

It is a simple operation that involves XOR of elements of the 

STATE with the corresponding Round key. Thus the cipher 

text is obtained when key is XORed with DNA sequence. 

 

C) DNA based Decryption 
All the steps of AES encryption are performed in reverse 

order once receiver gets the key. Key generated by key 

expansion algorithm is transferred using secure medium 

(TCP and SSL protocols) 

 

 Add round key 

Operation involves XORing key with cipher text. 

 

 Complement of matrix 

Each column of STATE array is processed separately to 

produce new column. It involves taking complement of each 

DNA 

 

 Shift rows 

Perform right rotation according to number of row. 

 

 Sub bytes:  

STATE streams are substituted using inverse SBOX. 

Covert the resulting DNA sequence in binary format. Binary 

values are then converted to hexadecimal. 

Plain text is thus obtained from cipher text. 

 
A. Application 

It can be used in different fields like private companies, 

government organization like aeronautical agencies, 

research area etc. 

 To protect military messages. 

 Securing conference papers from intruders. 

 Secure private files and documents. 

 

6. Future Scope 
 

This proposed idea can not only overcome the existing 

network security   but   also   has   edge   over   the   

computational   time. However, in this paper only text files 

are encrypted, in future messages can be in form of images 

or audio as well as video which are equally important to be 

protected against intruders and cryptanalysts. 
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