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Abstract: Due to rapid increase in the field of internet and multimedia technology the digital data transmission has increased very 

fast. The security of data transmission from unauthorised access proved a big issue in this regard. Several papers focused this problem 

and different methods are also given to protect the data from unauthorised access. As several standard symmetric encryption algorithms 

provide good security for the multimedia data, but these encryption algorithms for video having larger size have the delay problem of 

computation. Transmission of video is a very common in multimedia application and its encryption requires a complex computation. 

To protect the digital data during last few years, several encryption algorithms have developed to secure image or video transmission. 

Video encryption has application in several fields including medical systems, internet communications and military communication. 

The Advanced Encryption Standard (AES) algorithm can be used for video encryption and it can be modified too, to reduce the 

calculation of the algorithm and for improving the encryption performance. This paper presents different video encryption methods and 

some possible techniques to enhance the security of video data transmission. 
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1. Introduction 
 

Encryption is the process of applying some algorithm along 

with a key to convert the data into a format which cannot be 

understood by unauthorised receivers. As the developments 

in multimedia technologies resulted increase in the 

applications like video conferencing, Video On Demand 

(VOD), video broadcasting etc. and such applications need 

confidentiality of the video data during transmission which 

necessitated secure video encryption algorithms. 

 

 
Figure 1: Basic concept of video encryption. 

     

Figure 1 shows the concept of encrypting any video file 

through any algorithm and a key to convert the input video 

into an encrypted video known as cipher video. 

 

As a basic approach for video encryption, the MPEG stream 

having bit sequences can be treated as text data, and 

encrypted using any encryption algorithms like DES (Data 

Encryption Standard), or AES (Advanced Encryption 

Standard). Although this approach will be the high secure 

method for video encryption, it will be too complex for real-

time applications having larger video size files. If the full 

content of the video is not too important, selective encryption 

algorithms can be adopted. 

 

A video encryption scheme should take care of encryption 

efficiency, high security etc into account to prove its 

importance as compared to the others. An efficient algorithm 

must not cause larger time delays during the encryption and 

decryption process. 

 

As the video files have generally a large amount of data and 

require real-time operations. Also in the case of the wireless 

communication systems, there is an issue of limited power, 

memory and channel bandwidth. Therefore these systems do 

not have capacity to handle the large encryption processing 

loads. So the consideration of specific characteristics for such 

resource-limited systems, very efficient video encryption 

algorithms are needed to be developed. But in most of these 

methods, computational efficiency can be achieved at the 

cost of security. 

 

2. Classification of video encryption 

techniques 
 

The video encryption algorithms are categorised as below: 

 

A) Completely Layered Encryption 

In completely layered encryption method, the entire video is 

first compressed and it is then encrypted using any algorithm 

like RSA, DES, or AES. This technique takes very much 

time and therefore not applicable in real time video 

applications. 

 
B) Encryption Using Permutation 

In this method the video content is scrambled using a 

permutation algorithm. The complete content of video may 

be scrambled or only a particular part can be used for 

scrambling. This method gives a more secure way for 

encryption.   

 

C) Selective Encryption  

To minimize the computational complexity and to increase 

the efficiency only particular video bytes maybe encrypted. 

 

D) Perceptual Encryption    

In this Method after encryption the video will still be 

perceptible. Through this method video quality can be 

controlled. 
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3. A New Scheme for Enhanced Security 
 

The basic video encryption scheme involves the following 

steps: 

a) Take input video file. 

b) Extract image frames from video file. 

c) Apply the encryption algorithm using key. 

d) Collect all the cipher images obtained through encryption. 

e) Convert the encrypted image frames back into video to 

get encrypted video. 

 

AES algorithm involves four steps: 

1) Substitution bytes transformation. 

2) Shift rows. 

3) Mix columns. 

4) Add round key. 

 

Number of rounds for AES algorithm will depend upon type 

of algorithm as given: 

1) AES-128:10 Rounds. 

2) AES-192:12 Rounds. 

3) AES-256:14 Rounds.   

 

The scheme of AES encryption and decryption can be 

figured as below: 

 

   
Figure 2: AES Architecture [Stallings, W. (2011)].   

 

To increase the security level through the AES algorithm one 

possible way is to scramble the frames and increase the 

encryption layers. This scheme may contain following steps: 

a) Take input video file. 

b) Extract image frames from video file. 

c) Apply frame scrambling. 

d) Apply the encryption algorithm using first key. 

e) Apply the encryption algorithm using second key. 

f) Apply the encryption algorithm using third key. 

g) Collect all the cipher images obtained through encryption. 

h) Convert the encrypted image frames back into video to 

get encrypted video. 

 

The decryption scheme will reverse the above sequences to 

get the input video file. 

 

The frame scrambling involves changing the frame sequences 

before the encryption algorithm application. This can be 

depicted as below: 

 

 
Figure 3: Concept of frames shuffling. 

   

4. Conclusion 
 

This new structure of video encryption will enhance the 

security of encrypted video which will prove more strength 

of the encryption scheme against the known attacks. Further 

this scheme is easy to implement as the AES algorithm is a 

very popular encryption scheme. 
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