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Abstract: Email messages transmitted over internet can be pose a real threat to the integrity of information, especially if it relates to
military matters because it insecure channel. The cryptography achieves confidentiality and authentication to message contents, so
must therefore choose efficient algorithm relevant to this field such as algorithm Advanced Encryption Standard (AES) or Data
Encryption Standard (DES) as well as biometric recognition and chaotic system In this paper will be using modified AES algorithm,
key-bio-chaos that consist from biometric (Fingerprint) and chaotic system (Lu and Lorenz or Lorenz), also uses modified hash
function MSHA-768 and MSHA-160/224/256/384/512 in constructing Email system security achieves high level of security and
authentication on messages against threats and be easy to use by users, in addition to being compatible with many MailServer.

Keywords: Modified AES, chaos system (Lu, Lorenz), biometric (Fingerprint and palmprint), modified hash function SHA

1. Introduction

Electronic mail (E-mail) is one of important services of
internet. There are number websites provide Internet service
such as Gmail or Yahoo.. Etc. can anyone who accesses the
site [1]. There are protocols used in send and receive Email
messages between two mailbox. The SMTP is protocol
enables the sender from transfer messages to the recipient;
IMAP or POP3 is protocol enables the recipient from access
to Email [2]. There are two main problems connected to the
internet: the open system and an insecure area. Therefore,
sensitive messages exchanged between sender's mailbox and
recipient's mailbox pass through many from Mailservers and
Internet Service Providers (ISP), these messages may be
vulnerable to eavesdropping and this in itself poses a real
threat to the privacy and data integrity from unauthorized [3].
Cryptographic algorithms achieve high level from security to
E-mail system because provides confidentiality, integrity,
authentication and non-repudiation to Email messages [4]. It
is therefore necessary to use an encryption algorithm related
to this field such as AES and use Hash functions to verify
from message contents integrity [5]. Biometric and Chaos
systems are a powerful option in improving and constructing
encryption systems because they provide the sensitivity,
randomness and authentication to cryptographic algorithms
[6]. In this paper will be using modified AES algorithm, key-
bio-chaos and modified hash function MSHA-768 and
MSHA-160/224/256/384/512 in constructing Email system
security.

2. Advance Encryption Standard (AES)

The AES is an encryption/decryption algorithm using
symmetric key in encryption the message contents. This
algorithm has three types from keys are 128, 192, 256.
Rounds number is 10, 12 and 14. Each round contains four
operations are SubBytes, ShiftRows, MixColumns,
AddRoundKey [7]. There are humber from benefits of AES
will be related in provide security to E-mail system are
Secure, accepted cost, flexible, simplest. However, these
methods have some shortcomings encryption speed has a
poor efficiency at a low level , if data are large, it is
therefore necessary to develop AES algorithm and make it

more efficient in implementing encryption and decryption [8,
9]. It is noticed that in the decryption process the three
operations Sub-Byte, Shift-Rows and Mix-Columns in the
encryption process are inversed in the decryption process,
except Add-Round-Key still as it is.

3. Biometric Recognition

Amid various Biometric identifications technic, the
fingerprint recognitions have been successful because it
contain on two main characteristics are uniqueness and
permanence, these properties do not change for lifetime and
simplicity feature extraction by use image (fingerprint) [10].
This biometric can be used to generate an exclusive and
unique key for each individual. These features make
biometric a powerful option in building cryptographic
systems because it can take advantage of strengths in both
fields while encryption provides confidentiality, biometrics
provides properties non-denial and cancel the need to
remember password or key..etc. We can integrate it with a
number of other technics, such as chaotic systems that make
those systems more random and sensitive to the initial
information [11]. Feature extraction of minutiae fingerprint
by the operations described in the algorithm (1).

Algorithm (1): Feature extraction of fingerprint

Input: image fingerpnnt.

Catput: crossing munber

Stepl: Bead fingerprint image.

Step2: Convert R.GB fingerprint image to the binary image
Step3: Use a thinning algonthim of Zhang-Suen (Z5) to
compute the fingerpnnt skeleton from the binary image.
Stepd: Use Rutovitz Crossing Number CN to extract
mirutiae fromthe skeleton of fingerprnnt image.

Step3: Save CIN.

Stepd: END.

The Zhang-Suen (ZS) algorithm

A very popular and well-proved thinning algorithm is the ZS
algorithm proposed by Zhang and Suen. It is an iterative
parallel thinning algorithm operating on a 3x3 neighborhood
as shown in fig. (2). The ZS algorithm is a directional
algorithm which is broken up into two sub-iterations. The
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first sub-iteration aims to delete the southeast boundary
pixels and the northwest corner pixels, while the second one
aims to delete the northwest boundary pixels and the
southeast corner pixels (i.e., the opposite orientations) [12].

P9 P2 P3

P8 | P1 | P4

P7 P6 | P5
Figure 2: The ZS 3 x 3 neighborhood

In the first sub-iteration, the contour point p1 is deleted from
the pattern, if it satisfies the following conditions:
(a)2<B(pl)<6

(b) A(p1) =1

(c) p2 x p4 x p6=0

(d) p4 xp6 xp8=0

In the second sub-iteration, the contour point pl is deleted
from the pattern, if it satisfies the following conditions:

()2 <B(pl)<6

(b) A(p1) =1

() p2 xp4 xp8=0

(d) p2 x p6 xp8=0

Crossing Number (CN)

The concept of Crossing Number (CN) is widely used for

extracting the minutiae. Rutovitz’s definition of crossing
number for a pixel P as shown in fig(3)[12].

P, | P,| P,

-~ —

P, | P[P
P, | P,

Figure 3: CN 3 x 3 neighborhood

8
l -—
CN=5 2 | Pi-Pj41|
I==1
Where Pi is the binary pixel value in the neighborhood of P
with Pi = (0 or 1) and P1 = P9. The skeleton image of
fingerprint is scanned and all the minutiae are detected using
the properties of CN, as illustrated in fig. (4) [13].

4. Chaotic Systems

Chaos theory is based on nonlinear behaviors (which are
highly sensitive to their initial parameters) , It has enabled
structures sensitive equations of this theory from generate
unpredictable random values that correspond with diffusion
and confusion principles in order to construct cryptographic
systems that have the maximum type of entropy and robust
against any type of attacks . We need to use three-dimension
chaotic system such as Lu and Lorenz are suitable to
encrypt the three components of color image and In addition
to text.

4.1 Lu Chaotic

The Lu chaotic uses three nonlinear equations for generate
random values. These equations are as follows:

X=a(Y-X (1
Y=—XZ+cY (2)
Z = XY — bY (3)

The X,Y,Z are variables represent the initial values of the
systemand a, b and c are represent control values[14].

4.2 Lorenz chaotic
The Lorenz chaotic also uses three nonlinear equations to

generate random values. Mathematical formulas are as
following [15]:

X=0@—X) (4)
Y=X(p—7)-Y (5)
7=XY— BZ (6)

In equations above contains on X,Y,Z are variables represent

the initial values of the system and 9P and B,

represent control values [14].

5. Secure Hash Algorithm SHA

Hash function is one of the most important algorithms that
provide authentication and detection of forgery in the
message contents. Hash function works on generate hash
value after taking the message contents that have variable
length as input to function and any change in message
contents event if single bit will lead to producing a
completely different hash value[16].
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Figure 4: Crossing Number (“1”: black pixels in the skeleton image)

6. The Proposed System

The system mainly consists from generate Key-bio-chaos,
two models of modified AES, modified SHA. These parts
uses in both from sending and receiving as shown in fig. (5),
which generally shows two sides of the proposed system.

6.1 Generate Key-bio-chaos

The proposed system contain two models in generate key-
bio-chaotic. First model wuses biometric recognition
(Fingerprint) with chaotic system (Lorenz and Lu). Second
model uses biometric recognition (Fingerprint) with chaotic
system (Lorenz). These models uses on both sides of sending
and receiving.

6.1.1First model key-bio-chaos generate (Fingerprint ,
Lu and Lorenz)

The algorithm (2) describes the process of generating a
random key called key-bio-chaos:

Algorithm (2): Generate key-bio-chaos

Input: image fingerprint Image.

Output: key-bio-chaos

Stepl: Start.

Step2: Apply Fingerprint image minutia extraction using
algorthm (3).

Step3: Apply the generate random values from system
chaotic (Lorenz and Lu) using algorithim (4).

Stepd: Eesult is key-bio-chaos.

Step3:END

This algorithm (3) describe the steps the feature extraction of
image biometric (Fingerprint).

Algorithm (3): The feature extraction of Fingerprint

Input: Image fingerprint.

Output: Three values XY 7

Stepl: Start.

Step2: Readthe content of the Fingerprint-Image (Img).
Step3: Resize Img with size (300x300) pixels.

Stepd: convert the pixel ofImg to Bmary (BImg) by use
binnzation.

Step5: Apply Extraction cross points from BImgby using
operations thinnming and extraction crosses points m algonthm
(1.

Step6: Split cross pomts to three sets (30Y_Z) andthen
calculate the average foreach.

StepT:savewalues XY 7.

StepZ: END.

In the fig (6) the minutia extraction of fingerprint gives a
summary of the processes mentioned earlier in this section.

Binarization

Image-Fingerprint B'movy.' ;nnage

-
=
E.
Lc\ .
i P |
{ § | Finding Ridges and
o Bifurcations
A _Bifurcations
e / “Tok »
B ks
Finding Ridges and Ry bt
Bifurcations Thinning-image

Figure 6: The minutia extraction of fingerprint
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After extracting the three values X,Y,Z from the biometric
(Fingerprint), they will be passed to the chaotic system
(Lorenz and Lu) to generate random values called key-bio-
chaos. The algorithm (4) describes the basic steps in
generating random values.

Algorithm (4): generate random values.

Input: Three values X Y, Z.

Output: keys-bio-chaos

Stepl: Start.

Step2: Readthreevalues X, Y. Z iz output algonthm (3)
Step3: Apply random three values XLw YLw ZLu from
gystem chaotic (Lu)using algonthm (3).

Stepd: Apply randemmatrices
PR1, _,PG1, ,PBE1, ,POM1

Lo’ Lo’ Lo’ Lofrom system chaotic
(Lorenz) using algorithm (6).
Step3: END.

The algorithm (5) describes the generating steps random
values by use the Lu chaotic after feature extraction of
fingerprint.

Algorithm (5): Generate random values from the Lu chaotic
Input: Initial conditionsx, v, z, a,b, c.

XLU-’YLLJ’ ELl.:_

Cutput: Three-valuesrandom
Stepl: Start.

Step2: Beadthreeinitial valuesx, v, z are output algornithim
(3)

Step3: Readthree parameters control are a=36, b=3, c=20
and tirme {F.ounds)= &0.

Stepd: Apply three equations {1.2.3)m section 4.1 ofLu
xLu’ Y]..LJ’ ZLl.:l

chaotic to generate Three-random groups

Step3: Store three groups of values *Lu’ YLurZLu in three
matrices.
Step6: END

In this algorithm (6) shows the way of using the Lorenz
system in this system in order to make initial values more
complex cannot predict by the opponent.

Algorithm (6): Generate random values from the Lorenz
chaotic

Input: values XLU’YLL:!ZLL;: a, P;B_
Cutput: Randommatrices PR1, ,PG1, ,,PB1, ., POM1, |

Stepl: Start.

Step2: Read three random values
zZe Ly

1!':{_'TB‘:LLJ }F‘:_YLLJ

Step3: Read three values constants =10, P=8/3, B=35 are
control parameters.
Step4:Apply three equations (4,5,6) in section 4.2 of Lorenz

chaotic for generate three sets random Y10 Y210, Y3,
If attachment (image color) = (256*256)

Save three matrices 256+256 Rior OLorBrLo
Y1,,..Y2;,..Y3,,
Else If (File, text) = Variable size

oM, Y1,.,Y2, Y3,

Save in One Matrix Lo«

Step5: Split matrices (R’ GLorBre:0T OMyg) g plocks,
each block has size 4*4.

Step6: Perform  permutation
E;.:Gpg B, or OM

left for increase random.

block 4*4 of
Lousing shift Rows-2 byte process to

each

Step7: Results save in matrices
PR1,,, PGl PBL,,, POMI,, i keys-bio-chaos.
PR1,,,PG1,,,PB1, . R,..G...B.,

POM1, . OM,

Step8: END

In stepd of algorithm (6) generate matrices random

(RrorGrorBro © OMyg will use to be XORED with the
encrypted message contents (image, file, text) that is
produced from modified AES, will be mentioned later. Those
random matrices depend on the message contents size. The
Lorenz system when deals with Email attachment (image)

will be produce three random matrices (RLD’GLWHLD),
each matrix has size 256*256 equal to the three dimensions
(Red,Green,Blue) of the image 256*256, in the same way
implement on the message content ( text, file) but use one

mask random (DMLD).
In step6 of algorithm (5) generate random matrices
PR1,,, PGl PBL, . POM1y,  These matrices split

into random blocks, each block equal 4*4 represent first key-
bio-chaos and at the same time perform operation
multiplication number 3 with each block for produce new
random blocks are second key-bio-chaos completely different
from the first key , these two keys uses in Modified AES
(MAES) and changes after the encryption process. Also these
matrices FR11o,PGlyo.PBLyo, POMIL; gerive from

them random keys uses with Modified hash function (MSHA-
768/512/384/256/224/160) by split them to blocks, each
block represent key-bio-chaos uses with single round of
modified hash algorithm, key length depend on version type
of Modified hash function MSHA, MSHA-768 deals with
two keys-bio-chaos have 64 and 80 blocks, MSHA-512/384
deals with key length 80 blocks, MSHA-256/224 deals with
key length 64 blocks, MSHA-160 has key length 80 blocks,
each round of MSHA has a dynamic random key completely
different from the other round that will be mentioned later.
These characteristics make MSHA algorithm more random
and sensitive to values, as well as impossible to predict the
Hash value or find two messages have the same Hash value
and also being strong against all types attacks security.

6.1.2Second model key-bio-chaos generate (Fingerprint)
with Lorenz

This model is based on biometric (Fingerprint) and chaotic

mapping (Lorenz). The algorithm (7) shown the process

generate key-bio-chaos in this model.

Algorithm (7): Generate the second model key-bio-chaos
Input: image fingerprint Image.
Output: FR1, ,.PG1, .PB1,  ,POMI1,
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Stepl: Start.
Step2: Feature extraction of Fingerprint image by algorithm

(3).

Step3: Generate random matrices
PR1,,,PGl,,, PB1,,, POMI,, by using algorithm(6).
Step4: Save random matrices

PR1,,,PG1, ,PB1, ,POM1

Step5: END

Lo* Lo* Lois keys-bio-chaos.

6.2 Encryption and decryption process

The proposed system contains two models of the modified
AES algorithms are used in the encryption/decryption
process for the message contents (body and attachments).
The algorithm (8) shows the encryption process in sending
side of proposed system

Algorithm (8): Encryption process in Sending Side of
proposed system

Input: Plain-message contents (image, file, text).

Output: cipher-message contents (image,file,text).

Stepl: Read Plain-Message contents (image,file,text) PM
Step2: If PM = attachment (image), PM resize (256*256)
Step3: Split PM into a set of block size 4*4 byte.

Step4: If PM= File or text , size block # 16 byte , add values
zeros to length block , block=16 (4*4) byte.

Step5: Generate two keys-bio-chaos K1, K2 by use
algorithms in section (6.1).

Step6: Apply modified AES algorithm (The first or second
model) on PM with K1,K2 to produce Message Encrypted
ME.

Step7: Generate Random Matrices RM use algorithms in
section (6.1).

If PM= attachment (image)

Generate three RM = 256*256*3

ME XOR RM

Else
Generate One Random Matrix ORM = Size File or Text.
ME XOR ORM

Step8: Result cipher-message (image,file,text).

Step9: END

This algorithm (9) describes the decryption process in
receiving side of proposed system, there some processes in
the encryption process will remain same, but some of them
will be inverse. Processes that will remain as they are:
generate two key-bio-chaos (block masks) and generate
random matrices, some operations of modified AES will be
reversed are XOR operation and shift-cycle. Also Move the
XOR to up modified AES that was previously after the
algorithm in encryption process.

Decryption process algorithm (3.10)

Input:  Cipher-Message contents (image,file,text,keys-bio-
chaos).

Output: plain-message contents (image,file,text).

Stepl: Start.

Step2: Read cipher-message contents (image, file,text).

Step3: If attachment (image), resize (256*256).

Step4: Message encrypted XOR three random matrices of
image (256*256) / one matrix of message contents (file,text)
generated by use algorithms in section(6.1) .

Step5: Split the message conents (image, file, text) into a set
of block size 4*4 byte.

Step6: Apply modified AES algorithm (two models) that take
two keys-bio-chaos 4*4 generated by use algorithms in
section(6.1) with blocks 4*4 byte for generate decrypt-
Message DM

Step7: Output plain-message (image, file, text).

Step8: END.
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Figure 5: General processes of proposed system

The proposed AES algorithm is modified to the original
AES, this algorithm done remove Mix-Column process
because it makes the encryption and decryption process slow
when deal with large data, this algorithm has been developed
in two proposed models by adding two processes are Add-
Shift-Cycle and Add-XOR operation to compensate for the
process Mix-Column, also uses two random keys-bio-chaos
rather one key in original AES algorithm. The way used in
construct two models of modified AES algorithm makes
execution time in proposed system less from original AES

algorithm with other security improvements in the entropy
and the correlation as well as gives control possibility on
rounds up to 10 rounds instead than static 10 rounds existed
of original AES algorithm with maintaining its on efficiency
and quality in the proposed algorithm in order to
demonstrate this, rounds 3, 8 and 10 were used in this
proposed algorithm, which proved to be better than the
original AES algorithm

6.2.1 The proposed First model (Modified AES)
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In this model of the modified AES is use same operations of
original AES except Mix-Columns operation and
compensation for it in two XOR and shift-cycle and two
keys-bio-chaos which mentioned the way of their earlier
generate rather than one secret key of original AES. These
keys have length 4*4, each key-bio-chaos changes its
random values after each encryption or decryption process
as shown in fig. 7.

6.2.1 The proposed Second Model (Modified AES):

In this model uses the same encryption / decryption
operations of the first model, but without the shift-cycle
process.

6.3 Proposed hash functions (SHA-bio-chaos)
The proposed system uses the hash functions are modified

SHA-768 and SHA-160/224/256/384/512 in the process
signing the message contents. These functions works on

generate hash value more random and sensitivity than
original SHA-160/224/256/384/512 because based on
random key-bio-chaos that generated previously in
algorithms the section (6.1) and gives two levels of
authentication as shown in fig (8), in the first level, the
message contents are taken after split them into equal blocks
of size 1024 bits and then pass to the hash function SHA-512
for produce hash value has length 1024 or 512 bits. Hash
value will pass with key-bio-chaos key to one type of Hash
function (modified SHA-768 and SHA.-
160/224/256/384/512) for produce final hash values,
Random key length is based on type MSHA algorithm.
MSHA-768 deals with two keys-bio-chaos have length (64
and 80) blocks, SHA-512/384 deals with key length 80
blocks, SHA-256/224 has key length 64 blocks, SHA-160
has key length 80 byte, Each round of MSHA has a dynamic
random key completely different from the other round that
will be mentioned later.
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Figure 7: First model of Modified AES Encryption and Decryption Process

This way will apply on plain-message (body, attachment) to
produce hash value and cipher-message (body, attachment)
coming from modified AES to produce hash value, The
proposed system will take these two hash values to be

concatenated with each other for produce double hash value
and then add value (1 or 2) to last hash value represents type
MAES where 1 value is first model of MAES and other
value 2 is second model. The purpose of this process is
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make checking process of the message contents integrity

upon receipt in two phases before and after operation @
decryption on cipher-message (body,attachment).

The method used in construct modified SHA-768 provides a

high level of authentication and hash value longer and more | ,L
random and sensitive than orgenal SHA- Generate / Plain-Message /
160/224/256/384/512 these properties makes it against Man- - :
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Figure 8: Proposed hash functions

Figure 9: Proposed hash function MSHA-768

6.3.1 The Proposed Secure Hash Algorithm SHA-768

In this algorithm using properties hash function SHA-512 ) HO o

and SHA-256 with two keys-bio-chaos by use algorithms in 64-bit [HI \ 32-bit

section (6.1), the first key consist from 80 random blocks, Hol HO1 Ho

the second key consist from 64 random blocks. The fig. (9) Hil Hi

Shows operation of the process of generating hash value by m1  |——— | H21 H1 ©
i . o H2 |~

using MSHA-768. - (|31 H3 3 I

0 HS5 =

_ _ _ _ t[En ik

This algorithm deals with hash value (1024 length-bits) of g [H51 H31 =

the SHA-512. Operation SHA-512 of this algorithm will take = [H61 H41 H5 |%

this hash value 1024 length-bit with dynamic key-hio-chaos T [HT1 H4 H6 | 7T

has length 80 blocks generated previously in the algorithms H61 H7

section 6.1) for generate hash value (512-bit). SHA256 of HG6

this algorithm, It's uses the same compression processes used H51

in SHA-512 but differ only in block size 512 and dynamic H7

key bio-chaotic length 64 blocks to produce hash value 256- HHz_”

bit. These two hash value will marge together and then

Hash value-768

rearrange their positions as shown in Fig. (10) even we get Figure 10: Permutation operation of MSHA-768

hash value a fixed length 768-bit and their values are

different sizes because each value in hash value-512-bit .

represents 64-bit and hash value-256 represents 32-bit. 7. Experimental Results

These characteristics make MSHA-768 more random and . . o

sensitivity to the values and cannot unauthorized from  TNiS proposed system has been proven highly efficient

compute same hash-value. against all types of threats by experiments on two models of
modified AES that uses dynamic rounds, in this tests we will
use 3,8 and 10 rounds, also been test key-bhio-chaos and the
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modified Hash function in side sending and receiving,
experiments are:
7.1 Analysis of the Key Sensitivity

The proposed system is sensitive to the key change even if it
is a slight change, for example we encrypt the contents of the
message with a key (0.4), a small change in the key
(0.400000000001) and then execute operation decryption
was the result the message was not decrypted.

7.2 The Histogram Measure

This measurement shows the pixel distribution of the image
graphicall. The Table (11) showing the histogram of plain
and encrypted image produced from first mode of the MAES
that use rounds 3 with key-bio-chaos based on biometric
(fingerprint) and chaotic system (Lu and Lorenz).

The histogram analysis of attachment (image) in this table is
very similar when apply original AES or second model of
MAES that use 3 rounds with key-bio-chaos based on
biometric (fingerprint) and chaotic system (Lu and Lorenz or
Lorenz) on same message content (image).

7.3 Correlation Analysis

This test refer to the correlation between plain-message
(body, attachment) and cipher-message (body, attachment)
that result from encryption processes as shown in tables
(12,13). The first model modified AES that use 3 rounds
with key-bio-chaos based on biometric (fingerprint) and
chaotic system (Lorenz) is slightly better than second models
(MAES 2) and original AES.

Table 11: The histogram analysis of attachment (image)

R [ C ]

Encryption

Original

Encryption

Original

Encryption

Original

Encryption

Table 12: Correlation Analysis between plain and cipher
message contents of (the original AES or MAES using
(fingerprint, Lu and Lorenz)

(A) Correlation of attachment (Image)
Rounds-10 Rounds-§

“MAES | MAES  MAES | MAES
o T 1

00013

0.0015

0.0021 | 0.0013 | 00042 -0.0031

28871 | 62570 | 00024 00022 .2.7945 00011

-0.0053 | -0.0024 | 0.0023 | -0.0018 -0.0016 -0.0028| -2.7860

00045 00020 | 00036 00026 -0.0045 .0.0031 73076

(B) Correlation of attachment (File)

Attzchment
(Filetxt)

Rounds 10 Rounds$ Rounds3 | Original

MAES MAES MAES MAES MAES MAES  AES
1 2 1 2 1 2

16kB 0.0089 | 9.0021 | 0.0058 A 00141 00144 | 00067 | 00013

12kB 00037 00130 | 00022 67404 ' -D.0028 | 0.0055 | 00016

(C) Correlation of body (Text)

Characters Rounds-10 Rounds-8 Rounds-3 Original
message MAES MAES MAES | MAES MAES | MAES| AES
1 2 1 2 1 2
100 [0.0153 | 0.1270]0.0112 | 0.0854 -0.0262 | -0.1481| -0.0354
250 |-0.1511 | -0.0868/0.1214 | 0.0397 -0.0148 | 0.4067 | -0.0136
500 |-0.0332 | -0.0868/0.0142 | -0.0450-0.0106 | 0.0080 | -0.0781

Table 13: Correlation Analysis between plain and cipher
message contents of the original AES and MAES based
fingerprint and Lorenz
(A) Correlation of attachment (Image)

|Attachment.  Rounds-10 Rounds-§ Rounds-3  Original
(Image) 'MAES | MAES ‘ MAES | MAES| MAES | MAES AES
1 2 1 2 1 2

' ‘ ?“ [0.2096 | -5.8481 | 0.0046 | -0.0053 -0.0027 | 0.0012 -0.0044

0 '.- [-0.0011 | 0.0025 | 0.0020 | 0.0059| 0.0015 | 0.0018 23518
N

Rapl [0.0023 | 00075 | 64494 | 5.0037 -0.0022 | -2.6217 48978

1

: 152643 -5.5181‘-0.0040 0.0034| 0.0014 | 0.0047) 0.0019

(B) Correlation of attachment (File)

Arachment  Rounds-10 | Rounds§ ~ Rounds3 Original
(Filetxt) MAES MAES MAES MAES MAES MAES AES
1 2 1 2 1 2
16kB  -0.0040 00061 -5.8425 0.0082 -0.0092 46596 | -0.0139
12kB (00110 -0.0014 -00061 00108 00031 00011 | -0.0016
(C) Correlation of body (Text)

Characters Rounds-10 Rounds-8 Rounds-3 Original
message | MAES | MAES| MAES | MAES |MAES | MAES| AES
1 2 1 2 1 2
100 |-0.0560 | 0.0316| 0.0480 | 0.0657 |0.1631 | 0.0775| 6.6073
250 |-0.0400 | 0.0445]-0.0736 | -0.0721 | 0.1129 | 0.0091| -0.0144
500 |-0.0560 | 0.0316] 0.0230 | -0.0984 | 0.0285 | 0.0466| -0.0103

7.4 MSE & PSNR Analysis

The MSE is must have a high value which means a high
noise in the message contents encrypted, the PSNR is a
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measure of the peak error between original message contents
and encrypt / decrypt message contents.

The two models of MAES algorithm that proved by these
tests not loss any bit after retrieving the message contents,
take the samples in the tables of this section after execution
encryption and decryption processes on these samples where
the result was MSE = 0 and PSNR = Inf.

In this tables proved to be the two models of MAES that
used 3 rounds are slightly better than original AES and two
models that using 8 or 10 rounds after the comparing.
Proved the first model (MAES1) is slightly better than
second models (MAES2) and original AES.

In tables (14,15) below calculate PSNR and MSE between
original and encrypted message contents by using two
models of MAES or original.

Table 14: PSNR & MSE for Email message contents of
original AES or two models of MAES using (3,8,10 rounds,
fingerprint, Lu and Lorenz),

(A) PSNR & MSE attachment (image)

Imag MAES-Rounds-10 MAES-Rounds-§
_ MAESI | MAES2 | MAESI MAES2
MSE PSNR | MSE | PSNR MSE | PSNR  MSE | PSNR|
9204 | £.6566 ‘ $0123 | 86640/89265 | 86580 | 88845 | 86783
2168 90178 | 82180 | 90172182296 | 90110 K 81867 | 9.0337
94397 | 84152 | 94724 | 54002193941 | 84363 | 82425 | 9.0042
+ - AEEROO + S | - e - 4 -
19238 53232 | 19205 | 5.3306 19303 | 53085 19315 | 53059
Image i MAES- I}ound_s»‘ Original AES
[ MAESI |  MAES? |
| MSE PSNR | MSE | PSNR MSE PSNR
89681 86378 i 89104 | 86638 89670 £.6383
{21969 | 9.0283 | 82131 | 9.0198 82076 9.0226
94604 | 84057 | 94339 | 84128] 94363 §4168
(19285 | 53127 | 19273 | 53152 19216 5.3281
(B) PSNR & MSE attachment (Flle)
MAES-Rounds-10 MAES-Rounds-$
meeage MAES1 | MAES?  MAESI MAES2? |
MSE | PSNR  MSE  PSNR MSE  PSNR  MSE | PSNR |
123KB | 77440 | 93752 | 7.60%6 | 93535 | 7.6844 | 03087  7.7040 | 92977 |
16KB 77028 | 92985 | 76348 | 03368 76278 03408 716763 | 93133 |
MAES-Rounds-3 i
mesage  MAES1 | MAES2 | b o
MSE | PSNR | MSE | PSNR | MSE PSNR
12KB | 77991 | 93443 | 76415 93330 76475 93296
16KB 75489 | 93860 | 75436 | 93890 76711 93162
_ (C) PSNR & MSE body (text)
.‘-::: MAES Rounds-10 MAES Rounds-§
[ MAEST | MAESZ | MAES1 | MAEST |
1 MSE | PSNR | MSE PSNR MSE PSNR | MSE Ps\R
100 ;7“8!81 793335 | 57691 | 105537 | 63578 | 10.1317 | 7.4778 | 94271 |
250 | 69389 | 97519 | 63495 10.1374 | 6.1711 | 10.1914 | 63039 | 10.1687
S0 | 73521 | 93841 | 82919 | €978 | 710635 | 96746 | 73682 | 9.4912 |
i"”' MAES Ronnds 3 Original AES
= [ MAES1 [ MAESZ |
| MSE | PSNR | MSE | PSNR | MSE _PSNR_
160 ;m;o 93387 | 2619 | §9940 | §2035 90248 |
250 15719 | 03727 | 66495 00369 14844 04232
o0 | 74563 | 34396 | | 76928 | 93040 | 7.7625 52648

|

Table 15: PSNR & MSE for Email message contents
of original AES or two models of MAES fingerprint
and Lorenz)

(A) PSNR & MSE attachment (Image)

Image __MAES-Rounds-10__ ___ MAES-Rounds-8
T MAESI | MAES2 MAESI | MAES2
MSE PSNR MSE PSNR MSE  PSNR = MSE PSNR
F59371 86528 | $9804 8§6318 89975 | §6236 | 89389 £6320
£2310 00098 | 82045 00243'81801 | 90324 | £1581 90489
ﬁoscss' $4341 | 93333 | S4182/04100 | §4289 | 93383 £4159
*~ 119223 53266 | 19191  $3337 19334 | 53016 | 19332 53001
Imaze MAES-Rounds-3 Original AES
MAESI | MAES2
| MSE  PSNR  MSE  PSNR MSE PSNR
| J 91 86437 | 80147 | 86637 §.9681 56378
ms 19927 00271 | 82343 90085 82076 90226
By 194195 | 84245 | 94031 | 84321 94140 8.4266
“= 119317 53055 | 19230  $32%0 1918} 53362
(B) PSNR & MSE attachment (File)
By MAES-Rounds-10 MAES-Rounds-8
MAES 1 MAES 2 MAES ] MAES 2
MSE PSNR MSE  PSNR MSE PSNR MSE PSNR
12KB 76106 | 93506 77085 | 9204578483 92171 76143 93485
I6KB 76620 93214 76870 Q306777580 02673 76642 93201
L 4 MAES-Rounds-3 Origmal AES
MAES 1 MAES 2
MSE | PSNR | MSE | PSNR MSE PSNR
12KB 77872 | 92510 76794 93115 76475 93206
16KB 7.7439 | 92752 7.7349 92803 7.7489 92724
(C) PSNR & MSE body (text)
Chanacten MAES-Rounds-10 MAES-Rounds-§
ot MAEST | MAES2 MAES1 TMAES2
L. MSE PS\R MSE | PSNR|MSE | PSNR = MSE | PSNR
100 69876 | 9. | 66633 | 99270(59210 [ 104402 | 69990 [ 97144
250 71452 [ 96247 | 7.1292 | 9.6344|8.0619 | 9.1004 | 82985 | 8.9748
s00 79244 | (91751 | 83622 | $9416(72779 | 95447 | 85384 | $8510
Characters B MAES- Rounds 2 On;mal AES
message TNAEST | MAES? | )
MSE | PSNR | MSE | PSNR MSE PSNR
100 69384 | 97522 | 70137 | 9083 1141 52857
250 67969 | 98417 | 7.8367 | 92235 70926 96567
so0 (77782 | 92560 | 74605 | 9437T1| 76236 93432

7.5 Entropy Analysis

This entropy calculates the uncertainty association of the
random values, the good encryption algorithm should give
low mutual information of values of the encrypted message
contents, and this means that the entropy will be increased.

In the tables (16,17) below shown the entropy of message
contents encrypted that produced from encryption processes
from two models of MAES algorithm are better than the
original AES algorithm.

In the above tables proved to be the two models of MAES
that used 3 rounds are slightly better than original AES, in
addition to two models that using 8 or 10 rounds after the

Volume 7 Issue 2, February 2018

WWW.ijsr.net
Licensed Under Creative Commons Attribution CC BY

Paper ID: ART2018102

DOI: 10.21275/ART2018102

912


file:///D:\IJSR%20Website\www.ijsr.net
http://creativecommons.org/licenses/by/4.0/

International Journal of Science and Research (1JSR)
ISSN (Online): 2319-7064
Index Copernicus Value (2016): 79.57 | Impact Factor (2015): 6.391

comparing, proved the first model (MAES 1) is slightly =~ Tmage _ Roundsl0 RoundsS _  Roundsd _ Original
L MAES  MAES MAES MAES MAES MAES  AES
better than second models (MAES 2) and original AES. 1 2 1 2 1 2
I6KB | 709882 | 79890 70893 | 70888 709873 79889 = 79888 |
Table 16: The entropy of message contents encrypted from 12KB | 79630 |79829 || THE51 | 79644 | 79048 ] 79850 | 19651
original AES or two models of MAES (3,8 and 10 rounds,
g . : ( (C) The entropy of body (text) encrypted
fingerprint, Lu and Lorenz N e rre Suat ST o w Mt MR ik’ kP b —
Characters  Rounds-10 Rounds-S Rounds-3  Omigimal
(A) The entropy of attachment (Image) encrypted message MAES | MAES | MAES | MAES | MAES | MAES, AES
Rounds-10 Rounds-8 Rounds-3 iwinal o S et o o Sl I e B WA INRE 1‘
Image MAES | MAES |MAES | MAES MAES | MAES Oﬁ“s" 100 65136 | 65115 | 6.5486 | 64608 65761 | 6.5838| 66073
1 2 1 2 1 2 - 250 |7.1106 | 71842 | 7.1707 | 71698 | 7.0852 | 7.1901 7.1169
Tl 500 76340 | 76659 | 7.5775 | 7.5932 | 7.6105 | 7.6221| 75809
gy | 79991 | 7.9992 |7.9990 | 7.9990 |7.9990 | 7.9991 | 7.9991 7.6 Execution Time
m 7.9992 | 7.9992 |7.9991 | 7.9990 |7.9990 | 7.9990 | 7.9992 This test calculates the execution time of the encryption
A= process and signing on the message contents (body,
70001 | 79989 |79991 | 7.9990 |7.9901 | 79991 | 79972 attachment) when sending and_ decrypting and_checklng the
message contents when received as shown in the tables
' below. The tables (18,19) below shows less execution time
79991 | 7.9991 |7.9901 | 7.9990 | 7.9990 | 7.9990 | 79975 | in poth models of the modified AES (MAES) algorithm
based on secret key-bio-chaos in proposed system than the
) original AES algorithm.
(B) The entropy of attachment (File) encrypted
File.txt R“‘S'“df“l“ s R‘;‘“d*s s R";“d” s Origital Table 18: The execution time encryption and decryption
M‘l"E I‘Lzm M‘lm M‘;E I‘le I‘Lzm process on message contents using original AES or two
16KB 79873 | 7988279882 | 79878 79881 | 79902 79873 models of MAES (fingerprint, Lu and Lorenz)
12KB 79858 | 7985979839 | 7982779860 | 7.9860 | 7.9851 (A) The execution time encryption ,
Message confents Rounds-10 Rounds-§
| MAES] | MAESI | MAESI | MAES2
(C) The entropy of body (text) encrypted Aftachmoent | Tnage 256256 | 9551019 | 8.7758465ec | 98422415 | 8.730483
T e 12 KB B272637 s | 7827689 we | 77237103 | 7.736000 sex
Message| Rounds-10 Rounds-8 Rounds-3 O:;%usla] | Fie 16 KB T B T '8056971,@7: Z 659501 o
MAES | MAES | MAES | MAES MAES | MAES Body | 100 characters | 7436469 we | 7.50353 0 e | 1300732 s | 840370 e |
1 2 1 2 1 2 250 charscters | 7535514 e | 7527855 we | 7435561 s | 7.400396 3
100 [66229 | 65545 [ 64823 | 6660165663 | 64059 64861 | 500 characters | 7E17969 e | 7578949 we | 7769408 s | 7.530536 =
250 [72839 | 7.1946 | 72590 | 7.1649|7.2066 | 7.2092] 7.2297 Message confents Rownds3 ___ Original AES
500 |7.5803 | 7.5538 | 7.5646 | 7.6478|7.6096 | 7.5073| 7.5860 | _MAES1 | [MAES2 |
Attachment | lmage 2567256 9480075 5142450 94163358
Filr 12 KB 7673952 | 7610332 13040846 e
Table 17: The entropy of message contents encrypted from LERIARn L7 A14a00m] 7,700 1t | MASI122
original AES or two models of MAES (fingerprint and et ey SN
Lorenz) | %00 characters | 79379620 | 7458778 m | 813781 =
(A) The entropy of attachment (Image) encrypted o _
Rounds-10 Rounds-8 Rounds-3 — (B) The execution time decryption
011glna Message contents Rounds-10 Ronnds-§
Tiae M’;ES M’;ES M‘}ES MﬁES M‘?:S M‘;ES AES _ TMAES MAES2 MAEST MAESE
Attachment | Tmage 256256 | 0043650 e | ES59504) sc | 9.063720 s | 5.1859102 o«
File 12 KB TSISOA7 ¢ | 7455395 ¢ | T.510585 ¢ | T 420146 we
7.9990 | 7.9992/7.9990 | 7.99917.9992 | 7.9991 | 7.9990 Flle 16KB | 7482470 m | 7402662 me | 7.470001 s | 759859 e
Body 100 characters | 7.181527 e | 7254860 s | 7.108982 s | 7229821 s
: 250 characlers | 7238150 we | 7221010 s | 7.213538 s | 7424753
| 7.9991 7.9990|7.9991 7.9990 [7.9991 7.9991 | 7.9991 SO0 charscters | 7363796 me | 7271561 we | 7420608 wc | T A45740 we
Message contents Rounds-3 Original AES
ALAEST | AfAES2
Tmage 256*256  3.901570 s | 8 584767 s 113279143 s
7.9991 | 7.9991|7.9989 | 7.9990|7.9991 | 7.9991 | 7.9966 Attachment  Flle 12KB | 7413045 e | 7296634 e 14.944946 s
File I6KB | 7435100 we | 7496510 me | 15972820 me
100 characters | 7109325 e | 7143613 e 8.519206 s
250 characters 7121094 e | T 21903 e 53356629 sex
7.9990 | 7.9990/7.9990 | 7.99917.9991 | 7.9990 | 7.9975 Body. | o characters | 7362539 we| 7248593 e 8555679 s
(B) The entropy of attachment (File) encrypted
(C) The execution times of side sending and side receiving in proposed Email security
Message contents
Attachment Body
F_|Ie.txt 250
slze characters
16KB
256*256
The proposed system (Generate key-bio-chaos, MSHA-768, MAES 1- . .
Rounds 3) Execution Time sec
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Generate key-bio-chaos

Hash function (MSHA-768) of plain message

Side Hash function (MSHA-768) of plain message
Sending | Encryption (MAES) et
Hash function (SHA-768) of cipher message
Generate key-bio-chaos
Side Hash function (MSHA-768) of cipher message
Receiving | Decryption (MAES) 13.303234 sec

The proposed system (Generate key-bio-chaos, MSHA-768, MAES 2-

Execution Times

Hash function (SHA-768) of cipher message

Rounds 3)
Generate key-bio-chaos
Side Hash function (MSHA-768) of plain message
Sending | Encryption (MAES) LA
Hash function (SHA-768) of cipher message
Generate key-bio-chaos
Side Hash function (MSHA-768) of plain message
Receiving | Encryption (MAES) 13.462084 sec

The proposed system (Generate key-bio-chaos, MSHA-768, MAES 1-

Execution Times

Hash function (SHA-768) of cipher message

Rounds 8)
Generate key-bio-chaos
Side Hash function (MSHA-768) of plain message
Sending | Encryption (MAES) L G
Hash function (SHA-768) of cipher message
Generate key-bio-chaos
Side Hash function (MSHA-768) of plain message
Receiving | Encryption (MAES) 14.548978 sec

The proposed system (Generate key-bio-chaos, MSHA-768, MAES 2-

Execution Times

Hash function (SHA-768) of cipher message

Rounds 8)
Generate key-bio-chaos

Side Hash function (MSHA-768) of plain message

Sending Encryption (MAES) LR kS
Hash function (SHA-768) of cipher message
Generate key-bio-chaos

Side Hash function (MSHA-768) of plain message

Receiving | Encryption (MAES) 13.981320 sec

Rounds 10)

The proposed system (Generate key-bio-chaos, MSHA-768, MAES 1-

Execution Times

Generate key-bio-chaos

Side

Hash function (MSHA-768) of plain message

Hash function (SHA-768) of cipher message

Sending Encryption (MAES) 13.630406 sec
Hash function (SHA-768) of cipher message
Generate key-bio-chaos

Side Hash function (MSHA-768) of plain message

Receiving | Encryption (MAES) 13.715166 sec

Rounds 10)

The proposed system (Generate key-bio-chaos, MSHA-768, MAES 2 -

Execution Times

Generate key-bio-chaos

Hash function (SHA-768) of cipher message

gﬁﬁjin Hash function (MSHA-768) of plain message 13.501128 sec
g Encryption (MAES)
Hash function (SHA-768) of cipher message
Generate key-bio-chaos
Side Hash function (MSHA-768) of plain message
Receiving | Encryption (MAES) 13.603525 sec
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Table 19: The execution time encryption and
decryption process on the message contents in original
AES or two models of MAES (fingerprint and Lorenz)

(A) The execution time encryption
Rounds- 10 Rounds-§

Message Contents
MAES!I MAES2 MAESI = MAES2

Imape 256%256/6.964549 5/6.835910 216.726093 sec | 6.721574 s2¢
File 12 KB [5.739927 c/5.387179 505382051 s §.348970 s
File 16 KB (6.7T27623 wc/S.727400 30c!§ 441023 poc | 403537 e

100 charncters [4.051485 we 5102434 w/5, 102466 s | 5.122349 e
Body 250 characters |S.030189 wc 5.120928 s/ S 112658 soc | 5. 106753 sec
S00 characteys (5. 1679290 ¢ $.016906 25, 252646 3¢ | 5.213016 sc

Rounds-3
MAES!H MAES2

Image 256%256 6620355 e 6.606002 w

Attachment

Message Contenls Onriginal AES

113300675 s

(B) The execution time decryption

. Rounds-10 Rounds-8
Message Contents
| MAES1 MAES2 DMAES1 MAES 2
Image 256% 256 7.065854 se¢| 7917427 5ec7.466151 sec | 7.232762 s

Attachment File 12KB 5648500 se! 53335318 5627567 see  S.427509 w
File 16 KB [06.127623 30¢/6. 581995 305, 256077 e | 5360801
100 claracters S.6720385 ooc S. 887700 sac 8. 358261 3o | S.356651 s

Body 250 claracters | £.320278 sc $.366673 08, 313142 50c | 23704385
300 clarseters | §,338262 sec| $.350400 sac$ 317652 s2c | 5,358386 smc
. Rounds3 5,
Message Contents MAES1 MAES2 Original AES
Image 256%256 | 6.496409 s2¢|6.888125 sx 93.729720 s
Attachment | File 12KB  [5.635217 we | 5.744040 e 13.266672 we
File 16 KB | 5.688455 3¢ |5.553771 » 12.994756 wx
100 claracters | 5. 303229 20 5.017260 sec 7.566692 see
Body 250 characters | £, 201876 sec 6. 192080 sac 6.793306 =c
300 clisracters | £,310427 sec|$. 128023 e 7126017 sec

Attachment File 12 KB (5371903 w0 5.213629 s 14.689050 sex
Filc 10 KB  ($.37748] swc $.388753 s 14238186 =¢

| 100 charncters |$.142712 2c' $.110262 s 6411348 s

Body 250 charocters ($.078578 wc 3.123036 s 6173763 s
500 chinrncters |$.213657 wc.$ 280198 s, 6.906554 =

(C) The execution times of side sending and receiving in proposed Email security

Message contents

Proposed system

Body

File.txt size 250
16KB characters

The proposed system (Generate key-bio-chaos, MSHA-768,
MAES 1 -Rounds 3)

Execution Times

Generate key-bio-chaos

Hash function (SHA-768) of plain message
Encryption (MAES)

Hash function (SHA-768) of cipher message

Side Sending

11.567518 sec

Generate key-bio-chaos

Hash function (SHA-768) of cipher message
Decryption (MAES)

Hash function (SHA-768) of plain message

Side Receiving

11.486999 sec

The proposed system (Generate key-bio-chaos, MSHA-768,
MAES 2-Rounds 3)

Execution Times

Generate key-bio-chaos

: : Hash function (SHA-768) of plain message 11.654233 sec
Side Sending Encryption (MAES)
Hash function (SHA-768) of cipher message
Generate key-bio-chaos
11.429304 sec

Hash function (SHA-768) of cipher message
Decryption (MAES)
Hash function (SHA-768) of plain message

Side Receiving

The proposed system (Generate key-bio-chaos, MSHA-768,
MAES 1-Rounds 8)

Execution Times

Generate key-bio-chaos
Hash function (SHA-768) of plain message
Encryption (MAES)

Side Sending

Hash function (SHA-768) of cipher message

11.804094 sec

Generate key-bio-chaos

Hash function (SHA-768) of cipher message
Decryption (MAES)

Hash function (SHA-768) of plain message

Side Receiving

11.806971 sec

The proposed system (Generate key-bio-chaos, MSHA-768,
MAES 2-Rounds 8)

Execution Times

Generate key-bio-chaos

Hash function (SHA-768) of plain message
Encryption (MAES)

Hash function (SHA-768) of cipher message

Side Sending

11.989907 sec
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Generate key-bio-chaos

Hash function (SHA-768) of cipher message

11.988734 sec

Side Receiving Decryption (MAES)

Hash function (SHA-768) of plain message

The proposed system (Generate key-bio-chaos, MSHA-768,
MAES 1-Rounds 10)

Execution Times

Generate key-bio-chaos

Side Sending Hash function (SHA-768) of plain message

11.810227 sec

Encryption (MAES)

Hash function (SHA-768) of cipher message

Generate key-bio-chaos

Hash function (SHA-768) of cipher message

11.862863 sec

Side Receiving Decryption (MAES)

Hash function (SHA-768) of plain message

The proposed system (Generate key-bio-chaos, MSHA-768,

Execution Times

MAES 2-Rounds 10)

Generate key-bio-chaos

Side Sending Hash function (SHA-768) of plain message 11.921787 sec
Encryption (MAES)
Hash function (SHA-768) of cipher message
Generate key-bio-chaos
11.800368 sec

Hash function (SHA-768) of cipher message

Side Receiving Decryption (MAES)

Hash function (SHA-768) of plain message

In the tables above are shown execution time of processes
encryption and decryption in proposed system (two models)
that use 3 rounds much less than original AES, the first
models is better original AES and also slightly better from
two models that uses 8,10 rounds after the comparing.

7.7 Bit Difference Analysis

This test is also called the avalanche effect. According to
avalanche effect on hash value of the MSHA-768 and
MSHA-160/224/256/384/512, if the value of greater than
50% means more secure, For example when apply modified
hash function MSHA-768 and MSHA-160/224/256/384/512
based key-bio-chaos (fingerprint, Lu and Lorenz) on the
email messagel contents the following: image file + text file
(with at least size 16 kB) + text, Message2 content the
following: image file + text file(with at least size 16 kB)+
text with changes one bit as shown table (20).

Table 20: Bit difference of modified hash function

Hash function Messages 1 | Message 2
MSHA-768 60.03%
MSHA-512 61.08%
MSHA-384 50.9%
MSHA-256 56.83%
MSHA-224 57.57%
MSHA-160 56.92%

7.8 Collision and Preimages Attacks

There are three important attacks on hash value m are
collision attack, first-preimage attack, second-preimage
attack was previously mentioned in the section 2.6.4. The
table (21) shown the level of effort required on the hash
value of MSHA-768 and MSHA-160/224/256/384/512
against these types from attacks.

Table 21: The level of effort required on hash value
MSHA- MSHA- MSHA- MSHAMSHA: MSHA|
160 224 | 256 |-384| S12 | -768 |

4 7256
4

‘esi | 2% 2 : 512 | o768
Collision resistant 30 (bl B4l | g3s4 | g1z | o7es |
Prefimage resistant 2180 9224 | 256 | 9384 | 23 276

Second prefinage vesistant 260 217 | 213 939 g2 o3 |

8. Conclusion

E-mail provides an important means of communication
between users. In this paper was proposed E-mail system
secure consist from MAES, MHSA and generate key-bio-
chaos based on biometric (fingerprint) and chaos (Lorenz
and Lu or Lorenz). this proposed system capable of
providing a high level of security for contents message and
speed in encryption and decryption between two parties via
open network in addition to compatible with many
MailServers.
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