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Abstract: Cybercrime has increased considerably in the digital world. This harmful phenomenon, which is none other than cyber-

attacks, cyber threats, cyber wars, cyber threats, etc., pose enough problems for the security of States, organizations, individuals and, 

above all, the digital economy. This paper provides a broad knowledge of cyber warfare, cyber-attack, cyber threat, threat categories, and 

their nature to provide data on preventive methods for cybersecurity, and offensive methods in cyberspace. 
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1. Introduction  
 

The field of cybersecurity is very broad and complex and 

deserves a lot of thought and analysis to protect the digital 

world. The world is making great strides towards ICTs, 

which are making significant progress in social and 

economic development. Private and public companies, as 

well as individuals, have integrated information and 

communication technologies into their daily lives. Mobile 

telephony and other services offered on smartphones are 

gradually taking the lead in terms of means of 

communication and access to information. 

 

Cyber-attacks are a difficult phenomenon to grasp and often 

important. They come from an organized group or an 

isolated person, it is a fraudulent act against a computer 

system, which is justified by political and economic claims. 

Therefore, in recent years, we have been confronted with the 

rise of cyber-infractions that effect, to varying degrees, the 

entire sector. Whether it is incivility, harassment, espionage, 

dysfunction, fraud, theft, destruction, surveillance, activism 

or even terrorism or misinformation, any form of crime, 

violence or conflict takes place over the Internet[1]. 

 

Indeed, to have an expected result, confidence in digital 

must be ensured. The availability, integrity, confidentiality 

and sensitive information used, stored and transmitted must 

be guaranteed. These are the challenges of cybersecurity. 

But this information is threatened by repeated cyber-attacks 

from cyberspace. Risk reduction has, therefore, become an 

issue that inevitably concerns countries, organizations, and 

citizens[2]. 

 

The virtual space created by interconnected computers and 

computer networks on the Internet. Cyberspace is a 

conceptual electronic space unbounded by distance or other 

physical limitations. William Gibson coined the term in his 

novel Neuromancer (1982) to describe an advanced virtual 

reality network. See also Internet and virtual. 

 

Ensuring cybersecurity in a country also means 

understanding the challenges and consequences of digital 

developments in the military, defense and military sectors. 

Cyberspace is now considered the fifth battlefield. It is an 

area of military operations in the same way as land, sea, air, 

and space[3]. 

 

Understanding the dangers to which the individual is 

exposed, the public and private organization, the State and, 

more generally, society, can act. In order not to stand idly by 

in the face of the dangers of cyber-attacks or technology 

piracy, political and economic leaders must understand the 

fundamentals of cybersecurity necessary to control risks and 

ensure the harmonious development of the digital 

ecosystem[3]. 

 

This describes a risk optimization strategy for thinking about 

cyber-attacks, determining a good strategy to reduce risk, 

plan, and promoting a good defensive and offensive method. 

 

2. Literature Review 
 

The Internet communicates virtually with everyone, and 

therefore with anyone. It is complicated, if not impossible, to 

verify who is behind a screen, remotely or behind a virtual 

identity, fake identity or pseudonym. There is no "security" 

mechanism that guarantees the good faith of Internet users, 

not to mention the robot software that feeds communication 

platforms. As expressed by[4] since innovation is produced 

with unimaginable speed, it turns out that it is part of our 

daily lives and has a positive or negative impact. Most 

would agree that the web turned into a focal factor of these 

innovative improvements. 

 

The cyberspace with which we collaborate can be 

considered a common global space whose borders would be 

linked to the geographical location of the individuals who 

use it and the location of the physical support infrastructure. 

Global regulation of space could also frame cyberspace, as it 

would compromise the stability of countries, as cyberspace 

is only an economic and military battleground, characterized 

by all kinds of economic, political and technological 

conflicts or competitions. According to [5] Cyberspace 

security threats have become a major risk to national 

security; as President Xi Jinping stated, ‘‘It is impossible to 

ensure national security without the security of cyberspace. 

”. As reported by [6] and  Cyberspace has become the new 

battlespace where the weapons are social engineering, 

upgraded viruses, Trojan horses, worms, flooding Denial-of-

Service (DoS), Distributed Denial-of-Service (DDoS) or 

botnets, and advanced persistent threat (APTs). 

 

Cyberspace is considered by some authors as a mathematical 

problem, which could be modelized to have a broad meaning 

to find an adequate solution to solve the equation of the 
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cyberspace security model. According to by [7] It is 

interesting to solve the equation of the cyberspace security 

model in recent scientific calculations and applications, such 

as the division of the microcontroller float. For example, we 

used Taylor expansions and infinite approximation thinking 

to obtain the root of the equation of the cyberspace security 

model. In addition, others have modeled game theory, which 

is a mathematical model of algorithmic optimization and 

analysis that will examine the number of threats to find 

strategies necessary to effectively solve cybersecurity and 

planning problems. Reporting by [8] Game theory captures 

the contradictory nature of cybersecurity interactions and 

provides quantitative and analytical tools that help to find 

optimal defense strategies. It will also allow us to examine 

many threat scenarios, thus, to predict the actor's behavior in 

uncertain situations and suggest probable actions and 

expected results. 

 

Several authors havementioned the risks of cyber-attacks 

that leave no one indifferentbecause technology has become 

an integral part of us. This riskis divided into three parts: 

individuals, the organization and the state. Some of the main 

impacts of cyber risks on people may include defamation, 

intimidation, harassment, exposure to malicious content, 

misinformation and manipulation.Moreover, there is an 

impact of cyber risks in public or private organizations and 

the state, which can include imagereputation, industrial and 

economic espionage, competitive attacks, national security 

issues, and many others[9][10][11].   

 

Regardless of your status, as soon as you use the Internet, 

you are exposed to cybersecurity risks. Therefore, protecting 

executives, systems, information, networks, and data in 

cyberspace from cyber threats or attacks requires some form 

of security. All technical means, strategies, methods, advice, 

activities, tools, processes, organizational, human resources 

and controls designed to protect, guarantee the security of 

your information, and defend the assets and privacy of users, 

organizations, agencies, and governments are called 

Cybersecurity[12][13][14]. 

 

Cyber-attacks and cybersecurity breaches have become an 

increasingly frequent activity among cyber attackers and 

have a major impact on governments and private entities, as 

well as individuals. These cybercrimes and major offenses 

have encouraged governments around the world to consider 

and improve the most effective methods of preventing, 

detecting and responding to these incidents. Mentioned 

by[15], the concept of cybersecurity focuses on protecting 

computers, networks, programs, and data from negligence 

and counteracts any unintentional or unauthorized access, 

modification or destruction. 

 

Preparations for cyber warfare have become a necessary 

element in the construction of the army in several countries. 

The subject of cyberwar concerns the populations of all 

countries and not only politicians, army and diplomats. In 

addition, nation-states, non-governmental organizations, or 

individuals have taken advantage of the vulnerability and 

inter-connectivity of cyberspace to inflict enormous damage 

on countries and societies. When we examine the meaning 

of cyber warfare, it is a technological attack massively 

coordinated against a state by another state or non-

governmental organizations to be able to penetrate computer 

systems and networks[13]. According to[16], the concept of 

cyber warfare can also be used to define attacks between 

companies, terrorist organizations or simply attacks by 

individuals called pirates, who are perceived as belligerents 

in their intent.  

 

However, each State must respond to the need for global 

management and control of digital security and cyber-

defense with the ultimate objective of controlling its 

advanced foundations, ensuring its quality, economy and 

population and monitoring digital threats at a satisfactory 

level[17].The government is well positioned to take a 

leadership role in exploring new technologies that will better 

protect our own systems, help industry focus more on supply 

chain security, protect the software ecosystem and automate 

the protection of citizens using the Internet in their dealings 

with government[16]. In addition, a national defense force, 

its army, must have a high level of technical knowledge to 

ensure the security of its IT and telecommunications 

infrastructures, in the same way as any other critical 

infrastructure[17]. 

 

 In short, an operational army must be ready in terms of 

cyber defense, to defend its country, its population, and its 

economy in the event of an attack. And to have offensive 

countermeasures in case of an attack in order to defend 

territorial integrity[18]. 

 

3. Discussion and Analysis  
 

How can we defend ourselves against cyber-attacks in 

cyberspace if we do not know enough about the phenomena 

and their modes of attack? The information sources and 

strategic systems maintained on these networks are 

potentially lucrative targets for terrorists, foreign 

governments, criminal organizations, and competitive 

businesses. The organization must be able to understand the 

nature of cyber threats, their evolution, and impact. To 

prepare for attacks, it is recommended to identify the 

organization's confidential information to set up a more 

efficient monitoring system and make optimal use of the 

resources deployed[19]. In this article, we will discuss the 

different categories of cyber threats that have been 

mentioned by scientists. Technology, like all sciences, has 

both positive and negative characteristics. Preparing for 

cyber-attacks is therefore essential, if not mandatory, to 

protect technology logistics from these threats. The major 

event of the cyberwar could depend on four main factors: (1) 

the type of threat, (2) the severity of the threat, (3) the 

attribution sensitivities and (4) the identity of the cyber-

attacker[20]. 

 

According to control system security expert Eric Byres of 

Belden Inc. and Tofino Security, about 50% of cyber-attacks 

that enter the control network system come from the 

company's system, 17% from the Internet, and 10% from 

trusted third parties [21]. 

 

4. Cyber Threats 
 

Cyber threats are generally intentional actions or accidents 

that can disrupt the proper functioning of a computer system 
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or network. These threats can be internal to the company by 

members or external. [21]. 

 

1) Internal threats 

Internal threats can come from dissatisfied employees of the 

company, but not only from them. They may also be carried 

out by current or former subcontractors, business partners, 

who have or have had authorized access to an organization's 

network, system or data and who have deliberately exceeded 

or used such access in a manner that has compromised the 

confidentiality, integrity or availability of computer systems 

[21]. Historically, employees have been the greatest risk. 

They have knowledge, authorizations and time in their favor. 

For example, the data leak may be intentional. An employee 

saves critical information on a USB stick, or sends it to his 

personal email, then sells it to the competition. This data 

leak may also be due to the negligence of employees who 

browse unsecured sites or leave their session open or use 

passwords that are too low[22]. 

 

 
Figure 1.1: Internal Threats [tech crunch 2018] 

 

2) External threats 

External cyber threats are malicious attacks that come from 

outside, mainly from the environment in which the company 

operates or from a distance. Threat actors, hackers and 

attackers attempt to exploit security risks within the 

perimeter of your attack surface. These include threats to 

network protection, physical threats, piracy threats, software 

threats, socio-economic and legal threats. All organizations 

with a digital presence are exposed to external threats from 

attackers. The most frightening attacks come from skilled 

and sophisticated external hackers. These attackers may find 

network vulnerabilities or socially manipulate insiders to 

bypass the network's external defenses. Attacks are generally 

aimed at damaging the image of their target, paralyzing or 

holding them to ransom. The attacker exploits the system's 

securityweaknesses[21][22]. 

 

 
Figure 1.2: int [Francophonie 2016] 

How Attackers can gain access to the control Network 
Hackers seeking to penetrate computer systems first analyze 

vulnerabilities, i.e., failures that affect the security of a 

company's system, protocols, operating systems, 

applications or even personnel. To implement an exploit, the 

first step of the hacker is to collect as much information as 

possible about how the network works, the operating 

systems and the applications on it. Most attacks are the work 

of script kiddies who foolishly attempt to hack into the 

Internet, without any knowledge of the system or the risks 

associated with their actions. The hacker, once he has 

mapped the system, is able to implement attacks related to 

the versions of the applications he or she has detected. Initial 

access to a machine will allow it to extend its action to 

retrieve other information, and if necessary, to extend its 

privileges on the machine. When administrator access is 

obtained, it compromises system files. The pirate then has 

the highest rights on the machine. The last step consists in 

erasing its traces, to avoid any suspicion on the part of the 

administrator of the compromised network and to be able to 

keep control of the machines concerned for as long as 

possible[21][22]. 

 

 
Figure 2: Cybercrime activity [Robert, Shimonski 2014] 

 

5. Common threats to be Aware 
 

Each country is currently facing cyber threats from state and 

non-state actors that can affect its security, integrity, and 

stability. Computer threats are varied and very effective. We 

present below some of the different forms of attacks: 

 

 Botnet 

The word Botnet is made up of the word’s "robot" and 

"network". A botnet is a network of pirated computers under 

the control of illegitimate actors. Cybercriminals use special 

Trojan viruses to compromise the security of multiple users' 

computers, take control of each computer and group all 

infected machines into a network of robots that the criminal 

can remotely manage using command and control software.  

 

They include: 

 Web application attacks to steal data 

 Send spam with viruses as attachments. 

 Spread all malicious software. 

 Can use your computer for a denial of service attack 

against another system. 
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Figure 3: Vicious cycle between spam and cybersecurity 

[ITU-D 2017] 

 

 Distributed denial of service (DDoS) 

Denial of service attacks is caused by the flooding of a 

server or website with requests to make it inaccessible. 

Denial of service attacks can be carried out by a small 

number of people. A cyber-pirate can use his only computer 

to control zombies, that is, other infected computers that 

obey his orders. These computers may have already been 

infected by viruses or worms. 

 

 Pharming 

Pharming is a commonly used type of online fraud. 

Pharming redirects Internet users from authentic websites to 

fraudulent sites using a strategy called DNS Cache 

Poisoning, where data is corrupted and inserted into a DNS 

cache database. The attacker applies several attack methods, 

but the most common is to modify the host file. The hacker 

hides behind the target's computer and takes him to a fake 

website. The objective is to recover confidential information 

such as credit card numbers, account passwords, etc. 

 

 Phishing 

Phishing remains one of the main factors in cybercrime. This 

type of attack involves obtaining from the recipient of an 

apparently legal email, the transmission of bank information 

or financial services login credentials to steal money. 

Phishing can also be used in more specific attacks to try to 

obtain an employee's access information to the professional 

networks they can access. 

 

 Ransomware 

Ransom-software is one of the most widespread viruses 

currently available. This consists of sending the victim 

malware that encrypts all his data while blocking all files on 

the computer and asking him for a ransom in exchange for 

the decryption password.   

 

6. Preventive Approach 
 

But we note that, very generally, companies are behind in 

the implementation of the cybersecurity program. This is 

due to three aspects: lack of adaptation, they take too long to 

cope with change and adapt; lack of budget, usually the 

budget allocated to cybersecurity in companies is not 

significant; and finally, the lack of skills, the lack of 

cybercrime specialists in companies is a problem. 

 

Faced with such IT threats, it is necessary to apply a security 

and prevention policy based on three axes: employee 

training, strengthening protection barriers and data backup. 

But IT security is a complex issue. Being supported by 

experts allows you to benefit from specialized skills and 

solutions adapted to your needs in a field that is constantly 

evolving in terms of risks and protection. 

 

In short, we recommend that companies invest in security, 

have a security operations center (SOC) that will oversee 

and manage information security, create a dedicated 

cybersecurity team that focuses on training, qualification to 

ensure that IT security is integrated on a daily basis, create a 

rapid detection system, familiarize themselves with 

electronic threats and their consequences, and be proactive. 

To protect against attacks, it is recommended to identify the 

organization's sensitive information to set up a more relevant 

monitoring system and make better use of the resources 

implemented. 

 

Offensive and Defensive Preparation For Cyber Warfare 
All countries must adopt a strategy and operational measures 

that will enable them not only to develop the robustness and 

resilience of their digital infrastructures, but also to 

demonstrate their cyber defense and cyber-determination 

capabilities in order to contribute to international peace and 

stability, conflict prevention and the protection of 

populations, the integrity of cyber territories and assets and 

their values. 

 

 
Figure 4: The security continuum [Francophonie 2016] 

 

Cyber Offensive 

In cyber warfare, countries must be much better prepared for 

the offensive attack, as they are inexpensive and have a high 

yield for the attack. For example, if the attacker and 

defender have the same resources, the attacker will win. The 

2007 cyber-attacks against Estonia did not cost the attackers 

much, but they had significant repercussions in terms of 

disruption for the Estonian government[23]. The 

effectiveness of traditional defenses now depends on IT 

capabilities. A country's cyber offensive is the way to project 

its power, by deploying technological forces beyond its 

geographical borders. Thus, computer code and programs 

are electronic fighters, remotely controllable, allowing the 

enemy to be forced by cyber-attacks and to intervene in 

foreign cyber territories without being officially declared 

war on opponents targeted by offensive computer acts[22]. 
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Cyber defensive  

Cyber defense is a key area of security. Its role is to control 

all the technological infrastructures of a country. According 

to by[23]Defense is said to be superior if the resources 

required to capture the territory are greater than the value of 

the territory itself. To deal with cyber-attacks, it is necessary 

to demonstrate organization, preparation, tools, skills, know-

how, processes, as well as training and simulation exercises 

in crisis management and on interventions in cyber-attacks. 

It also requires a political vision, a national cybersecurity 

strategy that translates into the effectiveness and operational 

efficiency[22]. Civilian-military actors must be introduced 

to cybersecurity and cyber-defense for a complete 

knowledge of systems, vulnerabilities, attention, intelligence 

function, active and dynamic supervision of the context of 

cyber-attacks.   

 

7. Conclusion 
 

Cybercriminals exploit all technological advances. Their 

methods and techniques are increasingly sophisticated and 

difficult to combat. Companies will face new types of 

attacks, and it is essential to put in place the right foundation 

for dynamic, not static, defense to protect themselves. In 

addition, work with all the stakeholders that make up the 

organization's ecosystem (all members) to protect 

information.  Secondly, States must invest in cyber-

protection, assistance to civil authorities, intelligence, cyber-

offensive, cyber-offensive, passive and active cyber-defense 

as well as missions, the roles of the army must be clearly 

defined and taken into account in a cyber defense strategy to 

provide the means necessary for effective governance and 

the realization of cyber defense. 

 

8. Summary of Literature Review 
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