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Abstract: The rapid growth of the Internet, Internet of Things(loT) and cloud computing have been resulting to the explosive growth
of big data in almost most of the industries and academia. However, analyzing the large volumes of data which generated from various
sources requires a lot of efforts at multiple levels to extract knowledge for decision making. Cloud computing is one such powerful
technology to perform massive scales of data and complex computing. The paper will introduce the concepts and definitions of big data

and cloud computing, challenges of big data and possible cloud solutions to address the challenges.

Further, this will suggest a

conceptual model which expressing three segments of challenges including data, processing and organizational and also provide ideal

cloud solutions in order to handle the proposed challenges.
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1. Introduction

The dramatic increase of volumes of data generated by
mobile devices, Global Positioning Systems(GPS), computer
logs, social media, sensor devices and all the other digital
monitoring systems has been producing both structured and
unstructured formats of data. Therefore, managing the large
volume of data is a significant challenge. The term big data
is referred as huge and complex, structured and unstructured
data which is difficult to manage using traditional
technologies such as Database Management Systems
(DBMS) [1]. Big Data is not simply a data rather it has
become a vast computer technology which involve various
tools, techniques and frameworks. Big data, and in particular
big data analytics, are viewed by both business and scientific
areas as a way to correlate data, find patterns and predict
new trends.

Cloud computing is one of the most significant shifts in
modern technology for enterprise applications and has
become a powerful architecture to perform large-scale and
complex computing. There are many advantages provided
by cloud computing including virtualized resources, parallel
processing, security and data service integration with
scalable data storage [2].

Cloud computing is the perfect vehicle for hosting big data.
Big data needs for multiple servers to hand parallel
processing. Moreover, cloud computing already uses remote
multiple servers and allow resource allocation. In addition to
that, using cloud computing provides faster provisioning to
big data as provisioning servers in the cloud is very fast and
feasible. Hadoop and Map reduce are used in cloud
environment which support to processing large sets of data
in a distributed computing environment.

The aim of the study is to introduce a comprehensive
analysis of big data and cloud computing with providing
definitions and characteristics. In addition to that, it will
further identify the implementation of big data in cloud
environment, the tools and technologies provided by cloud
computing in order to handle issues of big data.

The section 1l and Il of the paper will present the concepts
and definitions of big data, cloud computing and big data
analysis. Further, in section 1V of the study will explain the
challenges of big data based on three identified segments
which elaborating data, processing and organization.
Finally, the section V and VI the report will suggest the
conceptual model which expressing three segments of
challenges and also ideal cloud solutions in order to handle
the proposed challenges.

2. Characteristics of Big Data

The growth of digital data which generated from various
sources and fast transition though the digital technologies
has led to big data. In general, big data refers to the
collection of large volumes and complex data which is
difficult to store, process and analysis using traditional
database technologies. The first 3Vs model of big data
which referred as volume, velocity, and variety introduced
by Laney [3]. Volume refers to the large amount of data that
are being generated everyday whereas velocity refers to the
rate of growth and how fast the data are gathered for being
analysis. Variety provides information about the types of
data such as structured, unstructured, semi-structured etc.
The prime objective of big data analysis is to process data of
high volume, velocity, variety, and veracity using various
traditional and computational intelligent techniques.
Further, the forth VV which refers to veracity that includes
availability and accountability [4].However, the 5Vs model
which added another crucial factor of big data which
indicated volume of data, variety, wvelocity, veracity
(alternatively guarantee of the data quality or validity) and
value which denotes the added value for companies [1].
Moreover, the 6V model which indicates volume, variety,
velocity, veracity, variability and value further defines the
modern view of big data [5].
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Figure 1: 6V model of Big Data

¢ Volume — the huge amount of data that is produced each
day companies (i.e. the generation of data is large and
complex hence no longer be saved or analysed using
conventional methods)

o Variety— diversification of data types and data sources
available (for example nearly 80% of data in the world
today unstructured therefore at first glance does not
indicate any relationships)

o Velocity- refers to the speed with which the data is
generated, analysed and reprocessed.

¢ Veracity- guarantee of the data quality (alternatively

o Validity is the authenticity and credibility of the data)

¢ Variability - variability regards about consistency of the
data over time

e Value - denotes the added value for companies. (Many
companies have recently established their own data
platforms and invested a lot of money in infrastructure.
Therefore, this is a measure of evaluating the business
value generating from their investments.)

3. Cloud Computing

Cloud computing has been considered as a one of the
emerged technology for hosting and delivering services over
the internet. Therefore, the adoption of cloud computing is
maturing in the global context. The National Institute of
Standards and Technology defines cloud computing as a
type of model which enables convenient, on-demand
network access to a shared pool of configurable computing
resources and also can be rapidly provisioned and released
with minimal management effort or service provider
interaction [6]. According to the European Network and
Information Security Agency defines the concept cloud as,
‘On-demand service model for IT provision, often based on
virtualization and distributed computing technologies’ [7].
However, the first definition of cloud computing status as a
computing pedagogy where the boundaries of computing
will be determined rationale rather than technical. The
characteristics of includes a disruptive shift of the computer
stack to online services, allowing on-demand access to
software applications, development and deployment
environments, and computing infrastructure on a pay-per-
usage basis [8].Therefore, cloud is referred as a technical
framework, which support on-demand network access and

shared pool of resources which cater for modern business
requirements.

4. Challenges of Big Data

Big data has many challenges which ranging from the
designing of big data to acquiring the new knowledge.
Among these challenges, some of the issues caused by the
characteristics of big data, some, by its current analysis
models and methods, and others are generated due to the
limitations of current data processing systems. In this
section, it will briefly describe three basic types of
challenges of big data namely data, processing and
organizational.

A. Data challenges

Data challenges are related to the characteristics of data.
Different researchers have indicated different aspects of
data. The 3Vs of data (volume, velocity and variety) [3], 4V
aspects (volume, velocity, variety and veracity) [4]and 5V
model (volume, variety, velocity, veracity and value) [1].
The 6V areas volume, velocity, variety, veracity, variability
and value [5].

B. Processing challenges

The issues which encountered while processing the data
from data capturing to interpreting is indicate as process
challenges. As many of the forms of big data sets are
usually non-relational, unstructured or semi-structured, thus
processing these types of data generate a significant
challenge than managing big data [9].

Big data processing life cycle consists of four phases;

collection phase, data storage phase, data processing and
analysis, and knowledge creation [10].

Data Data Data Knowledge
Collection Storage Analysis Creation

Figure 2: Big data life cycle

Data Collection: This is related to acquiring or collecting
data from different sources; structured, semi-structured, and
unstructured. Millions of terabytes of big data are generated
daily due to the expansion of modern devises in many
business sectors. However, the real challenge in here
filtering required for the data that is what is useful to capture
and what is useless to discard [11].

Another major issue in data collection is lack of provenance.
The Provenance information of data explains the creation
process and origin of data by recording which
transformations are responsible in creating a certain piece of
data and from which data items a given data item is derived
[12]. Since the recording the origin and movement of data
in the processing pipeline will help to indicate the next
processing steps. However, if there is an error happened
during one stage, it will affect to all the subsequent analysis
stages. The third major issue of data collection is automatic
generation of metadata. Metadata provides the information
about the meaning of data, terminology, concepts,
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relationships of data, provide information about the source
of the data(provenance) [13].Therefore, the efficient
analytical algorithms are required to understand the
provenance of data and process the vast streaming data and
to reduce data before storing [14].

Data Storage: In this phase, the collected data is stored and
prepared for being used in the next phase (data analytics
phase).Basically, the challenges in this stage are related to
extracting and cleaning data from collection of large
unstructured data. The main challenge in this phase is right
information extraction. Due to the strident, vibrant, diverse,
inter-related and unreliable features, the mining, cleansing
and analysis proves to be very challenging [15].Moreover,
the collected data is mostly not in the proper formats which
required for processing. For example, there are mismatching
data in health records such as medical reports, prescripts,
reading and captured data by sensors and monitoring
machines and image data (X-Rays). These mismatching
generate due to various reasons such as patients hide some
risky information, application errors etc. Therefore, the
second challenge is detection of error models. Thus, there is
a need to develop proper extraction methods that mines data
from unstructured data sources.

Data Analysis: The useful knowledge using data mining
methods such as clustering, classification, and association
rules generate in this phase. The main challenge in this
phase of big data is heterogeneity. The term heterogeneous
refers to multiple dimensions, multiple sources, structured,
semi-structured and unstructured data and huge amount of
data [16]. Big data mostly aggregates various online
sources of data such as tweets, microblogging, Facebook
data [17]. Therefore, big data needs mechanisms of
maintaining and aggregating heterogeneous data.

Knowledge Creation: The final stage of big data
processing, new information and valued knowledge are
derived by decision makers. Further, this is relatively similar
to visualizing data and making understandable patterns for
users that is the data analysis and modelling thus results are
presented tothe decision makers to interpret the findings for
extracting sense and knowledge [18]. Major challenge of big
data is the shortage of people with analytical skills to
interpret big data [19]. In addition to that, technical issues of
data presentations such as application issues, wrong data
modelling and data errors. As much of big data activate and
reside on online resources, defining the internet computing
technological solutions is a challenge which allow access,
aggregate, analyze, and interpret big data [20].

C. Organizational challenges
Organizational challenges related to the big data are
considered as challenges of data accessing, managing and
governing data. Therefore, the main four challenges of
organizational has identified as security, privacy,
governance and ethical issues.

Security: Big data will not achieve the required level of
trust if it does not provide high level of security. Cloud
Security Alliance defines four different aspects of big data
security i.e. infrastructure security, data privacy, data
management and integrity and reactive security [21]. Big
data analysis massive amount of data which is correlated,
analyzed and mined for meaningful patterns.  Therefore,
preserving sensitive data is a huge risk for organizations.
Security of big data can be enhanced by using techniques
such as authentication, authorization and encryption. The
major challenge is to develop a multi-level security, privacy
preserved data model for big data [22].

Privacy: Extracting data using different analytical tools
generates privacy issues. Not only for organization wise but
also individuals must to put access controls for information.
Organizations may need to protect their competitiveness by
not sharing sensitive data about their clients and users, or
data about their own operations. Privacy is undoubtedly an
issue as systems getting increased with huge quantities of
personal information. Therefore, it is highly required to
have personally identifiable regulated framework in order to
make sure the confidentiality of big data.

Governance: Data governance refers to practices and
organizational policies which describe managing data. The
practices composed with structural practices (roles and
responsibilities of key IT and non — IT decision makers
regarding the data ownership), operational practices (data
migration, data retention, access rights, cost allocation and
backup and recovery) and relational practices (knowledge
sharing, value analysis, education, training and strategic
planning) [23].

Ethical Issues: The ethical implications associated with big
data analytics is just emerging. Big data analytics relies on
algorithmic decision making process which data captured
and combined from different sources and aims to predict
individual behaviors of current or past [24]. Most probably,
the algorithmic decision making process focus on
identifying patterns of relationships which meaningful and
represent the cause and effect in a social phenomenon [25].
Ethical issues might arise in each phase of big data analysis;
therefore, recognizing big data is not only as a technology,
but rather it combines with several other parties such as
industries, producers, distributes and customers. Thus,
ethical issues are highly influencing in big data analysis.

5. Conceptual Data

Challenges

Framework of Big

The proposed conceptual framework illustrates the
relationship between three major variables of big data
namely data, processing and organizational. Further, the data
challenges sub divided into six independent (IVs) such as
volume, velocity, variety, veracity, variability and value.
Processing challenges composed with four phases including
data collection, data storage, data analysis and knowledge
creation. Three challenges of data collection have indicated
as data filtering, lack of provenance and metadata
generation. In addition to that, two major challenges which
derived in the data storage are valid extraction and error
detection. The third stage of processing challenge is

Volume 7 Issue 10, October 2018

WWW.ijsr.net
Licensed Under Creative Commons Attribution CC BY

Paper ID: ART20192042

DOI: 10.21275/ART20192042

1148


www.ijsr.net
http://creativecommons.org/licenses/by/4.0/

International Journal of Science and Research (1JSR)
ISSN: 2319-7064
Index Copernicus Value (2016): 79.57 | Impact Factor (2017): 7.296

heterogeneity. Knowledge and skills and technical issues
are two main proposed challenges in the final stage.

Further, four major challenges identified as organizational
challenges are indicated as privacy, security, governance and
ethical issues.
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Figure 3: Conceptual framework of big data challenges

Integrating big data with cloud computing provides many
options for the big data challenges.

6. Proposed Cloud Solutions

Integrating cloud with big data provides many advantages.
Due to massive growth of data, big data need for multiple
servers in parallel. (big data demand for high velocity and
high variability). Meanwhile, cloud computing already uses
multiple servers and allow for parallel resource allocation.
Therefore, this is a great solution for build big data on cloud
multi servers as cloud provide dynamic resource allocation
(support for better efficiency of analysis). Cloud systems
are mainly based on remote multi servers which makes it
feasible to handle massive amount of data simultaneously.

The integration between cloud computing and big data
would result in cost reduction (the feature of pay-as-you-go
model in cloud). In addition to that, using cloud computing
provides faster provisioning to big data as provisioning
servers in the cloud is so easy and feasible. Therefore, the
processing requirements of big data can be scaled due to
feature of scalability provided by cloud environment.
Further, big data needs skilled workers to handle the
complexity. However, cloud computing complements big
data and provides convenient, on-demand and shared
computing environment with minimal management effort
and reduced overhead. In addition to that, the integration
between both, makes big data resources more controllable,

monitored and report-ed. Moreover, this integration enables
reducing the complexity and improving the productivity.

There are many issues arise in the context of data processing
in the big data. Hadoop and MapReduce in provides ideal
solutions for these issues. Hadoop, an open source
MapReduce implementation, which allows for the creation
of clusters that use the Hadoop Distributed File System
(HDFS) to partition and replicate data sets to nodes.

Hadoop: Hadoop is a java-based programming framework
which supports processing of large volumes of data in a
distributed computing. This is a part of the Apache project.
Hadoop mainly use for processing a cluster of servers and
application which consist with terabytes of data. This
supports with rapid transfer rates even in the case of some
node failures.

Hadoop Map Reduce: This also a framework which used to
write applications with large amounts of data in parallel
clusters. Hadoop Map Reduce is a framework used to write
applications that process large amounts of data in parallel on
clusters of commodity hardware resources in a reliable,
fault-tolerant manner. A Map Reduce job first divides the
data into individual chunks which are processed by Map
jobs in parallel. The outputs of the maps sorted by the
framework are then input to the reduce tasks. Generally, the
input and the output of the jobs are both stored ina file-
system.

Hadoop Distributed File System (HDFS): This is a file
system which used to store all the nodes in a Hadoop cluster
and also help to improve the reliability, support security,
privacy issues of big data by replicating data among the
multiple servers.

NoSQL.: Another trend provided by cloud computing is
NoSQL data bases for storing and retrieval of data (support
for heterogeneity — structured, unstructured and semi-
structured sources)

7. Conclusion

Big data is one of the most critical technological trends in
the world. In general, large volumes of complex data (big
data) difficult to store, process and analysis using traditional
database management systems. Initially, the study covers
definitions of big data and cloud computing.  Then, it has
explained the existing challenges of big data in three
segments such as data, processing and organizational.
However, integration of big data with cloud computing
seems to be a perfect match for hosting big data. The major
advantage with the cloud computing and big data integration
is the data storage and processing power availability, cloud
has access to a large pool of resources and various forms of
infrastructures.  In addition to that, the study proposes
conceptual framework for big data challenges and finally
provide cloud based solutions in order to handle generated
big data issues.
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