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Abstract: Automated Teller Machine (ATM) fraud is a growing problem in the banking sector today all around the world, where
fraudsters impersonate, uses wrong Personal Identification Number (PIN) to defraud other customers. This has led to the loss of huge
amounts of cash by bank customers and even the banks and has created fear in the minds of the bank customers hence loss of
confidence on the bank security for their monies. This is as a result of inefficiency in Personal Identification Number (PIN) and
password usage in our current ATMs.This paper try to identify the problems associated with the use of convectional ATMs and went
further to propose the implementation of Biometric Security in ATMs transaction in the banking industry. This new system will help

stop the problems associatedwith the convectional use of ATMs, hence build customers confidence.
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1. Introduction

Biometric ATMs are self-service automated teller machines
(ATMs), or cash machines, that use a biometric measure to
identify customers and allow them to withdraw cash [8].

Biometric authentication may be the only customer identifier
used, or it may be used in conjunction with another format,
such as a payment card, a mobile device or an additional
security credential, such as a PIN [3].

The application of information and communication
technology  concepts, techniques, policies and
implementation strategies to banking services has become a
subject of fundamental importance and concerns to all Banks
and indeed a pre-requisite for local and global competitive
banking [14]. The advancement in Technology has played
an important role in improving service delivery standards in
the Banking industry. In its simplest form, Automated Teller
Machines (ATMs) and deposit machines now allow
costumers carry out banking transactions beyond banking
hours.

A Dbiometric system is a technological system that uses
information about a person (or other biological organism) to
identify that person. Biometric systems rely on specific data
about unique biological traits in order to work effectively.
[9]1 A biometric system will involve running data through
algorithms for a particular result, usually related to a positive
identification of a user or other individual. Governments,
businesses and organizations can use biometric systems to
get more information about individuals or about a populace
as a whole. Many biometric systems are developed for
security applications [10]. An airport scanning device, a
"bio-password” system, or an internal data gathering
protocol is an example of a biometric system that uses
identifying data for a security result.

More traditional means of access control include token-
based identification systems, such as a driver's license or
passport, and knowledge-based identification systems, such
as a password or personal identification number.Since
biometric identifiers are unique to individuals, they are more

reliable in verifying identity than token and knowledge-
based methods [1].

Figure 1: ATM Machine (Field, 2017)

Businesses are growing at a very fast rate, in line with this
growth, banking industry are making frantic efforts to satisfy
customers [9]. The fact of marketing concept is that an
organization attempts to determine the needs and wants of
its target markets and adapts itself to delivering the desired
satisfaction more efficiently and effectively than their
competitors. The same thing is in line with the banking
sector [12]. Nowadays, each bank is searching for alternative
way to gain competitive advantage over other banks that is
why they keep changing from the conventional system to the
computerized system mode of operation [10][11].

The delivery channels today around the world electronic
Banking is quite numerous as it is mentioned here,
Automatic Teller Machine (ATM), Point of Sales (POS),
Telephone Banking, Smart Cards, and Internet Banking etc.
Technology must provide security to meet the challenges
encountered by ATM customers [2]. [4] Opined that
virtually all software and hardware vendors claim to build
secure products, but what assurance does an ATM user have
of the security of his/her money [9]?

1.1 Problem
Customers want a Bank that will offer them services that

will meet their particular needs (personalized Banking) and
support their Business goals for instance; businessmen want
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to travel without carrying cash for security reasons. They
want to be able to check their balance online, find out if a
cheque(s) are cleared, transfer funds among accounts and
even want to download transaction records into their own
computer at work or home. Customers want a preferential
treatment and full attention by their choice Bank. All these
are only achievable through a secured system like the
biometric security.

As a result of this, the paper identified the following
problems that are associated with the use of conventional
system mode of ATM operation:

1) Increase in ATM fraud

2) Financial insecurity

3) Loss of customer’s confidence.

Therefore, the use of biometric security in the banking setup,
will solve the problem of customers’ dissatisfaction, increase
the efficiency of operations and hence help to curb financial
crimes in the banking industry particularly in ATM
transaction.

1.2 Purpose of the paper

The purpose of this paper is to present a Biometric Security
system in the banking setup and particularly in ATMs
transaction which will help solve the problems of fraud
associated with the convectional ATMs system.

2. Literature Review
2.1 Biometric Overview

The word biometric can be defined as "life - measure." It is
used in security and access control applications to mean
measurable physical characteristics of a person that can be
checked on an automated basis[17].

Although you may not think about it, your driver's license
contains biometric information about you. Your height,
weight, hair color and eye color are all physical
characteristics that can easily be checked. However, your
height changes with age (18 years old drivers get taller,
senior citizens get shorter). Your hair color changes
naturally (and on purpose). You can wear colored contact
lenses that change your eye color; everyone's weight
fluctuates over time. Security personnel look for biometric
data that does not change over the course of your life; that is,
they look for physical characteristics that stay constant and
that are difficult to fake or change on purpose. Most of us
can remember when biometric security checks were the stuff
of science fiction or action movies like James Bond.
However,  biometric  identification is  becoming
commonplace as hardware and software come down in price
[17].

2.2Biometric Authentication

[12][13] Refer to the identification of humans by their
characteristics or traits. Biometrics is used in computer
science as a form of identification and access control. It is
also used to identify individuals in groups that are under
surveillance.Biometric identifiers are the distinctive,

measurable characteristics used to label and describe

individuals [6].

Biometric identifiers are often categorized as physiological

versus behavioral characteristics.

a) Physiological characteristics are related to the shape of
the body. Examples include, but are not limited to
fingerprint, face recognition, Palm print, hand geometry,
iris recognition, retina and odour/scent [6].

b) Behavioral characteristics are related to the pattern of
behavior of a person, including but not limited to: typing
rhythm, and voice.Some researchers have coined the
term behaviometrics to describe the latter class of
biometrics [6][7].

Biometrics is used to identify the input sample when
compared to template, used in cases to identify specific
people by certain characteristics [18],[11]. Possession-based
uses one specific “token” such as a security tag or card and
knowledge-based with the use of a code or password
Standard validation system often uses multiple inputs of
samples for sufficient validation, such as particular
characteristics of the sample[16].This intends to enhance
security as multiple samples are required such as security
tags or codes and sample dimensions. Recently, a new trend
has been developed that merges human perception to
computer database in a brain machine interface. This
approach has been referred to as cognitive biometrics [5].

3. Methodology
3.1Method of Data Collection

In this research, oral interview was used in data collection as
well as data from related textbooks, journals and seminar
papers.

3.2 Input and Output Design

The use of controls such as buttons, menus, drop-down
menu, textboxes and other kinds of graphical controls were
employed in the design of an appropriate graphical user
interface for the system, which facilitated good user-system
interaction in the data entry process.

3.2.1 Input Design
The data process takes care of different features such as
account details, capturing fingerprint and the Iris.

1 Account Opening fom
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Figure 2: Account Opening Form (Source: Field, 2017)
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4. Results and Discussion
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Table 1: Summary Report of Customers ATM Transaction

transaction_table
SN Transact_ Account_ ATMCard_ Pin_ Finger_print_ Iris_ Bal_ Bal Remark
Date Number Number status status status Before | Affter

6 3/2/2013 10020017 2.34E+15 Valid Valid Valid 400 400 Insufficient Funds

7 12/2/2013 10020017 2.34E+15 Valid Valid Valid 10000 | 9500 Successful

8 3/3/2013 10020017 2.34E+15 Valid Valid Valid 9500 9000 Successful

9 21/3/2013 10020017 2.34E+15 invalid Valid Valid 9000 9000 Unsuccessful
10| 3/2/2013 10020017 2.34E+15 Valid invalid Valid 2000 2000 Unsuccessful
11 3/2/2013 10020017 2.34E+15 Valid Valid invalid 6000 6000 Unsuccessful
17| 3/2/2013 10020017 2.34E+15 Valid Valid Valid 9000 5000 Successful

18 5/2/2013 10020034 2.34E+15 Valid Valid Valid 0 0 Insufficient Funds
19 3/2/2013 10020018 2.34E+15 Valid Valid Valid 0 0 Insufficient Funds
21| 3/2/2013 10020017 2.34E+15 Valid Valid Valid 8400 7600 Successful

22| 13/4/2013 10020017 2.34E+15 Valid Valid Valid 8400 7600 Successful

26| 3/7/2013 10020017 2.34E+15 Valid Valid Valid 7600 2600 Successful

4.1 Discussion of Results

1) Fig. 5 above shows unsuccessful transaction due to
wrong use of Personal Identification Number (PIN).

2) From Fig. 6, there is an indication of failed transaction
due to wrong Fingerprint as also appearing in Table 1
above.

3) Fig. 7 shows unsuccessful transaction as a result of
wrong Iris

4) While Fig. 8 showcases a successful transaction after all
the three features of PIN, Fingerprint and Irish are
confirmed right. (See Table 1).

4.2 Summary of Findings

From the results above, it is seen that the biometric features
of fingerprint and iris are features for identification in a good
security work and hence enhances security. This stands
stronger and firm than the convectional system of ATM
operations. Hence increase in customer’s confidence. This is
not limited to banking sector but can be applicable at any
point of data security.

5. Limitations

Physiological characteristics pose a little challenge to the
system since they are notconstant but can change overtime,
however this change takes a long time. The system is cost
effective but it implementation will solve the pending
problems.

6. Conclusion

This paper presents a biometric security system in the
banking sector with emphasis on the automated teller
machine (ATMs) transactions which will help put an end to
the problems associated with the convectional use of ATMs.
This system is to use either physiological characteristics of
fingerprint, face recognition, Palm print, hand geometry, iris
recognition, retina and odour/scent, etc. or behavioral
characteristics of typing rhythm, and voice, etc. or both.

7. Recommendation

As banks focuses more on meeting customers’ needs, it is
quite important to stress here that for the fight against ATMs

frauds to be successful the banks equally need to explore the
innovations in today’s technological advancements, hence a
need to implement biometric security in ATM transaction to
help curb frauds in the industry and particularly in the ATMs
and give customers confidence in dealing with their banks.
The banks should train their staff to enable them acquire the
necessary skills needed to manage this innovation.
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