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Abstract: Biometric- Biometrics is defined as the computerized recognition of individuals based on their behavioural and biological
characteristics. It is a developing technology. Biometric authentication devices use unique traits or behavioral characteristics, such as
fingerprints and voice recognition, to authenticate access to electronic assets. Because biometric information is unique to each person,
fingerprints scans, for example, are an excellent way to ensure that the identification of users is sophisticated and complex enough.
Unlike the use of other forms of authentication, such as passwords or tokens, biometric recognition provides a strong link between an
individual and a claimed identity.One area where biometrics can provide substantial help is in guarding against attempts to establish

fraudulent multiple identities or prevent identity fraud.
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1. Introduction

“Biometric authentication is effective way to prove
identity.”

By searching through the stored references, individuals who
appear to have previously enrolled using a different identity
can be highlighted for further investigation. It is very
difficult to perform this type of check without the use of
biometrics.

2. Biometrics Represent The Future of
Electronic Security

In an increasingly digital word, protecting confidential

information is becoming more difficult. Traditional

passwords and keys no longer provide enough security to
ensure that data is kept out of the hands of hackers and
unauthorized individuals.

1) User authentication needs to be more sophisticated as the
IoT world gets larger. Having a plethora of devices that
rely on passwords for authentication makes them
susceptible to hacking and unauthorized access because
human error is always a very real possibility. Also, with
all the smartphones, tablets, cloud-based services and
sensors continuously sending and receiving information,
the chance of breach is multiplied exponentially.

2) Companies today are also realizing the benefits of
biometric devices for protecting server rooms, work
computers and other business assets. In a corporate
environment, organizations need to make sure that
unauthorized individuals are not allowed into secure
systems.

A biometric system is fundamentally a pattern recognition
system that recognizes a person by determining the
authentication by using his different biological features i.e.
Fingerprint, retina-scan, iris scan, hand geometry, and face
recognition are leading physiological biometrics and
behavioral  characteristic =~ are  Voice  recognition,
keystrokescan, and signaturescan.

3. Face Recognition

Face is a complex multidimensional structure and needs
good computing techniques for recognition. The face is our
primary and first focus of attention in social life playing an
important role in identity of individual. We can recognize a
number of faces learned throughout our lifespan and identify
that faces at a glance even after years. There may be
variations in faces due to aging and distractions like beard,
glasses or change of hairstyles.Face recognition is an
integral part of biometrics. In biometrics basic traits of
human is matched to the existing data and depending on
result of matching dentification of a human being is traced.
Facial features are extracted and implemented through
algorithms which are efficient and some modifications are
done to improve the existing algorithm models.

Computers that detect and recognize faces could be applied
to a wide variety of practical applications including criminal
identification, security systems, identity verification etc. If a
face is recognized it is known or the system may show a
similar face existing in database else it is unknown. In
surveillance system if a unknown face appears more than
one time then it is stored in database for further recognition.

4. Eigen Face Approach

It is adequate and efficient method to be used in face
recognition due to its simplicity, speed and learning
capability. Eigen faces are a set of Eigen vectors used in the
Computer Vision problem of human face recognition. They
refer to an appearance based approach to face recognition
that seeks to capture the variation in a collection of face
images and use this information to encode and compare
images of individual faces in a holistic manner. The Eigen
faces are Principal Components of a distribution of faces, or
equivalently, the Eigen vectors of the covariance matrix of
the set of the face images, where an image with N by N
pixels is considered a point in N2 dimensional space.
Previous work on face recognition ignored the issue of face
stimulus, assuming that predefined measurement were
relevant and sufficient. This suggests that coding and
decoding of face images may give information of face
images emphasizing the significance of features. These
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features may or may not be related to facial features such as
eyes, nose, lips and hairs.

5. Existing Technology

This basically deals with the problems of different real
world users, and also provides appropriate solution to their
corresponding problems. The problem deals with
recognition of a number of faces and identifies that faces.

Face Recognition
Probe Image}—

System

Image Database

Human Possible
Operator - Suspect
Good Guy | | Bad Guy

Figure: Face recognition working

The overview is for creating an interface which intend to
identify user faces using Visual Studio. The application uses
encoded in C# programing language. Facial recognition
technology (FRT) has emerged as an attractive solution to
address many contemporaryneeds for identification and the
verification of identity claims. It brings together the promise
of other biometric systems, which is attempt to tie identity to
individually distinctive features of the body, and the more
familiar functionality of visual surveillance systems.

6. Hardware And Software Requirement

Hardware and Software requirements are those which are
essential to implement the working of this technique and
these are:

6.1 Hardware Requirement

Microsoft Visual Studio is an integrated development
environment (IDE) from Microsoft. It is used to develop
computer programs for Microsoft Windows, as well as web
sites, web applications and web services. Visual Studio uses
Microsoft software development platforms such as Windows
API, Windows Forms, Windows Presentation Foundation,
Store and Microsoft Silverlight. It can produce both native
code and managed code.

Minimum Requirements:

1) Computer that has a 1.6GHz or faster processor

2) 1 GB (32 Bit) or 2 GB (64 Bit) RAM (Add 512 MB if
running in a virtual machine)

3) 3GB of available hard disk space

4) 5400 RPM hard disk drive

5) DirectX 9 capable video card running at 1024 x 768 or
higher-resolution display

6) DVD-ROM Drive.

6.2 Software Requirement

The software required for Android development is free and
readily available on the Web:

1) Visual Studio 2010

2) .NET FRAMEWORK 4

6.3 Research Design

“An Optimized and Smarter Face Recognition Using Figen
Visual Perception” is developed in C#, which mainly focuses
on basic face recognition operations. It is a C# application
written for biometric devices &systems, designed to help
users to identify a person through its face. The software has
4 main modules.

e Face Detection and Available face

e Add Faces and Names

e Train Faces

e Display Information

Face Available and Detection: -Used to show the Available
faces that are already exist.

Add Faces: -This option is used to create a new details of
person in which we have to insert:

e Person Image

e Name Of Person

e Account Holders

Train faces: - Option provided to store a Face Pattern based
on Eigen values. It contains:-

e Face Patterns

e Mean Face

Display Information: -It provides the details of Person
identified by its face and also provide its name.

6.4 System Design

LUSER SEARCH FOR
FRESTOHED FACE
AVAILABLE BAAMAGE
FACES FACE PATTIRAS
ADD FACE Partorm TRAIM FACE
Actions

Figure: ER Diagram for adding a face
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6.4 UML/CLASS Diagram
Actor
|:' L
Action
Class 1 Performed Class 2
AVAILABLE ADD A& NEW
FACES FACE
SHOW 1 0 1. NEW FACE[)
FACE() 3 2. TRAIM FACE()
RESULT RESULT
— E—

Figure: UML/Class Diagram of adding a face

7. Development Tool and Technology 7.1 Flow Chart
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Figure: Flow chart of proposed work

7.2 Detailed Design i) Level 0 DFD

Data Flow Diagram

Face
Recognition

Design Notations USER
Notation used in design follows DFD (data flow diagram)

OuUTPUT

and ER diagram (Entity relationship diagram).Some
notations are:

Figure: Level 0 DFD of face recognition.
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ii) Level 1 DFD
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Figure: Level 1 DFD of detect or add a face

iii) Level 2 DFD
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Figure: Level 2 DFD of detect a Face
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iv) Level 3 DFD:-

H
ALLOW STORED
USER ﬁ AEEEE ke 1 DATABASEI
REJECT RECIEVED
S

Figure: Level 3 DFD of add Face
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Figure: Level 3 DFD of train a face

8. Result and Discussion

This “an optimized and smarter face recognition Using Eigen
visual perception” Test Report provides a summary of the
results of test performed as outlined within this document.
Testing is the practice of making objective judgments
regarding the extent to which the system (device) meets,
exceeds or fails to meet stated objectives. There are two
fundamental purposes of testing: verifying procurement
specifications and managing risk. First, testing is about
verifying that what was specified is what was delivered: it
verifies that the product (system) meets the functional,
performance, design, and implementation requirements
identified in the procurement specifications. Second, testing
is about managing risk for both the acquiring agency and the
system's vendor/developer/integrator. The testing program is
used to identify when the work has-been “completed” so that
the contract can be closed, the vendor paid, and the system
shifted by the agency into the warranty and maintenance
phase.

Test Summary

e Test Casel: Connect a Device

o Test Case2: Detect and Recognize
o Test Case3: Add a face

o Test Cased4: Start Recognition

Test Result

e Program is compatible for the given OS.
e No Error Found.

e Having Easy and Fast Interface.

Output

Basic Interface

When a device is not attached and shows person Count =
Nobody in the seen.

Numbor of facos dotoctod

1. Detect and

2 Addface fCODENS

Figure: First output screen
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Detect a Face

wl Serg3ant’s face detector and recgonizer :D =2:8 ﬂ
Resuts:
Persons present in the scene:
Number of faces detected:
1
Sergo
2 Addface ooge

Figure: Face detection starts up and detect no. of faces.

Training on a Face:

5 Serg3ant's face detector and recgonizer :D = g

Results: i
Persons present in the scene:
parven,

Jumhenoﬂatwmdz
Training OK

1

o parveen’s face detected and added :) !

and
ize
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Figure: Saving a person face with its name.

Identify A Face

Serg3ant’s face detector and recgonizer :D = L= “ ‘

parveen,

N ber of fa RGN

Figure: Next time when capture a previously stored face it starts providing its details

9. Conclusion 3D face recognition methods can achieve significantly

higher accuracy than their 2D counterparts, (rivaling
Three-dimensional face recognition is a modality of facial ~ fingerprint recognition) by measuring geometry of rigid

recognition methods in which the three dimensional features on the face. This avoids such pitfalls of 2D face
geometry of the human face is used. It has been shown that ~ recognition algorithms as change in lighting, different facial
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expressions, make-up and head orientation. Additionally,
most 3D scanners acquire both a 3D mesh and the
corresponding texture. This allows combining the output of
pure 3D matchers with the more traditional 2D face
recognition algorithms, thus yielding better performance.

The main technological limitation of 3D face recognition
methods is the acquisition of 3D image, which usually
requires a range camera. Alternatively, multiple images from
different angles from a common camera may be used to
create the 3D model with significant post-processing.
Recently commercial solutions have implemented depth
perception by projecting a grid onto the face and integrating
video capture of it into a high resolution 3D model. This
allows for good recognition accuracy with low cost off-the-
shelf components.
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