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Abstract: Steganography is the art and science of writing hidden messages in such a way that no one, apart from the sender and
intended recipient, suspects the existence of the message, a form of security through obscurity. Steganography works by replacing bits of
useless or unused data in regular computer files (such as graphics, sound, text, HTML, or even video) with bits of different, invisible
information. This hidden information can be plain text, cipher text, or even images. Most of the steganographic techniques use
sequential encoding and decoding for hiding text or image in a canvas image file. In this paper, we propose a new random encoding
technique for image steganography. In this technique a user can hide text or image randomly across pixels in a canvas image file. The
final output is an image file that contains the message protected by encryption and encoding. Therefore hidden message is difficult to

detect and recover.
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1. Introduction

The term Steganography [1, 2] is adapted from the Greek
word steganographia, meaning “covered writing” and is
taken in its modern form to mean the hiding of information
inside other information. Steganography is a form of science
that deals with cryptic information. It is the art of writing in
cryptic text that is unrecognizable to a person who doesn’t
hold the key to decrypt it. In contemporary terms,
steganography has evolved into a digital strategy of hiding a
file in any form of multimedia such as an image, an audio
file or even a video file.

In order for a data hiding technique to be successful it must

adhere to two rules [3]:

e The embedded data must be undetectable within its
carrier medium (the audio or image file used). The
carrier should display no properties that flag it as
suspicious, whether it is to the human visual/auditory
system or in increased file size for the carrier file.

e The embedded data must maintain its integrity within the
carrier and should be easily removable, under the right
circumstances, by the receiving party.

Before going deep into the steganographic process, first and
foremost, we need to understand the various components of
a steganographic message. The below list covers all the
possible components that will be present in the
steganographic message [4].

e Secret message

e Cover data or object

e Stego message or object

The secret message refers to the part of the message which
is intended to be hidden. This message will later be
encrypted to make it even more difficult for anyone who
tries to break the security to get hold of the hidden

informatics message. This is the crucial component in a
steganographic message.

Next part is the cover data component. This component
refers to the container in which the secret message is hidden.
This cover data component can be anything like digital
photos, digital videos, audio files and text files. A stego
object is one which looks exactly same as the cover object
but it contains hidden information. To add more security, the
data to be hidden is encrypted with a key before embedding.
To extract the hidden information one should have this key.

The final component is the stego message which is as crucial
as the secret message. The stego message component refers
to the final product.

2. Image Steganography Approaches

Images are used as the popular cover medium for
steganography. A message is embedded in a digital image
using an embedding algorithm, using the secret key. The
resulting stego-image is send to the receiver. On the other
side, it is processed by the extraction algorithm using the
same key. During the transmission of stego- image
unauthenticated persons can only notice the transmission of
an image but cannot see the existence of the hidden message.
For embedding a message in an image, a different set of
techniques such as least-significant bit insertion, masking
and filtering, and subtle transformation of the image are used.
These techniques or transformations do not cause any visible
changes in the cover image when viewed [6].

Steganography in images is mainly classified into:
o Least significant bit (LSB) insertion method.

e Masking and filtering.

e Algorithms and transformation.
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Least significant bit insertion method

Least significant bit insertion method is the most common
method used. In this type, the data to be hidden is inserted
into the least significant bits of the pixel information. In
digital format the images are represented with numerical
values of each pixel where the value represents the color and
intensity of the pixel.

Images are mainly of two types:
* 24-bit images * 8-bit images

24-bit images: These images have 24 bit value for each
pixel in which each 8 bit value refers to the colors red blue
and green. We can embed 3 bits of information in each pixel,
one in each LSB position of the three 8 bit values in 24 bit
value. Increase or decrease of value by changing the least
significant bit doesn’t change the appearance of the image,
such that the resulted stego image looks exactly same as the
cover image.

8-bit images: In these images 1 bit of information can be
hidden in each pixel. As in 8-bit images maximum number
of colors that can be present are only 256 colors, the color
variation may occur and therefore, care should be taken in
considering the cover image.

Advantages:

e There is less chance for degradation of the original image.

e More information can be stored in an image (hiding
capacity is more).

Disadvantages:

e Less robust, the hidden data can be lost with image
manipulation.

e Hidden data can be easily destroyed by simple attacks.

Masking and Filtering

Masking refers to covering a signal by a different signal in
such a way that the first signal is not apparent. This is based
on the human visual acuity which cannot detect slight
changes. Masking is mainly used in watermarking
techniques. This is not pure steganography as here we
extend the image information as well as other attributes of
the image. Since much of the data is integrated into the
image, the data won’t be lost even if the image manipulation
is done like compression, cropping etc.

Advantages:
This method is much more robust than LSB replacement
with respect to compression.

Disadvantages:
Techniques can be applied only to gray scale images and
restricted to 24 bits.

Algorithms and Transformations

Data is embedded into the cover image by changing the
coefficients of transformation of an image, such as discrete
cosine transform coefficients. If we embed information in
spatial domain, it may be subjected to the losses if the image
undergoes any image processing technique like compression,
cropping etc. To overcome this problem we embed the
information to be hidden in frequency domain. As the digital

data is not continuous, to analyze the data of the image, we
apply transformations to the image. We embed the data to be
hidden by changing the values of the transformation
coefficients accordingly.

There are mainly three transformation techniques:

1) Fast Fourier transformation technique (FFT)

2) Discrete cosine transformation technique (DCT).
3) Discrete Wavelet transformation technique (DWT).

3. Proposed Work

In this paper we purpose an image based steganography that
Least Significant Bits (LSB) techniques and random
encoding technique on images to enhance the security of the
communication. In the LSB approach, the basic idea is to
replace the Least Significant Bits (LSB) of the cover image
with the Bits of the messages to be hidden without
destroying the property of the cover image significantly. The
LSB-based technique is the most challenging one as it is
difficult to differentiate between the cover-object and stego-
object if few LSB bits of the cover object are replaced. In
Random Encoding technique, a random-key is used as seed
for the Random Number Generator is needed in the
embedding process [7]. Both the techniques used a stego-
key while embedding messages inside the cover image. By
using the key, the chance of getting attacked by the attacker
is reduced.

3.1 Least-Significant Bit (LSB) Technique

The least significant bit (in other words, the 8th bit) of some
or all of the bytes inside an image is changed to a bit of the
secret message. Digital images are mainly of two types (i)
24 bit images and (ii) 8 bit images. In 24 bit images we can
embed three bits of information in each pixel, one in each
LSB position of the three eight bit values. Increasing or
decreasing the value by changing the LSB does not change
the appearance of the image; much so the resultant stego
image looks almost same as the cover image. In 8 bit images,
one bit of information can be hidden.

The following figure 1 & 2 shows the mechanism of LSB
technique
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Figure 1: LSB insertion Mechanism
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Figure 2: LSB extraction Mechanism

2.1.1 Data Embedding

The embedding process is as follows.

Inputs: Cover image, stego-key and the text file

Output: stego image

Step 1: Extract the pixels of the cover image.

Step 2: Extract the characters of the text file.

Step 3: Extract the characters from the Stego key.

Step 4: Choose first pixel and pick characters of the Stego
key and place it in first component of pixel.

Step 5: Place some terminating symbol to indicate end of the
key. 0 has been used as a terminating symbol in this
algorithm.

Step 6: Insert characters of text file in each first component
of next pixels by replacing it.

Step 7: Repeat step 6 till all the characters has been
embedded.

Step 8: Again place some terminating symbol to indicate end
of data.

Step 9: Obtained stego image. [8]

2.2.2 Data Extraction

The extraction process is as follows.
Inputs: Stego-image file, stego-key
Output: Secret text message.

Step 1: Extract the pixels of the stego image.

Step 2: Now, start from first pixel and extract stego key
characters from first component of the pixels. Follow Step3
up to terminating symbol, otherwise follow step 4.

Step 4: If this extracted key matches with the key entered by
the receiver, then follow Step 5, otherwise terminate the
program.

Step 5: If the key is correct, then go to next pixels and
extract secret message characters from first component of
next pixels. Follow Step 5 till up to terminating symbol,
otherwise follow step 6.

Step 6: Extract secret message [9].

2.2.3 Image Encoding Algorithm

Inputs: Image file, stego key and image file

Output: Stego image.

1) The cover and secret images are read and converted into
the unit8§ type.

2) The numbers in secret image matrix are conveyed to 8-
bit binary. Then the matrix is reshaped to a new matrix a.

3) The matrix of the cover image is also reshaped to matrix
b

4) Perform the LSB technique described above

5) The stego-image, which is very similar to the original
cover image, is achieved by reshaping matrix b.

6) While extracting the data, the LSB of the stego image is
collected and they are reconstructed into the decimal
numbers. The decimal numbers are reshaped to the secret
image [11].

2.3 Random Encoding Technique

In this technique, A random key is used to choose the pixels
randomly and embed the message. This will make the
message bits more difficult to find and hopefully reduce the
realization of patterns in the image [10]. Data can be hidden
in the LSB of a particular color plane (Red plane) of the
randomly selected pixel in the RGB color space [7].

2.3.1 Embedding Algorithm

In this process of encoding method, a random key is used to
randomize the cover image and then hide the bits of a secret
message into the least significant bit of the pixels within a
cover image. The transmitting and receiving end share the
stego key and random-key. The random-key is usually used
to seed a random number generator to select pixel locations
in an image for embedding the secret message [6].

Inputs: Cover image, stego-key and the message

Output: stego image

1) Read character from text file that is to be hidden and
convert the ASCII value of the character into equivalent
binary value into an 8 bit integer array.

2) Read the RGB color image (cover image) into which the
message is to be embedded.

3) Read the last bit of red pixel.

4) Initialize the random key and randomly permute the
pixels of cover image and reshape into a matrix.

5) Initialize the stego-key and XOR with text file to be
hidden and give message.

6) Insert the bits of the secret message to the LSB of the
Red plane's pixels.

7) Write the above pixel to Stego Image File.

2.3.2 Extraction of Hidden Message

In this process of extraction, the process first takes the key
and then random-key. These keys take out the points of the
LSB where the secret message is randomly distributed.
Decoding process searches the hidden bits of a secret
message into the least significant bit of the pixels within a
cover image using the random key. In decoding algorithm
the random-key must match i.e. the random-key which was
used in encoding should match because the random key sets
the hiding points of the message in case of encoding. Then
receiver can extract the embedded messages exactly using
only the stego-key.

Inputs: Stego-image file, stego-key, random key.
Output: Secret message.

1) Open the Stego image file in read mode and from the
Image file, read the RGB color of each pixel.

2) Extract the red component of the host image.

3) Read the last bit of each pixel.

4) Initialize the random-key that gives the position of the
message bits in the red pixel that are embedded randomly.

5) For decoding, select the pixels and Extract the LSB value
of red pixels.
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6) Read each of pixels then content of the array converts
into decimal value that is actually ASCII value of hidden
character.

7) ASCII values got from above is XOR with stego-key and

gives message file, which we hide inside the cover image.

4. Conclusion

The term Steganography is adapted from the Greek word
steganographia, meaning “covered writing” and is taken in
its modern form to mean the hiding of information inside
other information. Steganography is a form of science that
deals with cryptic information. It is the art of writing in
cryptic text that is unrecognizable to a person who doesn’t
hold the key to decrypt it. Most of the steganographic
techniques use sequential encoding and decoding for hiding
text or image in a canvas image file. In this paper, we
propose a new random encoding technique for image
steganography. In this technique a user can hide text or
image randomly across pixels in a canvas image file. The
final output is an image file that contains the message
protected by encryption and encoding. Therefore hidden
message is difficult to detect and recover.
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