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Abstract: Color barcodes are used to increase the system throughput of the SBVLC system.2D barcodes have an advantage of
significant penetration rate in mobile applications. This is largely due to the extremely low barrier to adoption — almost every camera-
enabled smartphone can scan 2D barcodes. As an alternative to NFC technology, 2D barcodes have been increasingly used for security-
sensitive mobile applications including mobile payments and personal identification. However, the security of barcode-based
communication in mobile applications has not been systematically studied. Due to the visual nature, 2D barcodes are subject to
eavesdropping when they are displayed on the smartphone screens. On the other hand, the fundamental design principles of 2D
barcodes make it difficult to add security features. SBVLC is a secure system for barcode-based visible light communication (VLC)
between smartphones. Three secure data exchange schemes that used to encode information in barcode streams. These schemes are
useful in many security-sensitive mobile applications including private information sharing, secure device pairing. Here the system
throughput can be increased using color barcodes streaming. In terms of barcode design, by taking advantage of more colors, some new
color barcodes are proposed to increase the capacity.
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1. Introduction
1) Two-phase message transfer scheme: It is designed for

Barcode is one of the existing system which is very fast in smartphones to opportunistically exchange data such as
scanning and more accurate when compared to other coding contacts and photos.

systems.. Barcode enables tracking in an efficient manner.  2) Smartphone handshake scheme. It is developed for the
The speed of scanning the barcode system is very high when standard key-exchange-then-encryption paradigm. The
compared to manual data entry method. 2D barcode is scheme serves as an alternative key exchange protocol to
developed from 1D barcode and the information that are the conventional DH key exchange protocol.

encoded will be stored in vertical direction as well as in 3) A”_Or_nothing data Strea_ming scheme. It is tailored
horizontal direction. The advantages of 2D barcodes forsecure temporary data transfer without the key
includes: less area, high embedding capacity, higher density, exchange phase.

higher error error detection level. The advanced level of
barcode is the stacked barcode which are stacked one upon
another. These barcodes are printed in a rectangular shape
which can able to achieve area.

2. Proposed System

Color printing uses cyan, yellow. magenta for color
reproduction in printing. Color capture devices uses Red,
green, blue sensing channels. These are complementary to
cyan , yellow , magenta colors. Recently the study of color
barcodes provides the information for increase in embedding
capacity than monochrome barcodes. All the data are
initially extracted from red, green , blue channels. The CMY
colorant channel are also extracted from RGB model
parameters. The combination of all these colors provides
thecolor code with high embedding capacity. The proposed
system for Color QR code generation is shown in Figure 1.

Near Field Communication (NFC) is subject to security
vulnerabilities such as eavesdropping and jamming. 2D
barcodes have been increasingly used for security-sensitive
applications including payments and personal identification.
QR Code (Quick Response Code) There four levels of error
correction, and the maximum symbol size can encoding 7089
numeric data or 4296 alphanumeric data correction level is
upto 30% of code words of the symbol. The advanced
features of QR code are:

1) High embedding Capacity.

2) High speed scanning.

3) Represented by two bits of data.

4) It can readable from any direction from 360degree.

Based on our security analysis, we develop three secure data
exchange protocols that encode information in barcode
streams. Such protocols are useful in many mobile
applications including private information sharing, secure
device pairing, and contactless mobile payment, etc. Three
secure communication schemes are:
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Figure 1: Proposed system for color QR code generation

Consider the input as an alpha numeric value. Initially the
data is given as an input. The information encoded by a QR
code may be made up of four standardized types "modes™ of
data such as numeric, alphanumeric, byte / binary or through
some automatic extensions, virtually is can be any type of
data.

All these datas are collected and converted into ASCII
values. Then the data is divided into groups of two elements.
Each ASCII value is added with next data’s ASCII values.
All the data’s values are added accordingly and grouped into
11 bits. These bits of data are segmented into blocks.

Mask pattern generation is carried out using MATLAB such
that the data is highly secured. All the above steps are
repeated and entire bit is converted into square blocks. Each
and every bit is allocated with the pixel values. Finally the
colors such as cyan, yellow and magenta are assigned to all
the bits and pixel values. By combining all the colors the
final QR code is obtained in color.

3. Secure Communication Schemes
3.1 Two-phase message transfer scheme.

It is designed for smartphones to opportunistically exchange
data such as contacts and photos. It is ultra lightweight and
without using any complex cryptographic building blocks.
After building a high-throughput real-time VLC channel, we
are ready to focus on the security aspects. In particular, we
are going to show that the communication system can
achieve much higher security level once it has a duplex VLC
channel. Consider the following scenario: Bob wants to share
dozens of his contacts with his friend Alice. VLC seems to
be an adequate tool to accomplish this task, because it is
extremely simple to setup. However, an eavesdropper can
shoulder sniff all the information if he/she can ‘see’ Bob’s
smartphone screen. To overcome this security issue, we
propose the first scheme of SBVLC: two-phase message
transfer scheme is shown in the Figure 2. Color barcodes are
used for shorter encoding/decoding time and higher storage
capacity. It uses multiple colors for each information block,

so it can encode more information than the a mono-color QR
code does.

Sender

Figure 2: Two-phase message transfer scheme.
3.2 Smartphone handshake scheme

It is developed for the standard key-exchange-then-
encryption paradigm. The scheme serves as an alternative
key exchange protocol to the conventional DH key exchange
protocol. The established key can be used later for many
security applications.

Alice Bob
$ e. A0 b 8 L,
Ao < {0,1}; —— B, Kj + {0,1}%;
ElB o= A e Kg;
K§ = Ao ® Co;
Fori=1,... ,ndo:
A Ko & {0,135
D,=Bi.eks 2P B kb E (0,1}
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e H; h,
Return sk = h(K¢,... K2, K¢, ..., K});

Figure 3: Smartphone handshake scheme.

To preserve data confidentiality against such strong
adversaries, we would like to use the standard key-exchange
then- encrypt paradigm. Namely, the sender and the receiver
first negotiate a common secret key, and then they use the
secret key to encrypt the communication channel with some
stream cipher, is shown in the Figure 3. Note that the
common secret key can be used in many other applications
as a substitution of the conventional public-key based key
exchange protocol. We now present our key exchange
protocol for smart phones, called smartphone handshake
scheme that runs between two parties (smartphones) Alice
and Bob, and they will establish a common secret key after
the execution.

3.3 All-or-nothing data streaming scheme.

It is tailored for secure temporary data transfer without the
key exchange phase. The scheme utilizes all-or-nothing
transformation to enhance the channel security — it
preserves the confidentiality of all the transmitted data, if the
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eavesdrop permisses at least one barcode frame during the
entire communication. In some scenarios where the data
string to be transferred is short, so it is not economical to
setup a key first. However, one might still want to achieve
higher security level. We need a scheme that allows the users
to directly transmit the data without key exchange step while
still offers high security guarantees. In this section, we
propose the all-or-nothing data streaming scheme, is shown
in the Figure 4 which is specifically tailored for secure
temporary data transfer without key exchange phase.

Sender
sk & {0,1}%;

Receiver

Fori=1,...,ndo:

R & (0,1} Ry U, = PRF(sk,i) & My;
‘i Fi=R;oU;

Ui=R; 0 I;

Rnp1 "i {o, l}tkl ﬂ} Untr=sk®h(U;...Uy)
Fapr

Fn+1 = R-n+1 D Un+1;
Uny1=Rat1® Fra

sk= Un+1 ® h{Ul PPN Un);

For i € [n], return M; = U; ® PRF(sk, 1);

Figure 4: All-or-nothing data streaming scheme.

The aim of this scheme is to amplify the security such that
the confidentiality of the entire transmitted data is guaranteed
if the eavesdropper fails to capture at least one data frame.
To achieve this goal, the sender first picks a random key and
encrypts its data. Then the sender splits the key into many
key shares and gradually sends those key shares together
with the encrypted data chunks frame by frame. If the
adversary miss one frame, then he/she cannot recover the
key; subsequently, he/she cannot decrypt the captured data.

4. Simulation Results

MatlabR2013a is used as the platform to perform this task.
Developed three secure communication schemes. Here color
barcodes are generated instead of QR codes.

4.1 Two-phase message transfer scheme

The word “HELLO” is given as the input. In this scheme, the
sender will send the message and this message is converted
to color code. This color code is transmitted to the receiver.
The receiver receives the message in the form of color code.
This scheme is very secure and prevents eavesdropping and
jamming. The color code generated is shown in Figure 5.

3 1w 13 o F-1 x

Figure 5: Color barcode generated of message ‘HELLO’.
4.2 Smartphone handshake scheme.

The sender and the receiver first negotiate a common secret
key, and then they use the secret key to encrypt the
communication channel with some stream cipher. Note that
the common secret key can be used in many other
applications as a substitution of the conventional public-key
based key exchange protocol. After the common sk is
established, Alice and Bob can use it to encrypt the one-way
VLC channel. Alternatively, it can be used to pair two
devices, e.g. Bluetooth. Here word “HELLO” is given as the
input. The message can be send to the receiver by using a
common secret key. If both of the sender and receiver have
the common secret key then only the message will be
transferred. The result is shown below.

The secret key of sender : 1101011101.
The secret key of receiver :1101011101.

Both of them have common secret key, then the message will
be transferred to the receiver.

4.3 All-or-nothing data streaming scheme.

The aim of this scheme is to amplify the security such that
the confidentiality of the entire transmitted datais guaranteed
if the eavesdropper fails to capture at least one dataframe. To
achieve this goal, the sender first picks a random keyand
encrypts its data. Then the sender splits the key into many
key shares and gradually sends those key shares together
with the encrypted data chunks frame by frame. If the
adversary miss one frame, then he/she cannot recover the
key; subsequently, he/she cannot decrypt the captured data.
The word “HELLO” is given as the input. Here color
barcodes are generated. If anyone frame misses then the
color barcode cannot be generated. In that case, receiver will
not get the message from the sender. The color barcode
generated is shown in Figure 6.
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Figure 6: Color barcode generated of message ‘HELLO”.

5. Conclusion

Color barcodes are used to increased the system throughput
and provides high level security, prevents eavesdropping and
jamming. It is also used for private information sharing,
secure device pairing. In terms of barcode design, by taking
advantage of more colors, some new color barcodes are
proposed to increase the capacity for robust data
transmission between smartphones. Developed three secure
communication schemes.
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