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Abstract: Fraud ranking among mobile app’s, refers to the fraud activities that happens in the app market. These activities are aimed
to bump up the apps in the popularity list. Some developers use shady means, like inflating sales of the app, or post fake ap{#ting as
ranking fraud. More popular apps will get more downloads and will result in developer getting more profit. So far there hasgay¥ limited
research in this field. This work is about developing a detection system for ranking fraud among mobile apps. The o A ) based on
finding the leading sessions of mobile apps, which tells a time range in which the app is mostly used. The next step ig&3/e<s making use

of three types of evidences. These are ranking, rating and review evidences. These will be the@ggregated anglpy
€

collected from app datasets.

1. Introduction

This is the age of mobile technology. People depend heavily
on mobile devices. There exists 1.7 million apps as of no
in Google’s play store and Apples app store. Each apps
have a specific use and different interface. To promg
development of these mobile applications the
application stores also known as app markets hasag
leaderboard chart. These apps are ranked i
based on their popularity.

turn will provide a source of rg
developer uses various marleti

who posts fake revig®
appear a trusted pr(ﬁu.

So far there has beggymited developmeghW
fraud detection QiaYoile app ranking. T@ ‘

about this area s from spam detegdyin online reviews
and web si@ry Cetection. Due .'),« need of a proper
detectiog fgperianism, the propogg@Wrork is about a detection
systenqg N android mobile agpli€ation. There are several
factors Which should be con@¢®red for this. One main factor
is the time of popularity of an application. This is the time
range in an application is popular and is widely used. This is
also the time the application is most likely to be exposed to
fraud activities. This time range is called a Leading Session.
By identifying this leading session, the ranking pattern of the
application can be determined. Further the app’s rating and
review details given by the users are also taken into account.
These details can be compared against previous historical
details of the application that has been collected. The
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gure 1: The Framework for the detection system
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. Related Work

The first is about web ranking spam detection. It refers to
any deliberate actions which bring to selected webpages an
unjustifiable favourable relevance or importance. For
example, Ntoulaset have studied various aspects of content-
based spam on the web and presented a number of Heuristic
methods for detecting content based spam. Zhou have
studied the problem of unsupervised webranking spam
detection. Specifically, they proposed an efficient online link
spam and term spam detection methods using spamicity.
Recently, Spirin and Han have reported a survey on web
spam detection, which comprehensively introduces the
principles and algorithms in the literature. Actually, the
work of web ranking spam detection is mainly based on the
analysis of ranking principles of search engines, like
PageRank and query term frequency. This is different from
ranking fraud detection for mobile Apps.

The second category is concentrated on detecting online
review spam. For example, Lim have identified several
indicative behaviours of review spammers and model these
behaviours to detect the spammers. Wu have studied the
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problem of detecting hybrid shilling attacks on rating data.
The proposed approach is based on the semi-supervised
learning and can be used for reliable product
recommendation. Xie have studied the problem ofsingleton
review spam detection. Specifically, they solved this
problem by detecting the co-anomaly patterns inmultiple
review based time series. Although some of above
approaches can be used for anomaly detection from

Historical rating and review records, they are not able to
extract fraud evidences for a given time period.

The third category includes the studies on mobile App
recommendation. For example, Yan and Chendeveloped a
mobile App recommender system named Appjoy, which is
based on user’s App usage records to build a preference
matrix instead of using explicit user ratings. Also, to solve
the sparsity problem of App usage records, Shi and Ali
studied several recommendation models and proposed a
content based collaborative filter model called EigenApp.
Some researchers studied the problem of exploiting enriched
contextual information for personalized context aware
recommendation which integrates both context dependency
and independency assumptions.

3. Problem Statement and Proposed Solutioglglo
D

3.1 Problem Statement
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Figure 2: Ranking Pattern of an App

3.4 Extracting Rating Based Evidence

The rating evidence is obtained from a dataset containing
apps historical details. The user ratings during a time period
may have anomaly patterns compared with its historical
rating. If an App has ranking fraud in a leading session, the
ratings during the time period may have anomaly patterns
compared with its historical ratings, which can be used for
constructing rating based evidences

3.5 Extracting Review Based Evidence

Most of the App stores also permit users to write some
textual comments as App reviews. Such re V can
indicates the individual perceptions and usage & K énces of
existing users for particular mobile , 4%, Review
manipulation is one of the most valugpN§perspectives of
App ranking fraud. ¥ downloading or
purchasing 3 ually first read its
historical egPeision making, and a

ANC s

evidences& detecting ranking fraud
view behayf®ufs in leading session.

ge types of fraud evidences, it is all
unsupervised approach based on fraud

gre the performance of the detection system is evaluated

ing real world App data.

4.1 The Experimental Data

The experimental data sets were collected from the “Top
Free 300” and “Top Paid 300” leader boards of Apple’s App
Store from February 2, 2010 to September 17, 2012. The
data sets contain the daily chart rankingsl of top 300 free
Apps and top 300 paid Apps, respectively. Furthermore,
each data set also contains the user ratings and review
information. Figs.3a and 3b indicate the distributions of the
number of Apps with respect to different rankings in these
data sets. In these figures, we can notice that the number of
Apps with low rankings is more than that of Apps with high
rankings. Additionally, the competition between free Apps is
more than that between paid Apps, especially in high
rankings (e.g., top 25). Figs. 4a and 4b show the distribution
of the number of Apps with respect to different humber of
ratings in these data sets. In these figures, we can notice that
the distribution of App ratings is not even, which shows that
only a small percentage of Apps are very popular.
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5. Conclusion @o
To develop a ranking fraud detection system for ';S/ \V xO‘ éo
30

Apps, we first discover that ranking fraud occur ;?.i
sessions and provided a method for mining Iea ;ﬁ}. 0 @
for each App from its historical ranking recogd \JPr thg¥se ‘0 0

we identified ranking based evidencgs ¥YAtw Yas
evidences and review based evidences § ¥elegtiM Tangy
fraud.  An optimization based aggre¥ari€hyyme \i}})
integrate all the evidences for exalUBHngMNe rege)
leading sessions from mobile «gla¥3" iRRIIDOAN

evidences can be modelled t@ 21 1St v 1'7»1
the unique perspective of €% APRLQAC ,ws D
extended with other g@®entes\Iem d@diy \;o' le
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