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Abstract: Smart Phone Apps have numerous sources to access the sensitive data and vital resources within the user mobile phone. This
vital data can be a threat for the user from the malicious apps which use your sensitive data for numerous purpose like privacy leakage
or security threat. For Example: A mischievous app recording your private business data or an unwanted app capturing your personal
data can lead it to a security threat. So the main cause of this situation starts from that the android phone user has no control over his
own device which leads to no control over his own data. Once the mischievous app has been granted with its access privileges, the
android user simply loses control over all his sensitive information. However whether the granted access should work at any specific
context or region can be handled by the device user by disabling the permissions or simply by revoking them. So in this paper we present
you Location based policy management framework for smart phone user which helps you to set your own user policies at a given
context/region where the user demands that none of the misleading apps should access his sensitive data. We have performed several test

at different regions with different user policies to check if they work accurately.
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1. Introduction

Nowadays Smart phones have become more powerful in
terms of computational power and rich sensor data. But it
also comes with a disadvantage that the mobile sensitive
data is easily accessible to developers who can make use of
this data to threaten the user which makes him exposed to
risk and security issues. Thus many malicious app can take
advantage of this and capture user’s data for numerous
reasons risking user’s security concerns. This malicious app
can capture user personal data For Example: A mischievous
app recording your private business data or an unwanted app
capturing your personal data can lead it to a security threat.

So the main cause of this situation starts from that the
android phone user has no control over his own device
which leads to no control over his own data. Once the
mischievous app has been granted with its access privileges,
the android user simply loses control over all his sensitive
information. However whether the granted access should
work at any specific context or region can be handled by the
device user by disabling the permissions or simply by
revoking them. To prevent such problems we introduce
Location based Device Management policy for smart phone
users which helps smart phone users to administrate their
phones which will allow them to set specific policies which
they can enable at any given region so that he can handle
his phone at certain important places like his business
meeting place. Context based policies mainly refers to
region and time, and the user has been given every
privileges to revoke the app privileges he has given
permission while installing. Android phone is missing this
feature where the user has the control rights over his smart
phone. This policies can be best suited starting from an

ordinary employee to a business person. In many private
sectors employees are not allowed to carry their cell phones
inside the working premises. But time may come that the
employees may be needing their cell phones for work
purpose. Thus enabling only certain device policy like not
been allowing the user to use the camera or cell phone
recorder at work place can be done which will help the
employees to use their cell phone being used in working
hours and making sure for private sector people that no
employee is capturing their sensitive data.Device
Management Policies can also be use in business meetings
where you want to be sure that no app is recording your
personal meeting talks so they do not leak any confidential
data to outside world. Context based policies make sure that
the policies are enable immediately after the user in the
marked location and the device management policies are
disabled once the user is outside the marked region.

We achieve the marked region using geo fencing concept
provided by goggle maps. So in this framework we have
provided provisions to track the user location using gps. If
the user is found within 10 meter radius of the marked radius
the policies which he have set for that location will be
immediately enabled. After the user leaves the region the
policies will be revoked immediately and the device will be
working normal. Provisions are also made in framework that
no end user can change some policies right during the region
marked. Also no user will be allowed to Uninstall the App
during the policy is enabled. With the help of location based
policies user can set different policy at different location and
can change it dynamically outside the geo fence range. The
location based device management policy should satisfy the
following conditions:
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1) Framework should not allow other applications to fake
the user location and try to bypass the device policies for
any given location.

2) The device policy should only be enabled when the user
is within the geo fence radius, and it should be disabled
immediately when the user is out of the context region.

3) The location accuracy plays an important role as the
policies depend on the location.

4) The end user cannot make any changes to policies once it
has been enabled.

5) The end user cannot uninstall the app once the policies
are enabled.

6) The applied device management policy should not
hamper the mobile performance.

2. Literature Survey and Related Work

Recently now there has been a lot of solutions provided for
mobile securities. Each solution focuses on restricting the
third party app from accessing the mobile data. In [1] the
author suggest context based device management policies
for user which takes care of dynamic policy updating and
context switching. The framework takes care of location
accuracy with respect to time. It also handles the app
permission revoke policies form the end user perspective.
But the major disadvantage of this method is that it changes
the android OS to apply the policy within the context.

In [2] the author proposed GRBAC, a customized
framework which uses the environment data to apply the
location based policies. It proved to be very useful and
expressive but the major disadvantage of this method was
dynamic context switching and policy updating. Also it was
difficult to handle the dynamic environmental data changes.

In [3] the author propose dynamic RBAC which
dynamically switched the roles and app permission revoke
system to end user’s. It overcome all the disadvantages of
GRBAC, but again it came with a major disadvantage of to
handle the dynamic environmental data changes.

In [4] the author suggested a robust authentication user
portal framework which incorporated user’s data to meet the
dynamic environmental data changes. It proved to be a very
responsive framework and came with dynamic policy
handling system. But again it came with a major
disadvantage of not able to handle the context changes.

To prevent such problems we introduce Location based
Device Management policy for smart phone users which
helps smart phone users to administrate their phones which
will allow them to set specific policies which they can
enable at any given region so that he can handle his phone
at certain important places like his business meeting place.
Context based policies mainly refers to region and time, and
the user has been given every privileges to revoke the app
privileges he has given permission while installing. Android
phone is missing this feature where the user has the control
rights over his smart phone. This policies can be best suited
starting from an ordinary employee to a business person.

So in this framework we have provided provisions to track
the user location using gps. If the user is found within 10

meter radius of the marked radius the policies which he have
set for that location will be immediately enabled. After the
user leaves the region the policies will be revoked
immediately and the device will be working normal.
Provisions are also made in framework that no end user can
change some policies right during the region marked. Also
no user will be allowed to Uninstall the App during the
policy is enabled. With the help of location based policies
user can set different policy at different location and can
change it dynamically outside the geo fence range.

3. Proposed Work

The below diagram shows the system overview of location

based device management policy: -
| Application

y

Device Manager

LBDM Frameworh\

Geo Fence Updater

Framewark

Policy Datasst

Location Resti‘c—ﬁy

W ,

Service

Palicy Update
Enable/Disble

|i 2T _b
Location Manage Recevier

Access Controller
|

Figure 1: System Architecture for LBDMP Framework

So, the above system architecture can be explained as

follows: -

1) First the end user will mark different policies at different
location he wishes to.

2) As soon as the policies are set, the framework starts
listening to the location provider whether the user is
within the geo fence range of the region or not.

3) Once the user is found within the bounds of the location,
immediately the policy executor is signaled and the
policy for that particular region is located and fetched
from the dataset an applied to the device.

4) The policy is enabled and the device management
policies work accordingly.

5) If the user tries to change the policy, the framework will
not allow to dynamic change the user policy.

6) Also the frameworks keep a watch that no user will
uninstall the app.

7) After the user leaves the bound the user policies will be
disabled by the policy executor and the device will work
normally as before.

8) Care has been taken that the user policies does not
hamper the system performance of the device.

9) The end user can anytime disable the policy if he is not
found within the bounds.

The main advantage of this framework is that you do not

have to modify the android OS. We can add the location

based management policies without rooting the device.Also
the Framework can work independently or it can be
integrated in existing apps easily.
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4. Conclusion

In this survey paper we have studied the various methods for
context based security provisions provided by 3" party
vendors. But despite of so many solutions each framework
fails because it does not consider the important aspect of
context based security that is user control and dynamic
switching between the policies. Thus we present you
Location based policy management framework for smart
phone user which helps you to set your own user policies at
a given context/region where the user demands that none of
the misleading apps should access his sensitive data.
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