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Abstract: The policy updating has always been a challenging issue when ABE is used to construct access control schemes and develop
a new method to outsource the policy updating to the server. Attribute Based Access Control method is used to avoid the transmission of
encrypted data and minimize the computation work of data owners, by making use of the previously encrypted data with old access
policies. A policy updating algorithm called LSSS is used for efficient and secure method allows data owner to check whether the cloud
server has updated the cipher texts correctly.
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1. Introduction

Cloud computing is internet based computing, whereby 
shared resources, software and information are provided to
computers and other devices on demand. Cloud provides 
many advantages as storing information on the cloud gives 
almost unlimited storage capacity, easy access to
information gives access permission to data stored on cloud 
from anywhere if user is registered to it. Cloud got many
issues regarding security especially on Data theft, Data loss
and Privacy. Protecting cloud from unauthorized users and
other threats is a very important task for security providers
who are in charge of the cloud as secure cloud is always
reliable source of information. Data owner uses
cryptographic techniques to protect data from unauthorized
access for providing protection to the privacy of their data
and only those users can access data that have access
permission.

2. Objective and Scope of the Paper 

Policy updating issue has not been considered in existing 
traditional attribute-based access control Schemes. We also 
update the access policy of the encrypted data in the cloud. 
Heavy communication overhead of the data retrieval can be
eliminated and the computation cost on data owners can also 
be reduced. 

3. Existing System 

Attribute-Based Encryption is used to ensure end-to-end 
security of big data in the cloud. Policy updating has always
been a challenging issue when ABE is used to construct
access control schemes. Policy updating becomes a
significant issue as data access policies may be changed
dynamically and frequently by data owners.

4. Problem Characterization 

The policy updating problem in ABE systems and develop a 
new method to outsource the policy updating to the server.
An expressive and efficient data access control scheme for
big data enables efficient dynamic policy updating. To

update the access policy of the encrypted data we use the
cloud. Heavy communication overhead of the data retrieval
can be eliminated and the computation cost on data owners
can also be reduced.

5. Features of Sane 

The Attribute based access control has a rich set of features. 
It includes;
1) Policy checking entity free 
2) Storage Efficiency 
3) Dynamic policies but same keys 

6. Literature Survey 

A body of literature has been conducted by several authors 
and a list of them is given below; 

1. Expressive, efficient, and revocable data access control 
for multi-authority cloud storage 
Cipher text-Policy Attribute-based Encryption CP-ABE is
regarded as one of the most suitable technologies for data 
access control in cloud storage, because it gives data owners 
more direct control on access policies. It is difficult to
directly apply existing CP-ABE schemes to data access 
control for cloud storage systems because of the attribute 
revocation problem. Efficient and revocable data access 
control scheme for multi-authority cloud storage systems, 
where there are multiple authorities co-exist and each
authority is able to issue attributes independently. Our 
attribute revocation method can efficiently achieve both 
forward security and backward security. 

2. Privacy Preserving Cloud Data Access With Multi-
Authorities  
To deal with security problems, various schemes based on
the Attribute-Based Encryption have been proposed 
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recently. The privacy problem of cloud computing is yet to
be solved. It presents an anonymous privilege control 
scheme Anony Control to address not only the data privacy 
problem in cloud storage, but also the user identity privacy 
issues in existing access control schemes. By using multiple 
authorities in cloud computing system, our proposed scheme 
achieves anonymous cloud data access and fine-grained 
privilege control.  

  
3. Effective Data Access Control for Multiauthority 
Cloud Storage Systems 
Due to data outsourcing and untrusted cloud servers, the data 
access control becomes a challenging issue in cloud storage 
systems. Existing access control schemes are no longer 
applicable to cloud storage systems, because they either 
produce multiple encrypted copies of the same data or
require a fully trusted cloud server. Data access control for 
multi authority cloud storage (DAC-MACS), an effective 
and secure data access control scheme with efficient 
decryption and revocation.  

4. Attributed-based access control for multi-authority 
systems in cloud storage
All existing CP-ABE schemes, it is assumed that there is
only one authority in the system responsible for issuing 
attributes to the users. There are multiple authorities co-exist 
in a system and each authority is able to issue attributes 
independently. First design an efficient multi-authority CP-
ABE scheme that does not require a global authority and can
support any LSSS access structure. It proves its security in
the random oracle model.

5. Achieving Secure, Scalable, and Fine-grained Data 
Access Control in Cloud Computing 
This paradigm also brings forth many new challenges for 
data security and access control when users outsource 
sensitive data for sharing on cloud servers, which are not 
within the same trusted domain as data owners. The problem 
of simultaneously achieving fine-grained, scalability, and 
data confidentiality of access control actually still remains 
unresolved. Defining and enforcing access policies based on
data attributes, and, on the other hand, allowing the data 
owner to delegate most of the computation tasks involved in
fine-grained data access control to untrusted cloud servers 
without disclosing the underlying data contents. We achieve 
this goal by exploiting and uniquely combining techniques 
of attribute-based encryption (ABE), proxy re-encryption, 
and lazy re-encryption. 

7. Architecture Diagram 

A secure and verifiable policy updating outsourcing method 
called ABAC can avoid the transmission of encrypted data 
and minimize the computation work of data owners, by
making use of the previously encrypted data with old access 
policies.  

A policy updating algorithm for access policies known as
LSSS that allows data owner to check whether the cloud 
server has updated the cipher texts correctly. The analysis 
shows that our policy updating outsourcing scheme is
correct, complete, secure and efficient. The data owner 
sends a Checking Challenge to the cloud server. Then, the 
cloud server sends back a Checking Proof to the data owner. 
Upon receiving the proof, the data owner verifies the 
correctness of the proof from the cloud server. If the proof is
correct, it means the cloud server has updated the cipher text 
correctly. 

8. Modules  

Data Owner 
Data Owner achieves public key from any one of the 
authorities, and he uses the public key to encrypt the data 
file before outsourcing with third party it to the Cloud 
Servers.

Authority 
The authority generates the key so that owner can encrypt 
the data and user can decrypt the data. It checks the data is
safe also provide protection to the data. Each user data is
assigned with a global user identity and can freely get the 
cipher texts from the Authority.

Key Generation  
Here Keys are generating for every unique files. At the time 
of user retrieving any file key is essential for access the file. 
In a linear scheme, the secret is viewed as an element of a 
finite field, and the shares are obtained by applying a linear 
mapping to the secret and several independent random 
elements. Following is the LSSS algorithm used; 

Input : {𝑉  i} set of piece vectors for each attribute Attri
Input : S the secret to be shared 
Output: M Monotone Span Program 
Let 𝑍 be a vector and set 𝑍  (0) = S;
Let M be a matrix; 
Let ρ be a labeling function; 

For all Attri do
For each piece vector 𝑍 i for Attri; do
Append each random value in 𝑍 i to Z;
Construct the position vector 𝑍 i for Attri; 
Append 𝑍 i to M;
Let ρ (M, 𝑍 i ) to Attri;
end for
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end for 
Pad M with the same row size; 
Return (𝑍 , M, ρ);

Cloud User 
This module is used to help the user to search the file using 
the multiple key words concept and get the accurate result 
list based on the user query. The user is going to select the 
required file and register the user details. After entering the 
key User can download the file which is an encrypted data. 

Auditing
Auditor monitors the user request and response provided by
the cloud server. Auditors enumerate, evaluate, and test 
systems, practices, and operations to determine whether the 
systems safeguard the information assets, maintain data 
integrity, and operate effectively to achieve goals or
objectives.

9. Results and Discussions 

The data owner only needs to send the update keys to the 
cloud server, instead of the whole encrypted big data. 
Therefore, ABAC method can significantly reduce the 
communication cost during the policy updating. The scheme 
makes full use of the previous cipher texts encrypted under 
the old access structure. That is if an attribute in the new 
access policy has ever appeared in the previous access 
policy, the new cipher text component of this attribute can 
be derived from the previous cipher text component with the 
update key. The data owner only needs to compute cipher 
text components for new attributes. Delegate all the pairing 
operations to the server, such that the workload of the data 
owner can be further reduced. 

Fig.1(a) compares the computation time between generating 
an update key (e.g., User Attributes, Resource Attributes and 
Environment Attributes in the scheme) versus generating a 
cipher text component (if the owner choose to re-encrypt the 
cipher text using a new secret) corresponding to an attribute. 
It is more efficient for data owners to only generate an
update key than generate a cipher text component for each
attribute. 

Figure 1(a): Computation time between Update keys and 
new cipher text components 

Fig.1 (b) illustrates the computation time of each phase
during the correctness checking of the policy updating. We
can see the verification is much more time consuming than
the challenge and the proof. However, it can avoid the heavy
communication overhead when it copes with big data.

Figure 1 (b): Computation evaluation of policy checking 

Attribute-based access control schemes were proposed to
ensure the data confidentiality in the cloud. It allows data 
owners to define an access structure on attributes and 
encrypt the data under this access structure, such that data 
owners can define the attributes that the user needs to
possess in order to decrypt the cipher text. However, the 
policy updating becomes a difficult issue when applying 
ABE methods to construct access control schemes, because 
once data owner outsource the data into cloud, they won’t
store in local systems.  

To change the access policies of encrypted data in the cloud, 
a trivial method is to let data owners retrieve the data and re-
encrypt it under the new access policy, and then send it back 
to the cloud server. But this method will incur a high 
communication overhead and heavy computation burden on
data owners. 

10. Conclusion and Future Enhancement 

The proposed scheme guarantees that the actual data owner 
could pass the cloud server’s authentication and legally 
update the cipher text corresponding to the owner’s data. 
Also designed policy updating algorithms with 
authentication for access policy expressed and also given the 
analysis of the scheme on the security, authentication and 
performance. Since the cloud will learn nothing of the data 
owner except that the owner could open the commitment, 
the scheme supports anonymous authentication. The access 
control scheme is constructed on prime order groups, 
because the group operations on prime order groups are 
much faster than the ones on Composite order groups. A 
dynamic policy access control scheme is secure in the 
generic bilinear group model. Public key encryption also 
called as asymmetric encryption involves a pair of keys, 
public key and private key associates with an entity. Ensure 
the data confidentiality in the cloud.  
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