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Abstract: Digital image typically has to be keep and processed in an encrypted format to take care of security and privacy. For the aim
of content notation and/or meddling detection, it's necessary to perform data concealment in these encrypted images. During this
approach, data concealment in encrypted domain while not decryption preserves the confidentiality of the content. Additionally, it's a lot
of efficient while not decryption followed by data concealment and re-encryption. In this paper we tend to implement the image
encryption system using AES encryption and decryption algorithmic program. This algorithmic program was implemented using micro
blaze Processor on Spartan3EDK (XC35200) FPGA in Hardware and software co-design environment using Xilinx platform studio and

synthesis results show that area consumption is low.
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1. Introduction

Since the increase of the web one in all the foremost
necessary factors of information technology and
communication has been the safety of information.
Cryptography was created as a way for securing the secrecy
of communication and plenty of completely different
strategies are developed to encrypt and decrypt information
so as to stay the message secret. A system or product that
gives encryption and decryption is named cryptosystem.
Cryptosystem uses an encryption algorithms that determines
however straightforward or advanced the encryption process
are going to be, the mandatory software part, and also the
key (usually an extended string of bits), that works with the
algorithm to encrypt and decrypt the data [2] [3].Research
work by S.Sau [4], C. D. Walter[5] A Mazzeo[6] shows
FPGA primarily based embedded system became a platform
for the implementation of cryptographic algorithms, which
require sizable amount of bit-level operations, which may be
done expeditiously on FPGA. In this paper implementation
of cryptosystem for image using AES algorithm in an FPGA
in hardware and software co-design environment is finished
using Xilinx platform studio. The paper is organized in the
following way section 2 of discusses regarding the proposed
diagram wherever the steps in design process are explained.
Next in section 3 AES algorithm is introduced and explained
varied steps concerned in encryption method, In section 4
AES decryption is introduced that is the inverse method of
encryption and in section 5 implementation details are
present wherever we tend to used Spartan 3EDK (XCS200)
FPGA for implementing our image cryptosystem in
Hardware and software system co-design environment using
Xilinx platform studio and results conjointly presented
during this section, and finally concluded the paper.

2. Proposed Block Diagram

Image Encryption system to secure the data from the hackers
in the channel and at receiver side retrieves the original
image. In order to encrypt the pixel values here we used
symmetric encryption technique i.e. AES algorithm. Images
are converted to the header File since we are going to
implement this on the XPS (Xilinx Plat Form Studio) in
software environment. The header file of the image and

Source C code file of AES algorithm are applied to XPS
results binary file contains the application and the bit stream
of hardware system developed both binary and bit stream
files were configured and dumped into the Spartan 3EDK
(XC3S200) FPGA.
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Figure 1: Design process block diagram

The proposed algorithm was based on Image encryption
based on AES technique where key length is 128,192 and
256.

3. AES Algorithm

AES is an interchangeable block cipher with a block size of
128 bits. Key lengths can be 128 bits, 192 bits, or 256 bits
[7] called AES-128, AES-192, and AES-256, respectively.
AES- 128 uses 10 rounds, AES-192 uses 12 rounds, and
AES-256 uses 14 rounds. Fig.2 depicts the AES image
encryption and decryption process flow.
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Figure 2: AES Image Encryption and Decryption

The main loop of AES performs the subsequent functions:
* SubBytes ()

* ShiftRows ()

* MixColumns ()

* AddRoundKey()

The first 3 functions of an AES [8] spherical square measure
designed to thwart cryptology via the strategies of
“confusion” and “diffusion.” The fourth perform truly
encrypts the info. Engineer represented the ideas of
confusion and diffusion in his seminal 1949 paper,
“Communication Theory of Secrecy Systems.” “Two
strategies recommend themselves for frustrating an applied
mathematics analysis. These we tend to could decision the
strategies of diffusion and confusion.”[9]. Diffusion suggests
that patterns inside the plaintext are unfolded inside the
cipher text. Confusion suggests that the affiliation between
the plaintext and so the cipher text is obscured.

A simpler way to view the AES function order is:
1) Scramble each byte (SubBytes).

2) Scramble each row (Shift Rows).

3) Scramble each column (Mix Columns).

4) Encrypt (Add Round Key).

Plaintext

Key
AddRoundKey |-
Y
MUX
SubBytes KeySubWord
ShiftRows KeyRotWord
(Ny-1) loops (Ny-1) loops
MixColumns KeyXOR
AddRoundKey =
§ Y

SubBytes KeySubWord

ShiftRows KeyRotWord
AddRoundKey |-— KeyXOR

'

Ciphertext
Figure 3: Basic Block of AES

A. Sub Bytes ()

The SubBytes() transformation is a non-linear 8bit
substitution that operates independently on every 8bit of the
State employing a substitution table (S-box). This S-box as
shown in Fig.4 that is invertible is made by composing
double transformations:

1) Take the multiplicative inverse in the finite field
GF(278), described in Sec. 2.2.4.2; the element {00} is
mapped to itself.

2) Apply the following affine transformation (over GF(2) ):

Figure 4: S-Box
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B. Shift Rows ()

ShiftRows() provides diffusion by mixing data within rows.
Row zero of the State is not shifted, row 1 is shifted 1 byte,
row 2 is shifted 2 bytes, and row 3 is shifted 3 bytes, as
shown in the Federal Information Processing Standards
Publications (FIPS) illustration in Fig.5

C. Mix Columns ()

MixColumns() conjointly provides diffusion by admixture
information at intervals columns. The four bytes of every
column among the State are treated as a 4-byte vary and
reworked to a distinct 4-byte vary via finite field arithmetic,
as shown among the FIPS illustration that follows Fig.6.
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Figure 6: Mix Columns

D. Add_Round_Key ()

The actual ‘encryption’ is performed within the
AddRoundKey() operate, once every 8bit within the State is
XORed with the sub key. The subkey comes from the key in
line with a key enlargement schedule, as shown within the
FIPS illustration that follows as shown in Fig.7.
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Figure 7: Add Round Key

4. AES Decryption

Decryption occurs through the function AddRound Key(),
plus the inverse AES functions InvShiftRows(),
InvSubBytes(), and InvMixColumns(). AddRoundKey()
does not require an inverse function, as it simply XORs the
state with the sub key (XOR encrypts when applied once,
and decrypts when applied again).

5. Implementation

The Field Programmable Gate Array is majorly used for
generation ASIC IC’s to the computations. They offer more
speed in execution process. SO, for generation ASIC IC’s
FPGA'’s are majorly used.

Table 1: Spartan3EDK Configuration

Property Name Value
Family Spartan 3
Device XC3S5200
Package TQG144

Speed Grade -4

A. Xilinx Platform Studio

The Xilinx Platform Studio (XPS) is that the development
atmosphere used for creating the hardware portion of
embedded processor system. Xilinx Embedded Development
Kit (EDK) is associate integrated computer code tool suite
for developing embedded systems with Xilinx MicroBlaze
and PowerPC CPUs. EDK includes an expansion of tools
associated applications to assist the designer to develop
associate embedded system right from the hardware creation
to final implementation of the system on an FPGA. System
vogue consists of the creation of the hardware and software
system parts of the embedded processor system and
conjointly the creation of a verification component is
elective.

A typical embedded system vogue project involves hardware
creation and its verification, soft-ware creation, application
creation, and its verification. Base System Builder is that the
wizard that's wont to auto generates a hardware platform
keep with the user specifications that's defined by the MHS
(Microprocessor Hardware Specification) file. The MHS file
defines the system design, peripherals and embedded
processors. The Platform Generation tool creates the
hardware platform uses the MHS file as input.

The software platform is outlined by MSS
abbreviated as Microprocessor Software Specification file

that defines driver and library customizable parameters for
peripherals, processor customizable parameters, custom
anyone hundred ten devices, interrupt handler routines, and
different software system connected routines. The MSS file
is associate input to the Library Generator tool for
personalization of drivers, libraries and interrupts handlers.

The creation of the verification platform is facultative and is
predicated on the hardware platform. The MHS file is taken
as Associate in Nursing input by the Siegen tool to make
simulation files for a particular machine. 3varieties of
simulation models will be generated by the Siegen tool:
behavioral, structural and temporal arrangement models.
Another helpful tool on the market in EDK are Platform
Studio that provides the GUI for making the MHS and MSS
files. Produce / Import IP Wizard that permits the creation of
the designer's own peripheral and imports them into EDK
come. Platform Generator customizes and generates the
processor system within the sort of hardware net lists.
Library Generator tool configures libraries, device drivers,
file systems and interrupt handlers for embedded processor
system. Bit stream Initialize tool initializes the instruction
memory of processors on the FPGA shown in figure2.
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Figure 8: Embedded Development Kit Design Flow
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Antelope Compiler tools are used for assortment and linking
application executable for each processor inside the system.
There are a pair of decisions on the marketplace for
debugging the appliance created victimization EDK namely
Xilinx micro chip debug (XMD) for debugging the
appliance package using a small micro chip debug Module
(MDM) inside the embedded processor system, and package
coder that invokes the package programmer appreciate the
compiler obtaining used for the processor. C. Xilinx
Platform software Development Kit (SDK) is integrated
development atmosphere, complimentary to XPS, that is
used for C/C++ embedded package application creation and
verification. SDK is formed on the Eclipse open source
framework. Soft Development Kit (SDK) is also a set of
tools that enables you to vogue a package application for
elite Soft IP Cores inside the Xilinx Embedded Development
Kit (EDK). The package applications are written throughout
in "C or C++" then the complete embedded processor
system for user application is completed, else debug &
download the bit file into FPGA. Then FPGA behaves like
processor implemented on it in a Xilinx Field Programmable
Gate Array (FPGA) device.
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Figure 9(a): Original Image
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Figure 9 (b): Encrypted Image

Figure 9 (c): Decrypted Image
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Figure 10: XPS Synthesis report

Table 2: Comparison with existing works

[Design Device Frequency MHz Slices BRAMS
Hbirtetal[10]  XCvio00-4 318 10992

M.McLoone etall 11]xcve12e-8 939 2000 24
K.UJarvinen eta[ 12] XCV1000e-8 1292 1ns 0
G.P.Saggese[13]  XCVZ000e-8 159 5810 0
FStandaertrya;  XCV3200e-8 14 1512 0
Rourab Pauli[15]  Spartan3e Xc3s500e 50 4% 30
Proposed Spastan JEDK NC38200 50 1880 4

6. Conclusion

In this paper AES algorithm was implemented using FPGA.
This system works on micro Blaze architecture of Spartan3
EDK. On the other hand, synthesis results show that arca
consumption is low, victimization merely 100 percent of
logic circuits of FPGA for AES, allowing the
implementation of this methodology over cheap FPGAs. The
key dimensions are often varied with to a small degree
modification within the algorithm. This work can be
extended by the encryption and decryption of data wherever
inputs are audio, video data returning from completely
different multimedia system applications performed over
FPGA. Usage of single FPGA with twin processor
implementation, wherever one processor can execute the
algorithm whereas different one are chargeable for input file
acquisition, so the executing processor will handle the
algorithm with none interruption, will be a decent step
within the world of hardware design.
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