
International Journal of Science and Research (IJSR) 
ISSN (Online): 2319-7064 

Index Copernicus Value (2013): 6.14 | Impact Factor (2014): 5.611 

Volume 5 Issue 1 January 2016 

www.ijsr.net 
Licensed Under Creative Commons Attribution CC BY 

A Survey on the Security of an ATM Transaction 
 

Joyce Soares
1
, Dr. A. N. Gaikwad

2 

 

1, 2Zeal College of Engineering and Research, Sr.No 39,Off Mumbai-Bangalore Express Highway, Narhe, Pune, India 
 
 

Abstract: The previously used signature based system was replaced by a pin number in an ATM system. But due to risks of fraudulent 

activities the pin number was replaced by the biometric system. The biometric system may be a fingerprint, iris, retina, veins, etc. In this 

system the cash would be dispersed only if the user is an authenticated person. Further direct or spoofing attacks have today motivated 

us to enhance the security of the biometric system by using image quality assessment for liveness detection. This paper emphasizes in a 

general way on how the ATM transaction has been made secured by presenting a literature survey of the previous systems and 

comparing it with the recent biometric system using image quality assessment for fake detection which will show the improvement in 

the security level of the financial transaction being made using the ATM machine. 
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1. Introduction 
 
The need for foolproof security in money transactions due to 
increase in the frauds today has lead the technology to 
introduce a smart solution of biometrics to us. Bio is life and 
metry is to measure thus biometrics is nothing but live 
measurements of physiological or behavioral characteristics 
of a person for his/her identification. In the near future with 
the rapid growth in the use of biometric system the need to 
use password and PIN numbers for authentication will be 
avoided. This biometric system can be implemented in the 
Automatic Teller Machine which the existing self banking 
system is providing a 24 hours service and easy money 
transactions. Since there is a risk of misuse of the ATM cards 
and PIN numbers the traditional ATM system has been 
replaced by the biometric ATM system[5]. 
 
The Biometric system being broadly divided into 
physiological and behavioral biometric. The physiological 
biometrics is supposed to include the face, fingerprint, hand, 
eye and the behavioral biometrics is to include the signature, 
voice, keystroke. Taking into consideration accuracy and 
reliability among the various biometric system the most 
popular are the ones based on fingerprint matching and iris 
recognition. The security of a multi-biometric system is much 
more preferred over the single biometric system. Further 
image quality assessment for liveness detection is used to 
find out if the image captured is a fake or real image sample 
by comparing the different qualities which could include 
degree of sharpness, color luminance levels, local artifacts, 
entropy, structural distortion or natural appearance[1]. 
 
This survey based paper is structured as follows: Section 
1.Introduction, Section 2.General pin number and password 
based ATM transaction, Section 3.The original password 
system combined with the biometric technology of 
identification, Section 4. ARM7 based biometric ATM using 
GSM technology, Section 5.Security of ATM transaction 
with OTP and facial recognition, Section 6.The image quality 
assessment for liveness detection used in biometric systems. 
In Section 7. comparative conclusions are drawn  signifying 
the advantages and disadvantages of various systems 
described in this paper. 
 

2. General PIN Number and Password Based 

ATM Transaction 
 
In the PIN & password based system the person begins the 
transaction by inserting his/her ATM  debit card, after 
scanning if the card is found to be a valid one then he/she 
needs to enter a personal  identification number (PIN) which 
is a four digit password. The system will check if the PIN 
entered is a valid one or not. If the PIN is valid then it allows 
further transaction. The traditional method which involved 
PIN number and passwords is not safe to use because the 
person with whom we have shared our card and PIN may 
later misuse it. Moreover if we think of memorizing the 
password or carrying a smartcard or think of managing 
multiple passwords and smartcards for different systems it 
may prove to be a significant overhead to the users[6]. 
Moreover being artificially associated with a particular user it 
cannot be truly used for user authentication. The 
identification of the individual being done by a PIN there is a 
possibility of hacking passwords i.e. the security of a 
customer account is not guaranteed by PIN. To overcome the 
disadvantage of this traditional system our prime concern 
should be the security over money transaction, since the 
attackers have turned their attention equally to soft assests 
present in the ATM such as PIN and account data. In figure1 
the flow chart shows how the transaction is made in the 
traditional ATM system using an ATM card and a PIN   
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Figure 1: State chart diagram of the general transaction 

 

3. The Original Password System Combined 

With the Biometric Technology of 

Identification 
 
The original password authentication method combined with 
the biometric technology for identification in the ATM 
machine has improved the security of the transaction with 
increasing emphasizes given to security automated personal 
identification needs to be added to the traditional ATM 
system to overcome its disadvantages. In this system the 
person who needs to make a transaction begins by placing 
his/her id card in front of the card reader. If it is a valid one 
then the process is carried on else there is an interruption 
indicated by a buzzing sound. After the verification of the 
card the user needs to enter a password. If the password is 
correct then the controller in the system will ask for a 
fingerprint access else it will alert by a buzzing sound. In 
fingerprint accessing it will check if the incoming fingerprint 
matches with the stored authorized fingerprint of the person 
then it proceeds to the next step else there is a buzzing alert. 
In the proceeding step the captured iris image is matched 
with the one in the database. If it matches the transaction is 
permitted else the process is halted and alerted by a buzzer 
[6]. The figure 2 shows the operation flow of the system in 
which the biometric identification technology is combined 
with the traditional ATM system. The ID cards which were 
used initially in this system could be lost. So there was a need 
to generate an OTP (One time password) to achieve better 
identification and to relieve the person from carrying an ID 
card to verify his/her identity. In the next section the GSM 
technology is described for OTP.  

 
Figure 2: Operation flow of system combined with biometric 

system 
 

4. ARM7 Based Biometric ATM Using GSM 

Technology 
 
An extension to the previous system was done by adding 
GSM technology to it. This system begins with the placing of 
the finger on the fingerprint module, if the fingerprint is valid 
then the customer needs to enter a fixed 4 digit PIN. After the 
4 digit code matching with entered PIN code the system will 
automatically generate another different 4 digit code i.e. 
OTP.GSM modem connected to ARM7 is used to send a 
message to the registered mobile number. It is only after 
correct entering of the OTP that the person is allowed to 
make a transaction. The OTP being used here is different for 
each payment increasing the security of the money 
transaction [5]. The GSM (Global System for Mobile 
Communication) technology can also be used with the 
RFID(Radio frequency identification) card reader where after 
swiping the ATM card the GSM module is used to send a 
message having 3 options “Yes, No, Action” to the card 
holders phone who may reply “Yes” if he/she wants to make 
a transaction, “No” if he/she doesn‟t want to make a 
transaction or “Action” if he/she has misplaced or lost the 
card and someone is misusing it. Both these systems were 
built on the technology of embedded systems which 
improved the safety, reliability and ease of using the system 
[4].The flowchart in figure 3 shows how the traditional ATM 
system combined with GSM technology operates. 
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Figure 3: Flowchart for the ATM access using GSM 

technology. 
 

5. An ATM Machine with OTP and Facial 

Recognition 
 
Compared to the earlier described systems in this system 
security of accounts and privacy of users were achieved by 
using features like face recognition and one time password. 
The system made the face as a key in order to eliminate the 
chances of fraud caused by theft attacks and duplicity of 
ATM cards. The system used a 6 digit OTP to avoid the need 
to remember passwords. The operation of the system will 
begin like the original system by swiping the ATM card. The 
live image of the face is captured which is compared with the 
one which is saved in the database. Only after it matches an 
OTP will be sent on the registered mobile phone. The 
transaction will proceed successfully only if the entered OTP 
is correct. The model in this system uses Principal 
Component Analysis to build eigen faces. The 6 digit OTP 
was generated by random number generation technique. But 
the facial recognition technique used in this system proved to 
be more challenging compared to the other biometric 
systems. The drawback of the eigenface method is that it can 
sometimes be spoofed by face masks or photos of an account 
holder. [2] Moreover if a particular network service is down 
it becomes difficult for the user to receive OTP which may 
halt or delay the transaction [2].The figure 4 shows how the 
model of the ATM with an OTP and facial recognition will 
operate. 

 
Figure 4: Model of ATM with OTP and facial recognition 

. 
6. Image Quality Assessment for Liveness 

Detection Used in Biometric Systems 
 
The requirement of this technique was to ensure the actual 
presence of a real legitimate trait and detect different types of 
fraudulent access. This software based detection method uses 
25 general image quality features extracted from one image 
to distinguish real biometric samples from the fake traits. 
According to this method the fake images captured due to 
fraud attacks will have different quality than a real sample 
acquired in normal operations. In this system image quality 
assessment was applied to iris, fingerprint and face. It was 
observed that the fake iris image captured from printed paper 
appear blurred and out of focus due to trembling, the fake 
faces were slightly bigger than the real ones, the fingerprints 
captured from gummy fingers presents local acquisition 
artifacts like spots and patches [1].This method operates on 
the whole image and does not search for any trait specific 
properties. Computational load is minimized since there is no 
need of any preprocessing steps to be performed prior to 
image quality feature computation. A feature vector is 
generated from each image sample which is classified as 
genuine or fake sample by Linear Discriminant or Quadratic 
Discriminant Analysis classifier. The results are reported in 
terms of False Genuine Rate (FGR) which accounts for the 
number of false samples being classified as real ones and 
False Fake Rate (FFR) which gives the probability of an 
image coming from a genuine sample being considered as 
fake. After this the Half Total Error Rate is computed as 
HTER= (FGR+FFR)/2. To avoid the direct or spoofing 
attacks on biometric systems and to reinforce maximum 
security to it the biometric based ATM system should be 
implemented considering the image quality assessment for 
fake detection [1]. 
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Figure 5: IQA for fake biometric detection 

 
7. Conclusion  
 
This paper gives a brief idea about the various ways in which 
an ATM transaction can be done. It shows how security in 
the transaction is being improved. It also shows how the use 
of biometrics for authentication is improving the security and 
ease of the transaction. The paper also gives us an idea how 
the OTP can be used in order to avoid the overheads of 
remembering passwords. Finally it presents the concept of 
image quality assessment for fake detection which can be 
used further to prevent the biometric ATM transactions from 
direct or spoofing attacks. 
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