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Abstract: GSM technology is widely used to provide voice communication for the mobile users. A5/1 is the stream cipher used for
encryption in GSM communication system. Initially A5 algorithm was kept secret to ensure security but when algorithm was disclosed
many cryptanalytic attacks were proposed and proved that A5 algorithm is cryptographically weak. In this paper the modification in
A5/1 is proposed, major improvement in clocking unit and addition of non linear combining function for the output to improve the
Linear Complexity of the output bit sequence generated. The Linear Complexity (LC) of binary sequence so generated are computed and

result are discussed using Berleykamp-Massey algorithm.
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1. Introduction

Cryptography is a mechanism by which security and
authentication is provided to the authorized user. A5/x are
the encryption algorithms incorporated in GSM
communication system to deliver voice encryption and
decryption used in mobile phones [1]. This technique makes
GSM the most secured mobile communication standard
currently available. The Encrypted voice and data
communications between the mobile station and the network
is accomplished through use of the ciphering algorithm.A5/1
is a symmetric stream cipher that generates pseudo-random
binary sequences which are used to encrypt the message
signals.

Generally encryption of message is carried out by XORing
the message sequence with secrete key sequence and
decryption is made by XORing the received encrypted
message with the same secret key sequence. The strength and
security of these ciphers depends upon the characteristics of
bit sequences produced by the stream generation algorithm.

Research studies and analysis has shown that A5/1 has some
weaknesses which lead to cryptographic attacks. One of the
drawbacks of Ab5/1 algorithm is the weak clocking
mechanism that depends upon majority rule [2]. Majority
rule uses three clocking bits ¢;, ¢, and csto determine the
value of majority m using m = maj (cy, C,, C3). It defines the
majority among these bits, if two or more are 1 then the
value of majority m is 1. In this work our objective is to
replace weak clocking mechanism with improved clock rule
called the M-rule. The study of LC profile for the obtained
sequence is made by determining the LC of the sequence
using Berleykamp-Massey algorithm.

2. Related Work

Many versions of A5/1 are used in more countries. A5/2 is a
weaker version used in countries where export restrictions
apply. A5/3 encryption algorithm is used for GSM,
Enhanced Circuit Switched Data (ECSD), GPRS Encryption
Algorithm 3(GEA3) and General Packet Radio Service
(GPRS) [1].A5/1 has some drawbacks in clocking
mechanisms and fixed feedback polynomial of linear

feedback shift registers. Most of the attacks against A5/1 are
known as plain text attacks.

To secure communication from the risk of theft, some
modification in feedback shift registers are made that
improves structure of A5 algorithm. By using unit delay the
strength of the key stream generator is increased along with
randomness [3].Two modifications are made in A5/1 and
A5/2 ciphers by using tapping mechanism and increasing the
number of LFSR from three to five [4].

The Berleykamp-Massey algorithm identifies the shortest
LFSR that can be used to generate finite binary sequence.
For finite random sequence, the Berleykamp-Massey
algorithm is used to calculate the shortest LFSR which is LC
[5]. The Maximum LC obtained for a sequence of ‘k’ bit is
approximately ‘k/2°. The high LC indicates that longer shift
register is needed to generate sequence [6].The random
sequence used for key stream cipher system, it is important
to have large Linear Complexity [7].

3. GSM A5/1 Stream Cipher
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Figure 3.1: A5/1 Stream Cipher

In the general algorithm, the clock clocking unit has three
bits ¢;, ¢y, c3 which provides majority output given by the
Equation 1.

m = maj(Cy, Cz, C3) 1)
The linear feedback shift registers (LFSRS) R;, R, Raare of

lengths 19, 22, 23 bits respectively. Each LFSR is clocked
depending on the output m for example, let (by, b,, bs)= (1, 1,
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0) then according to majority rule m=1 [11]. So b;=b,=m and
for b,=1, register R, is clocked and similarly for b,=1, R, is
clocked. At each clock the individual LFSR generates one bit
xjand output z(t) is given as z(t) = x1® x2& x3 to produce
one bit at the output keystream z(t). The architecture of the
Ab5/1 stream cipher is shown in Figure 3.1.

4. Modified Proposed Stream Cipher

The major enrichments are made in the Clock-Controlling
unit and LFSR initializations. The proposed modified
Ab/1stream cipher system is shown in the Figure 4.1. The
clock controlling unit with advanced clocking mechanism
consists of six input bits by, by, bs, ¢, €y, €3 and finds two
majority functions

m; = maJ:(bll b, bs) 2
mz = maj(Cy, Cz, Cs) (3)
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Figure 4.1: Modified Proposed A5/1 Stream Cipher

The six input bit positions are fixed and they are chosen from
LSFR respectively. For bit b, the value from register position
Ry[5] is chosen, where Ry[5] represent fifth position of shift
register R;. For bit c,the value from register position R;[11]
is taken, similarly for bit b, it is R,[16], for bit c,it is R,[9],
for bit bsit is R3[6], and for bit csit is R3[14] the values are
chosen which is shown in the Figure 4.2. The logic used to
clock the registers is M-rule.
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Figure 4.2: Clock Controlling Unit

M-rule considers the two majority functions m; and m,
defined in (2) and (3) respectively. Since binary data is
loaded in the shift register, the input bits can take 1 or 0. For
an Example if (by, by, bs) = (1, 1, 0), then according to
Equation (2), my = 1. Since bits by and b, are 1, the registers
Ry, Rowhich correspond to bits by, by, are stored in a set s1{},
that is s1{R;, R.}. If (cy, €5 C3) = (0, 1, 1), then from
Equation (3) m, = land registers R, Rscorresponding to c;,
c.are stored in set s2{}, that is s2{R,, Rs}. By intersecting
the two sets s1{R;, Ry} and s2{R,, Rs}, we get R, as
common and hence R; is shifted by one position. Since any
one of the register shifts, the values stored also stored, the

chances of input bits in clock also changes which is random
in nature.

From Table 1, consider the third row where the input bits are
stored with values (0, 1, 0, 1, 0, 1) where majority functions
m; and m, are defined. Using M-rule s1{R;, Rs}, s2{R;, R}
are assigned and by comparing the sets, the common
registers R;, R are selected for clocking. Similarly few
possible combinations for selecting registers to be clocked
are shown.

Table 1: Majority Table According to M-Rule

(b1 bobs) | (cncocs) | 510 s2{} Ffjgfufggs
000 111 Ri, RaRs | Ry, Ra,Rs | Ry, RaRs
001 100 Ry, R, R2 Rs R,
010 101 Ry Rs R1, Rs R1, R3
011 110 R, R3 Rz Ry R,
100 001 R; R3 RiR; R,
101 010 Ry Rs Ri Rs R1, Rs
110 011 Ri R, R Rs R,
111 000 RuR2 Rs | RuR2, Rs | Ri,R2, Rs

By using M-rule the probability of individual LFSR being
clocked is improved.

The Linear Feedback Shift Registers used are R, of 19 bit, R,
of 22 bit and R; of 23 bit length. Totally 64 bits are
initialized by 0 or 1 before clocking.
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Figure 4.3: LFSR with Feedback Initialization

The initialization is done using primitive polynomials [8]
shown in Table 2. For each register, one polynomial is
defined for Example the register R; having the polynomial
X +x3+x%+x!,  the register is loaded as
[1000110000011000111] and the feedback is connected with
XOR gate whose inputs are the bit values stored with 1 and
the output for MSB of the same register.

Two different initializations are obtained by dynamically
choosing feedback polynomials shown in Table 2. For the
first case polynomials ps, p,, p3 are chosen for Ry, Ry, R3 and
for the second case polynomialsp,, ps, ps are chosen for Ry,
Rz, R3.
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Table 2: Feedback tapping for LFSR
LFSR length Feedback

P1 = xag XX XX XX

p4 - X19+X18+X15+X12+X1

[ X22+X20+X12+X11+X9+X7+X6+X4+X3+X2
Ps - X22+X21+X10+X9+X1

R; = 19 bit

Rz =22 hit

P3- X19+X17+X9+X7+X3+X2

R3 =23 bit Do X23+X18+Xl

Combining Function

The Combining functions [2] f;, and f, are given by the
Equations 4 and 5.

fi=Ri[1] ARs[2] B(R[1]*Rs[1]) B(R:[1]*Rs[1]) 4
f,=Ro[1] @R3[1] A(R1[1]*R3[5]) A(R1[1] BR3[1]) )

where,

@ --- represents XOR function

* --- represents AND function

Ry[1] --- represents binary value in register R; at position 1.
Similarly for other registers it is defined

7(t-1)

2X1

[ h
[

MUX 1)

Figure 4.4: Combining Function for Output z(t)

The bit values in each register change randomly, accordingly
f1, f, also changes. By obtaining f; and f,, a data selector is
taken for generating output bit z(t) where, f; and f, are taken
as inputs with select line z(t-1) and output is z(t) as shown in
the Figure 4.4.The select line z(t-1) is taken from the output
which stores previous bit. Depending on this value the output
is generated.

5. Implementation Methodology

From the modified cipher system, the clock unit, LFSR
initialization and combining function are set up. The cipher
is made to run for one time where clock with M-rule perform
set of operations and controls LFSR clocking. The
combining functions f;, f, are obtained from which one bit
z(t)is obtained finally. In this way if the process is continued
for 50000 runs, totally 5000 bits are generated at the output
z(t) like (10001010100001101100....... 1010100001). Since
LFSR is having two different feedback polynomial
combinations, for each initialization the z(t) of sequence
length 50000 bits are obtained.

To compute Linear Complexity, The BM algorithm is
implemented for two different random binary sequences
obtained. They are shown in case 1 and case 2 in the
following section. For any cryptographic applications it is
necessary to have sequence of larger LC for the algorithm to
be robust and strong towards any attack.

6. Results And Discussion

For the generated set of sequences, LC values are shown in
Table 3.Generation of binary sequence is discussed for two
cases, LC is obtained for binary sequence and also it is
determined for different sub-sequences.

Case 1:
The LFSR is initialized for the registers R;, R, and Rj of
length 19bits, 22bits and 23bits respectively.

R,---[010011001011000011 1]
R,---[1010000000110101101110]
R;---[00001010000000101000110]
Let Siovvvvvviieiieeie, Sag000iS the binary sequence generated

with 50000 bits. Table 3 shows the computed values of LC
for sub-sequences of different lengths which are randomly
selected from sequence S; t0 Sygg90.

The Table 3 consists of 9 rows and 9 columns with a total of
81 LC values for different sub-sequences. Each column has
fixed length starting from 8 bit, 32 bit, upto 20480 bit.

The row consists of sub-sequences with initial bit positions
(IBP) Sy, Sg, Si6, Sap, till Ss15. From the generated sequence,
the sub-sequences are selected where Sj, starts from 32" bit
of generated sequence, S;¢ start from 16" bit of generated
sequence and similarly other sub-sequences are chosen. The
table has LC for each sub-sequence with known sequence
range and lengths respectively.

Table 3: LC for sequences starting from length 8 to 20K bit

IBP Length of binary sub-sequence in bits
8 3264|128 |512 | 1K | 5K 10K | 20K

S; |4]17 32| 64 | 256 | 512 | 2560 | 5121 | 10238
Sg | 4|17 32| 64 ||256 | 512 | 2560 | 5121 | 10238
S | 3]16 | 31| 63 | 255 | 511 | 2558 | 5121 | 10241
Sy | 316 |31 | 63 | 254 | 511 | 2559 | 5120 | 10240
Sy | 3]16 | 31| 63 | 255 | 511 | 2558 | 5120

Ses | 4|17 | 32| 64 | 256 | 512 | 2558 | 5121 | 10235
Swo | 411632 64 | 256 | 512 | 2560 | 5121 | 10240
Sy | 4116|132 | 64 | 256 | 512 | 2560 | 5121 | 10240
Ssip | 411632 64 | 256 | 512 | 2560 | 5121 | 10240

By observing Table 3, the values in the 5" column give the
LC value of binary sequences of length 512 bits. For
Example the value 256 in 2™ row 5" column is the value of
LC of sub sequence taken from binary sequence
St Sagege, Selecting from Ss...... Ss0.The LC
values in 4™columncorrespond to sequences of length 128
bit. For Example the value in 4™ row 4" column, the LC
value 63 is for sequence S,...... Si5..The LC values in oth
column correspond to sequences of length 20480 bit.

For Example the value in 6™ row 9" column, the LC value
10240 is for sequence Ss;...... Soos12. From the LC values
computed for different lengths considering 8 bit, 16
bit,......... ,20480 bits and randomly choosing the sub
sequences, it is seen that the LC values is found to be
approximately equal to N/2 where N is the sequence length.
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Case 2:
LFSR is initialized for the second time with R;=19bits,
R,=22 bits and R;=23 bits.

Ry--[1 2 0010010000000000 1]
Ry---[1 10000000000110000000 1]
R;-—-[1000010000000000000000 1]

The LC values for sub-sequences of different lengths which
are randomly selected from S; to Sygg99 areshown in the Table
4.1t consists of 9 rows and 9 columns with a total of 81 LC
values for different sub-sequences. Each column has fixed
length starting from 8 bit, 32 bit, upto 20480 bit.

The row consists of sub-sequences with initial bit positions
(IBP) Sy, Sg, Si6, S7s, till Sig00. From the generated sequence,
the sub-sequences are selected where S5 starts from 75"t
of generated sequence, S;¢ start from 16" bit of generated
sequence and similarly other sub-sequences are chosen. The
table has LC for each sub-sequence with known sequence
range and lengths respectively.

Table 4: LC for sequences starting from length 8 to 20K bit

Length of binary sub-sequence in bits

IBP 8 [ 16|64 128 | 256 | 1K | 5K | 10K | 20K
S; [ 4] 8 |32] 64 | 128|512 | 2560 | 5120 | 10241
Sg | 4] 8 |32] 64 [[128 | 512 | 2560 | 5120 | 10241
S | 4| 8 |32 64 | 128 | 512 | 2560 | 5120 | 10241
S | 3] 9 |33 64 | 128 | 512 | 2560 | 5120 | 10241
Sio | 4| 8 [ 32| 64 | 128 | 512 | 2560 | 5120 | 10241
Ssoo | 3 | 7 | 31| 63 | 127 | 511 | 2559 | 5119 | 10240
Seoo | 4 | 8 | 32| 64 | 128 | 512 | 2560 | 5121 | 10240
Siso | 4| 8 | 32| 64 | 128 | 512 | 2560 | 5121 | 10240
S0 | 4| 8 | 32| 64 | 128 | 512 | 2560 | 5121 | 10240

By observing Table 4, the values in the 5" column give the
LC value of binary sequences of length 256 bits. For
Example the value 128 in 2™ row 5" column is the value of
LC of sub sequence taken from binary sequence
St Sage09, Selecting from Ss...... Soes. The LC
values in 2"column correspond to sequences of length 16
bit. For Example the value in 4™ row 2" column, the LC
value 9 is for sequence Ss...... Se1. The LC values in 9™
column correspond to sequences of length 20480 bit.

For Example the value in 7" row 9" column, the LC value
10240 is for sequence Sg...... S,0980- From the LC values
computed for different lengths considering 8 bit, 16 bit
, 20480 bits and randomly choosing the sub
sequences, it is seen that the LC values is found to be
approximately equal to N/2 where N is the sequence length.

6.1 Linear Complexity Profile (LC Profile)

The LC profile shows a graph of LC values plotted along x-
axis for given sequence length (N). The LC value increases
with increase in sequence length. The N/2 line is exactly at
45 degree inclined with respect to x-axis for each graph
shown in Table 5.

Considering the first row of a sequence s; from Table 4, the
binary sequence lengths starts from 8 bit to 1024 bit. The LC
values are plotted separately in each graph for each sub
sequence.

Table 5 : LC Profile for Binary Sequences
LC Profile

“LCprofe” "LC profle”

L= L(Sn)----=
L= L(Sm)—=

W ' wes

(a): For 8 bit sequence (b): For 16 bit sequence
length length

"L profile” LG profe”

L= L(Sn)-->
L= L(Sn)-->

(c): For 64 bit sequence (d): For 128 bit sequence
length length

1Cpofle” “Lepufle”

ST —
L(Sn)---=>

.
L

N> : : ’ ! N>
(e): For 256 bit sequence (f): For 1024 bit sequence
length length

From Table 5 (a), the LC values obtained are plotted for
sequence sl of length 8 bit. Similarly in (b), the LC plot for
sequence of length 16 bit, in (c) LC plot for length 64 bit,(d)
LC plot for length 128 bit,(e) LC plot for length 256 bit,(f)
LC plot for length 1024 bit is shown. It is seen that LC line
closely follows N/2 line for randomly chosen sequence of
different lengths considered in this investigating. This nature
of LC profile is desirable for sequences to be random.

7. Conclusion

The modified A5 algorithm is proposed for generation of
random binary sequences of different lengths. Binary
sequences are obtained and their LC and LC profile are
studied. It is found that LC values approximately follows N/2
where N is length of binary sequence which is good indicator
for randomness of sequence generated.
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