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Abstract: Cryptosystem is a system which is used for network security for data transmission. By using this technique we can send any 

data from one place to another place and no unauthorized person can access or misuse this data. So this is a secure data transmission 

technique. There are many types of algorithms may be used according to user. In past time the user encodes the  text data manually and 

then authorized person decode the data manually so it was much time taking and also security level was much low but  there was no 

security for images and video. So in 1977   Ron Rivest, Adi Shamir, and Len Adleman introduce a new technique that is called 
cryptosystem or cryptography. In this implementation includes three parts: key generation, encryption and decryption   process. The 

key generation stage aims to generate a pair of public key and private key, and then the private key will be distributed to receiver 

according to certain key distribution schemes. We use Verilog to design these modules using Verilog HDL and synthesize the design 

with the help of Xilinx and Isim simulator. 
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1. Introduction 
 

This paper proposes the hardware implementation of RSA 

encryption/decryption algorithm using Xilinx and Isim 

simulator. Cryptosystem is a system which is used for 

network security for data transmission. First ever in 1977   
Ron Rivest, Adi Shamir, and Len Adleman introduce this 
technique so based on the scientist name its name is RSA 

cryptosystem. RSA is one of the first practicable     public -

key cryptosystems   and      is widely used for secure data 

transmission.Data communication uses RSA for key 

exchange. In such a cryptosystem, the encryption key is 

public and differs from the decryption key which is kept 

secret. RSA is widely used for securing sensitive data, 

particularly when being sent over an insecure network such 

as internet. The cipher text can be decrypted at receiver side 

by RSA secret key.  

 

The RSA algorithm is indeed among the strongest, but can it 

withstand anything? Certainly nothing can withstand the test 

of time. In fact, no encryption technique is even perfectly 

secure from an attack by a realistic cryptanalyst. Methods 

such as brute-force are simple but lengthy and may crack a 

message, but not likely an entire encryption scheme. 

 

We must also consider a probabilistic approach, meaning 

there's always a chance someone may get the \one key out of 

a million". So far, we don't know how to prove whether an 

encryption scheme is unbreakable. Despite years of attempts, 

no one has been known to crack either algorithm. Such a 

resistance to attack makes RSA secure in practice. 

 

To show that RSA is secure, we will consider how a 

cryptanalyst may try to obtain the decryption key from the 

public encryption key, and not how an intruder may attempt 

to steal" the decryption key. This should be taken care of as 

one would protect their money, through physical security 

methods. 

 

These are simulated in Xilinx and hardware is synthesized 

using RTL Compiler. In this a third party generates a pair of 

public key and private key . Public key is distributed to 

transmitter and private key distributed to receiver. Generally 

public key and private key both are related to each other but 

both are different.[1,2,3,5,10,12] 

 

2. The RSA key generation algorithm  
 

Step 1: First ever we generate two prime numbers. 

Prime no. those no. which are divisible by either by one or by 

self e.g. 2, 5,7,11 etc. These prime no. can be generate 

randomly but these two no. should not be equal. 

  

Let two prime no. p and q.  And p ≠ q 

e.g.   p= 2and q= 5 

 

Step 2: Calculate the multiplication of two prime numbers p 

and q and we get the value of n. 

                      n = p × q 

                      n= 2×5=10 

 

Step 3:  Calculate ɸ(n) =(p-1) × (q-1) 

                             ɸ(n) =1×4 = 4 

 

Step 4:  Select ‘e’ such that ‘e’ is relatively prime to ɸ(n) = 4 

or GCD(e, ɸ(n)) = 1 and less than ɸ(n). So here we choose 

the value of ‘e’ is 3. Because 3 is prime no. and also exist 

between 1 and 4. 

 

Step 5:  In this step we determine the value of ‘d’ Such that 

‘de = 1 mod ɸ(n)’ or ‘de mod ɸ(n) = 1’. It means that we 

already know the value ‘e’.and we have to select the value ‘d’ 

in such manner that above condition should be satisfied. 

e.g.  Here ‘e’ = 3 and ɸ(n) = 4 condition   is  ‘de mod ɸ(n) = 

1’.  Divide the value ‘de’ by ɸ(n) and remainder should be 1. 

So choose d = 3. If‘d’ = 3 and ‘e’ = 3 then ‘de’ = 9. Divide 9 

by 4 and get remainder 1. 
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Finally we get the value of ‘n’,’e’ and ’d’.In this encryption 

key will be (e,n) and decryption key (d,n). Encryption and 

decryption have the following form, for some plaintext block 

M and cipher text 

C = M^e (mod n).   (Encryption) 

Let,  Massage(M) = 7; 

        C = 7^3 (mod 10) 

        C = 3 

 
By using the formula cipher text again gives the massage 

text. 

M = C^d( mod n).    (decryption) 

      = 3^3(mod10) 

       =  7 

So here decrypt the signal and we get result 7 which was the 

massage signal we have given.[2,3,4] 

 

3. Implementation Process of RSA 

Cryptosystem 
 

3.1. Random Number Generator 

  

For implement the RSA cryptosystem first ever we generate 

random number. To generate Random Number we use Linear 

Feedback Shift Register (LFSR) linear feedback shift register 

can generate a (2n-1)-bit long random sequence without 

repeating. In this we have use 16-bit LFSR.  
 

In LFSR  There is 16 registers and one XOR gate it perform 

XOR operation between 15
th

 bit and first bit and give the 

feedback to 15
th

 register and shift the bit for every clock is 

applied. The fig. of LFSR is shown below.[2,3,6,7] 

 

 
Structure of the 16-bit LFSR  

  

3.2. Primality tester 

 

The basic purpose of  Primality tester is that to test the 

random number that it is prime or not. First LFSR generate 

the number randomly in this all number takes place. But here 

we required only prime so after LFSR Primality tester is 

required.  

 
                         Structure of the Primality tester 

 

The process is stopped as soon as two prime numbers are 

generated. Flowchart for Random number Generator is 

shown above.[2,3,8,9] 

 

3.3 Complete RSA key generation system 

 

 
Block diagram of RSA key generation system 

 

As we get the value of two prime numbers we will get the 

value of n and ɸ(n).And by using this value we will get the 

value of ‘e’ and ‘d’ as the method explained above. So 

encryption key is (e,n) and decryption key (d,n).[1,2,3] 

 

3.4 Encryption Process 

 

When we know the value of e, n and d then we implement a 

verilog program in which a message signal gives as a input 

then cipher text comes out as a output using the formula [1, 

2, 3] 

                             C = M^e (mod n). 
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Block diagrm of Encryption 

 

Here ‘M’ is the message signal  

         ‘e’  is encrypt  key 

         ‘n’ is the multiplication of two prime numbers. 

 

Let,  Message(M) = 7, ‘e’ = 3 and ‘n’ = ‘10’ 

        C = 7^3 (mod 21) 

        C = 3 (cipher text) 
 

3.5 Decryption Process 

 

In decryption the process is same as the encryption in this 
process only we use the value of ‘d’ in place of ‘e’ .In this the 

cipher text is given as input in modular exponential and we 

get same message as the output which we have applied as 

input in the encryption.[1,2,3] 

 

  
The RSA decryption structure 

 

M = C^d( mod n).    (decryption) 

      = 3^3(mod10) 

       = 7 

So here decrypt the signal and we get result 7 which was the 

message signal we have given. 

 

4. Simulation Result  
 

We design the VERILOG code for RSA cryptosystem. As we 

know that VERILOG is a hardware descriptive language. 

We use Xilinx software and I-Sim simulator to simulate the 

program and get result. We apply input 7 we get cipher text 3 

and output again get 7 which message signal we have 

applied. 

 

 
 

                             Simulated Waveform 

 

5. Power Analyzer 
 

 
   

Power Consumption Report 

Here we can see that power consumption of our device is 0.6 

watts. We are trying to reduce power.  

 

6. Conclusion 
 

A cryptosystem is simply an algorithm which converts the 

input data plaintext into something cipher text and converts 

the unrecognizable data back to its original form. In this 

implementation a 16-bit RSA circuit is made using Verilog. 

The basic RSA circuit including Key generation, data 

encryption and data decryption. We are using here 

VERILOG hardware descriptive language to enhance the 

security. By using verilog a million of gates can be design on 

a small chip and power consumption is very low. The 

software we use Xilinx and I-sim simulator is used to 

simulate the design. Here security level is high because here 

16- bit LFSR is used to generate random number. This design 

assurance that the communicating entity is the one claimed, 

prevention of the unauthorized use of a resource, protection 

of data from unauthorized disclosure and assurance that data 

received is as sent by an authorized entity.So finally The 

RSA cryptosystem is a technique by using which we can send 

data to any one by secure way and we are trying to do best to 

improve this technology. 
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