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Abstract: The main objective of this project is to detect the loss of ATM card and to send a message. In this Project Access to the ATM
is given by using the Smart Card Technology. In this system, the Smart Card, which contains the tagged data of the object generates a
signal containing the respective information which is read by the card reader, which then may pass this information to a processor for
processing the obtained information for that particular information. Based on the information from the tags access can be given or

denied. In this project to display the permission status LCD is used.
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1. Introduction

Security of persons and information has always been a major
issue. We need to protect our homes and offices; and also the
information we transmit and store. Developing embedded
systems for security applications is one of the most lucrative
businesses nowadays. Security devices at homes, offices,
airports etc. for authentication and verification are embedded
systems. Encryption devices are nearly 99 per cent of the
processors that are manufactured end up in~ embedded
systems. Embedded systems find applications in. Every
industrial segment- consumer electronics, transportation,
avionics, biomedical engineering, manufacturing, process
control and industrial automation, data communication,
telecommunication, defense, security etc. used to encrypt the
data/voice being transmitted on communication links such as
telephone lines. Biometric systems using fingerprint and face
recognition are now being extensively used for user
authentication in banking applications as well as for access
control in high security buildings.

An embedded system is a combination of software and
hardware to perform a dedicated task. Some of the main
devices used in embedded products are Microprocessors and
Microcontrollers .Microprocessors are commonly referred to
as general purpose processors as they simply accept the
inputs, process it and give the output. In contrast, a
microcontroller not only accepts the data as inputs but also
manipulates it, interfaces the data with various devices,
controls the data and thus finally gives the result.

2. Implementation

Smart Card contains the code which is unique for each user
and whenever a person wants to access his Smart Card, he
should enter the correct PIN number to access it. This
password is programmed in the microcontroller in advance,
so if the given password does not matches with the existing
one a massage is delivered to the user of the card using GSM
modem.

-
~USER AUTHENTICATIO

()
,N/

Z

|
CHOOSE FUNCTION

- ACTOR SATISFIED
NO
YES ' \
PROC BLOCK
U N
Op

EED
—‘_

Figure 1: Functioning of the program

We need to send OTP as well as GPS location if OTP
doesn’t matches, GPS location send to the user through
GSM. GSM as well as GPS also works on serial
communication but we have only two RX (P3.0) and TX
(P3.1) pins for controller for serial communication.

3. Text Message

The lack of encryption on SMS messages is an area of
concern that is often discussed. This concern sometimes
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arises within the group of the bank’s technology personnel,
due to their familiarity and past experience with encryption
on the ATM and other payment channels. The lack of
encryption is inherent to the SMS banking channel and
several banks that use it have overcome their fears by
introducing compensating controls and limiting the scope of
the SMS banking application to where it offers an advantage
over other channels. SMS banking services are operated
using following two types of messages.

3.1 Pull Messages

Pull messages are those that are initiated by the customer,
using a mobile phone, for obtaining information or
performing a transaction in the bank account. Examples of
pull messages for information include an account balance
enquiry, or requests for current information like currency
exchange rates and deposit interest rates, as published and
updated by the bank.

3.2 Push Messages

Push messages are those that the bank chooses to send out to
a customer's mobile phone, without the customer initiating a
request for the information. Typically push messages could
be either Mobile marketing messages or messages alerting an
event which happens in the customer's bank account, such as
a large withdrawal of funds from the ATM or a large
payment using the customer's credit card, etc.

The SMS banking channel also acts as the bank’s means of
alerting its customers, especially in an emergency situation;
e.g. when there is an ATM fraud happening in the region, the
bank can push a mass alert (although not subscribed by all
customers) or automatically alert on an individual basis when
a predefined ‘abnormal’ transaction happens on a customer’s
account using the ATM or credit card. This capability
mitigates the risk of fraud going unnoticed for a long time
and increases customer confidence in the bank’s information
systems.

Another type of push message is One-time password (OTPS).
OTPs are the latest tool used by financial and banking
service providers in the fight against cyber fraud. Instead of
relying on traditional memorized passwords, OTPs are
requested by consumers each time they want to perform
transactions using the online or mobile banking interface.
When the request is received the password is sent to the
consumer’s phone via SMS. The password is expired once it
has been used or once its scheduled life-cycle has expired.

ATM

One Time
Password

User Cellphone
Figure 2: SMS from ATM to Cell Phone

4. One Time Password (OTP) Implementation

A one-time password (OTP) is a password that is valid for
only one login session or transaction, on a computer system
or other digital device. OTPs avoid a number of
shortcomings that are associated with traditional (static)
password based authentication; a number of implementations
also incorporate two factor authentication by ensuring that
the one-time password requires access to something a person
has (such as a small keyring fob device with the OTP
calculator built into it, or a smartcard or specific cellphone)
as well as something a person knows.

The most important advantage that is addressed by OTPs is
that, in contrast to static passwords, they are not vulnerable to
replay attacks. This means that a potential intruder who
manages to record an OTP that was already used to log into a
service or to conduct a transaction will not be able to abuse
it, since it will be no longer valid. A second major advantage
is that a user who uses the same (or similar) password for
multiple systems, is not made vulnerable on all of them, if the
password for one of these is gained by an attacker. A number
of OTP systems also aim to ensure that a session cannot
easily be intercepted or impersonated without knowledge of
unpredictable data created during the previous session, thus
reducing the attack surface further.
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Third Party Screen
Welcome ICIC Bank
Welcome Ayesha
Enter PIN

*kkx

Success...OTP has been generated and send to your mobile
0123456789

Enter OTP
*hkk

Transaction Successful...
Figure 3: Simulation Result I: For correct OTP

Third Party Screen
Welcome ICIC Bank
Welcome Ayesha
Enter PIN
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Success.... OTP has been generated and send to your mobile
0123456789

Enter OTP
*kk*k

Entered OTP is Incorrect
Transaction Fail...
Figure 4: Simulation Result I1: For Incorrect OTP

Third Party Screen
Welcome ICIC Bank
Welcome Ayesha
Enter PIN

*kkk

Entered PIN is Incorrect
Transaction Fail...
Figure 5: Simulation Result I11: For Incorrect PIN

4.1 How OTP’s are Generated and Distributed

OTP generation algorithms typically make use of
pseudorandomness or randomness, making prediction of
successor OTPs by an attacker difficult, and also hash
functions, which can be used to derive a value but are hard to
reverse and therefore difficult for an attacker to obtain the
data that was used for the hash. This is necessary because
otherwise it would be easy to predict future OTPs by
observing previous ones. Concrete OTP algorithms vary
greatly in their details. Various approaches for the generation
of OTPs are listed below:

e Based on time-synchronization between the authentication
server and the client providing the password (OTPs are
valid only for a short period of time)

e Using a mathematical algorithm to generate a new
password based on the previous password (OTPs are
effectively a chain and must be used in a predefined order).

e Using a mathematical algorithm where the new password is
based on a challenge (e.g., a random number chosen by the
authentication server or transaction details) and/or a
counter.

There are also different ways to make the user aware of the
next OTP to use. Some systems use special electronic
security tokens that the user carries and that generate OTPs
and show them using a small display. Other systems consist
of software that runs on the user's mobile phone. Yet other
systems generate OTPs on the server-side and send them to
the user using an out-of-band channel such as SMS
messaging. Finally, in some systems, OTPs are printed on
paper that the user is required to carry.

4.2 Methods of Delivering the OTP’s

4.2.1 Text messaging

A common technology used for the delivery of OTPs is text
messaging. Because text messaging is a ubiquitous
communication channel, being directly available in nearly all
mobile handsets and, through text-to-speech conversion, to
any mobile or landline telephone, text messaging has a great
potential to reach all consumers with a low total cost to
implement. However, the cost of text messaging for each
OTP may not be acceptable to some users. OTP over text
messaging may be encrypted using an A5/x standard, which
several hacking groups report can be successfully decrypted
within minutes or seconds, or the OTP over SMS might not
be encrypted by one's service-provider at all. In addition to
threats from hackers, the mobile phone operator becomes
part of the trust chain. In the case of roaming, more than a
single mobile phone operator has to be trusted. Anyone using
this information may mount a man-in-the-middle attack.

4.2.2 Mobile phones

A mobile phone keeps costs low because a large customer-
base already owns a mobile phone for purposes other than
generating OTPs. The computing power and storage required
for OTPs is usually insignificant compared to that which
modern camera-phones and smartphones typically use.
Mobile phones additionally support any number of tokens
within one installation of the application, allowing a user the
ability to authenticate to multiple resources from one device.
This solution also provides model-specific applications to the
user's mobile.

5. Experimental work

5.1 Complete Hardware development of this project for
ATM security system
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5.2 RFID Cards

6. Conclusion

This Project provides secure accessing of the smartcard if an
unauthorized person access the card, a message will be
generated automatically. We can use the two passwords for
the better security one password can used to detect the smart
card and another password can be used for the transaction.
Using this method we can provide the better security for the
smart card users. This project entirely depend on RFID and
GSM technologies where the RFID read the card information
and also accessing and GSM is used to send the SMS to card
user when the card is theft GSM and RFID communicate
using serial communication port RS232. This project
provides secure accessing of the smart card. If an
unauthorized person accesses the card, a message will be
generated automatically.
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