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some solution, but this is still unsure. The desired code
length also remains evasive, and this comes to affect the
necessity for error-correction codes. The fact that false
rejection rates are lower bounded by error-correction
capacities emerges as a great challenge since each change
can make the system more vulnerable. The representation of
the feature can bring better results but it may necessitate
extended efforts in the direction of combination of many
different templates using the fuzzy vault schemes
methodology. Finally, from a biometric template protection
perspective, the length of the keys remains a major topic for
discussion. In conclusion, experiments that have been
carried out in different studies with use of multiple
combinations of biometric samples from the same identity
and implemented in several template protection
technologies, illustrate significant improvements with
regards to reliability of the relevant applications. Different
proposals of frameworks for the design of cryptosystems or
cancelable biometrics that contain many modalities, have
been presented enriching this research field. In spite of the
encouraging results, several other issues might occur and
demand further investigation [23]. Current literature studies
are focused on the possibility to establish a generic model,
which will cover the necessity for irreversibility and unlink
ability, and secure enough to be used in many applications.
The next section is dedicated to the emerging issues, from
biometrics recognition to the protection categories, as those
were presented above.

6. Conclusions and Discussion

In this work, we have presented a concrete approach on the
protection of multimodal biometric templates, underlying
critical privacy issues, while focusing on the suggestions for
future research. Multimodal biometric systems are mostly
discussed for the impact of their use on publicly accepted,
reliable identification systems [31,53], overcoming the
obstacles of uni-modal ones. Researchers propose different
methods for combination of biometric traits, testing the
possibilities that can induce to an effective fusion scheme
for highly accurate recognition systems. During this study,
there is an analysis of the three main fusion levels, in terms
of theoretical [37] and recently published experimental
knowledge [6,43]. The limitations of the single characteristic
as a verification tool are revealed, while the vitality of
multimodalities against fraudulent technologies is under
examination. While biometric vendors are deploying multi
biometric systems, at the same time concerns arise from the
storage and misuse of the data [9]. The security of the
templates is especially crucial for the confidentiality and
integrity of this sensitive information. In the direction of
facing a number of threats, works on the two main
categories of biometric template protection schemes offer
important advantages [19]. However, the significant number
of studies on single biometric data [51] and the lack of
security for multimodalities beyond their advantages, shift
the organized and dedicated efforts to the connection of
these areas. The incorporation of multiple biometrics in
template protection schemes seems that can offer
suggestions for solution against many drawbacks, while new
security interrogations arise. During the last years, studies
attempt to generate a compact generic framework and
evaluate each proposed multimodal cryptosystem on large-

scale datasets. In this line, there are still many open research
questions, and the merit of biometric cryptosystems should
ideally be expanded. The nature and privacy properties of a
system, that can be used in a generalized multimodal way,
are highly counter-intuitive and deserve a deeper exposition
and evaluation of the ways that could significant to the
problematic areas. Summarizing, the selection of the optimal
fusion level and the choice for the appropriate modals as
well as their combination present special interest, because
they are the basic challenges in the requirements of each
system according to the application design. After all,
biometrics is the new digital enabler in a fast advancing
technological world and their greatest strength is their
unigueness, which is also one of their greatest weakness.
And if biometric elements are compromised during the
verification process, the identity of the user is the primary
concern. And it is at this point where cryptographic issues
for multi biometrics need to be further investigated.
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