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Abstract: Cloud computing has being defined as a pool of virtualized computing resources. Due to this virtualization, there is an
immense growth in applications of cloud computing. One of the important fields is Personal Health Records. In recent years, personal
health records (PHR) has transpired as a patient-centric model for exchanging health information. The health information is
outsourced to a third party like cloud service providers. But what if the service providers are compromised, this may create a huge threat
to the patient’s information. Personal Health Records enables patients to manage their own medical records in a centralized way. But
by storing PHRs in the cloud, the patients lose physical control to their personal health data, which makes it necessary for each patient
to encrypt their PHR data before uploading to the cloud servers. In our proposed framework we securely share PHR files with finegrained access. The framework efficiently handles the prime challenge of key management brought by introduction of multiple PHR
users and owners. The framework addresses the unique challenges brought by multiple PHR owners and users, in that it will also
reduce the key management complexity while enhance the privacy guarantees compared with previous works. The solution for securely
storing PHR on cloud can be proved as both scalable and efficient though implementation and simulation.
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1. Introduction
In recent years, personal health record (PHR) has emerged as
a patient-centric model of health information exchange. A
PHR service allows a patient to create, manage, and control
her personal health data in a centralized place through the
web, from anywhere and at any time (as long as they have a
web browser and Internet connection), which has made the
storage, retrieval, and sharing of the medical information
more efficient. Especially, each patient has the full control of
her medical records and can effectively share her health data
with a wide range of users, including staffs from healthcare
providers, and their family members or friends. In this way,
the accuracy and quality of care are improved, while the
healthcare cost is lowered.
The PHR providers are more and more willing to shift their
PHR storage and application services into the cloud instead
of building specialized data centers, in order to lower their
operational cost. For example, two major cloud platform
providers, Google and Microsoft are both providing their
PHR services, Google Health1 and Microsoft HealthVault2.
While it is exciting to have PHR services in the cloud for
everyone, there are many security and privacy risks which
could impede its wide adoption. The main concern is about
the privacy of patients’ personal health data and who could
gain access to the PHRs when they are stored in a cloud
server. Since patients lose physical control to their own
personal health data, directly placing those sensitive data
under the control of the servers cannot provide strong privacy
assurance at all.
The PHR data could be leaked if an insider in the cloud
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provider’s organization misbehaves, due to the high value of
the sensitive personal health information (PHI). Since cloud
computing is an open platform, the servers are subjected to
malicious outside attacks. To deal with the potential risks of
privacy exposure, the proposed methodology is developed to
secure the personal health record.

2. System Architecture
As shown in figure 1, any user can create personal health
record and store it on cloud server. Such user is known as
PHR owner. Patient having PHR for storing health related
information on cloud has all access control of creating,
managing and controlling his/her record. Records are fully
controlled by the patient for maintaining security of data
sharing and access control of the records. Homomorphic
Encryption is used for ensuring the high degree of patient
privacy PHR is stored in an encrypted format. Only
authorized users have rights to access the PHR.
To maintain the security of data storage and reducing the key
management for the owners and users, users are categorized
into multiple security domains. Personalized fine-grained role
based access policies are specified for file encryption in the
proposed mechanism for key distribution and encryption of
records. In case of emergency of any type emergency
department i.e. ED has a control on the PHR of the patient.
In the case of any emergency, emergency staff communicates
with the ED. ED provides access to the PHR record by
verifying the emergency situation and its identity and also
provides the temporary read key for accessing the record [1].
Homomorphic encryption technique is used for maintain the
security and scalability of personal health records and also
provides role based access policies to the user. With this
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mechanism cloud can perform operations on encrypted data
and send this patient updates, alerts based on the received
data.

Hard Disk - 80 GB
4.2 Software Requirements
Operating System- Linux or Windows
Application Libraries: Java Vaadin framework, Maven
plugin, core java and MySQL Connector
Language: J2EE and Java
Front End - Java vaadin UI
Database: MySQL Server

5. System Detailed Design Diagram
5.1 Data Flow Diagram
The Data Flow Diagram (DFD) is a graphical representation
of the flow of data through a system. It enables, to represent
the processes in the system from the viewpoint of data. The
DFD of the proposed system is shown below. The input and
output are the source node and destination node respectively.
The data flow in the system is shown with different level of
DFDs. Figure 2, 3 and 4 shows the different levels of DFDs.
Figure 1: System Architecture

3. Description of Modules
The framework is divided into following modules:
Figure 2: DFD Level-0

3.1 Key Generation Module
By using Elgamal homomorphic encryption algorithm we
will generate two keys i.e. private key ’privk’ and public key
’pubk’.
3.2 Encryption & Decryption Module
A key is used to encrypt and decrypt whatever data is being
encrypted /decrypted. In proposed system data is stored in
encrypted format. Anyone can download encrypted PHR but
only those users can read data that provides corresponding
decryption key. The algorithms used for Encryption and
Decryption are described in the next subsection.

Figure 3: DFD Level-1

3.3 Role Based Access Policy
In this module users of PHR system are divided into multiple
security domains and assign access control for the PHR that
greatly reduces the key management for owners and users.
Users like PHR owner, doctor, family members, friends,
researchers, emergency staff access, and access by cloud
provider.

4. Software & Hardware Requirement
The system will require minimum two machines with
following configuration:
4.1 Hardware Requirements
Processor: core2duo (& onwards)
RAM - 2 GB (min)
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Figure 4: DFD Level-2
5.2 System Activity Diagram
Activity diagrams are graphical representations of workflows
of stepwise activities and actions. In the Unified Modeling
Language, activity diagrams show the overall flow of control.
The figure 5 illustrates the complete flow of system.
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6. Result Analysis
Figure 7, shows the first window used for signing on the PHR
system for PHR owner and doctor. This form provides the
authentication for the input values. All the fields provided
should be filled by user.

Figure 5: System Activity Diagram
Figure 7: Sign up form

5.3 System Sequence Diagram
Sequence diagrams describe interactions among classes in
terms of an exchange of messages over time. Interaction
among the components of a system is very important from
implementation and execution perspective. The interaction of
various components of proposed system is depicted in the
following figure 6.

User

Figure 8, shows the login window for all the users (PHR
owner, doctor, friend, family) on PHR system.

Cloud Server

Data Owner
1 : Upload Files()

2 : Create accounts of family friends & in case of emergency()

3 : Send username and password()
Validate credentials
4 : Share secret Key()
5 : Search Files()

6 : Respond with required files()

7 : In case of emergency access()

Figure 8: Login window for all users
Figure 9, 10 shows the dashboard of the PHR owner. Owner
has the menus of uploading records, updating his personal
information, managing the accounts of friends and family
members.

8 : Temporary access using emergency credentials()

Download Files

Figure 6: System Sequence Diagram
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Figure 12, illustrates show the uploaded files of PHR owner.
Owner requires the private keys those were sent to his mail at
the time of uploading, for accessing those files. Only users
having the keys have rights to download the files. This
provides the security for managing the record on cloud. The
uploaded files are stored on cloud in an encrypted format.

Figure 9: Dashboard of PHR owner

Figure 12: PHR owner files
Figure 13, 14, illustrates the dashboard of doctor. Doctor has
the facility of viewing the profile of patient. He can also view
the files of patient. For accessing the uploaded files of patient
the doctor requires the private keys those were sent to his
mail account. This maintains the security of patient’s health
record. Only authorized user has the rights to access the
records.

Figure 10: PHR owner profile
Figure 11, illustrates PHR Owner Add friend and family
members to access his records and secret key is sent to the
mail at the time of account creation.

Figure 13: Doctor’s Dashboard

Figure 11: PHR owner manages other accounts
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2)

3)

4)
5)

Cloud computing. To enhance the fully patient centric
concept and its privacy each PHR file is encrypted which
also allows fine grained data access.
The user doesn’t need to locally store their data. So there
is burden of managing data at local site. User can rely on
cloud service provider for the storage of their data.
The framework efficiently handles the prime challenge of
key management brought by introduction of multiple PHR
users and owners.
Homomorphic Encryption is used for security purpose
and for key management.
The key idea is to divide the system into multiple security
domains (namely public domains and personal domains)
according to the different user’s data access requirements.
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The system focuses on the multiple data owner scenario, and
divides the users in the PHR system into multiple security
domains that greatly reduces the key management complexity
for owners and users. It bridges the above gaps by proposing
a unified security framework for patient-centric sharing of
PHRs in a multi-domain, multi-authority PHR system with
many users. The framework captures application level
requirements of both public and personal use of a patient’s
PHRs, and distributes users’ trust to multiple authorities that
better reflects reality.

8. Conclusion
1) The project discusses platform for sharing of personal
health records in the secure and scalable manner by using
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