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Abstract: In this paper, our main issue is an authorization and providing the data security for various applications in web services in a 

network. Cloud Computing is a revolutionary IT field and we are using this technology for various purposes. With the increasing use of 

the data sharing in distributed systems such as online social networks or cloud computing, there is increasing in concerns for data 

security while distributing or sharing data. Here, Ciphertext policy attribute-based Encryption(CP-ABE) is becoming cryptographic 

solution to above issue of secured data sharing among network. Also, we will have these achievements :1) key escrow problem could be 

solved by escrow-free key issuing protocol, where key is generated using the secure two-party computation between the key generation 

center and the data-storing center 2) fine-grained user revocation per each attribute could be done by using anonymous id algorithm 

where sharing of data will be done on attribute basis. 
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1. Introduction 
 

Cloud Computing is a revolutionary IT field in today's 

world. With the recent development in network and 

computing technologies, people can share their private data 

with their closed one’s among network. So, for sharing data, 

the use of cloud computing is increasing. People can share 

their private data through online social media like Facebook, 

what’s app, etc. In this way, due to the development and 

increasing use of internet, people from various parts of 

world are coming closer. Also, while sharing the data among 

network, some security problems and access control problem 

may arises, which we have to handle in this paper. Improper 

use of the data by the storage server or unauthorized access 

by outside users could cause threats to data. People would 

like to make their sensitive or private data only accessible to 

the authorized people with credentials they specified. 

Attribute-based encryption (ABE) is a promising 

cryptographic approach that achieves a fine-grained data 

access control. A Ciphertext policy attribute-based 

Encryption (CP-ABE) is cryptographic solution to the issue 

of secured data sharing among network. This will enable 

data owners to define their own access policies over user 

attributes and enforce the policies on the data to be 

distributed or shared among different people in network. 

Thus, each user with a different set of attributes is allowed to 

decrypt different pieces of data per the security policy. 

Also, while using CPABE , some problems may occurs. The 

key generation center (KGC) generates private keys of users 

by applying the KGC’s master secret keys to users’ 

associated set of attributes. As there is only one person who 

is responsible for making key, we cannot trust on that 

person. Because KGC is generating key, so if possible KGC 

can also decrypt it and we can loose security while sharing 

data. So, we have to solve this problem. Another challenge 

is key revocation. some users may change their attributes at 

some time, and so some private keys might be compromised, 

then the key revocation or update for each attribute is 

necessary in order to make systems secure.  

 

2. Existing System 
 

In existing system, they have used following methods: 

  

2.1. Two Party Computation(2PC) protocol 

 

The Two party computation protocol helps to share data 

securely. Following things are achieved in existing system. 

 

2.1.1. Key Escrow Problem 

The very first problem occurs is key escrow problem which 

is resolved by a key issuing protocol and the main task of the 

key issuing protocol is that the key issuing protocol 

generates and issues user secret keys by performing a secure 

two-party computation (2PC) protocol between the KGC 

(Key Generation Centre) and the data-storing center with 

their own master secrets. The 2PC protocol restricts them 

from obtaining any master secret information of each other 

such that none of them could generate the whole set of user 

keys alone. Hence, users are not required to fully trust on 

either the KGC or the data storing center in order to protect 

their data to be shared. Data confidentiality and privacy can 

be cryptographically enforced against any curious KGC or 

data-storing center. 

 

2.1.2. Fine Grained User Revocation: 

The immediate user revocation can be done via the proxy 

encryption mechanism along with the CP-ABE algorithm. 

Here, the attribute group keys are selectively distributed to 

the valid users in each attribute group, then those are used to 

re-encrypt the cipher text encrypted under the CPABE 

algorithm. The immediate user revocation enhances the 

backward/forward secrecy of the data on any membership 

changes. Data owners need not be concerned about defining 

any access policy for users, but the data owner just need to 
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define only the access policy for attributes as in the previous 

ABE schemes. Therefore, the proposed scheme is the most 

suitable for the data sharing scenarios where users encrypt 

the data only once and upload it to the data-storing centers 

and leave the rest of the tasks to the data-storing centers 

such as re-encryption and revocation. 

 

3. Data Sharing Architecture 
 

3.1. System Description and Key Management 

 

3.1.1. Key Generation Center 

It is a key authority that generates public and secret 

parameters required for CP-ABE and it is in charge of 

issuing key, revoking key and then updating attribute keys 

for users. It also grants differential access rights to 

individual users based on their attributes. This key 

generating center is quite honest in doing their task, but we 

have to prevent encrypted data so that security should be 

maintained. 

 

3.1.2. Data-Storing Center 

It is an entity that provides a data sharing service. It is in 

charge of controlling the accesses from outside users to the 

storing data and providing some contents services. Also, the 

data-storing center is another key authority that generates 

personalized user key with the help of KGC, and issues and 

revokes attribute group keys to valid users per each attribute, 

which are used to enforce fine-grained user access control. 

The data storing center is also trustworthy like KGC.  

 

3.1.3. Data Owner 

It is a client who owns data, and wishes to upload it into the 

external data-storing centre for ease of sharing or for cost 

saving. A data owner can send any type of data, whatever 

data he wants to send to other person. A data owner is 

responsible for defining (attribute-based) access policies, 

and enforcing it on its own data by encrypting the data under 

the policy before distributing it. 

 

3.1.4. User 

It is an entity who wants to access the data from owner. If a 

user possesses a set of attributes satisfying the access policy 

of the encrypted data and is not revoked in any of the valid 

attribute groups, then user will be able to decrypt the cipher 

text and obtain the data. So the user will get the data 

securely and here sharing of data will occurs 

 

 

Figure 1: Architecture of data sharing system 

 

3.1. Threat Model and Security Requirements 

 

3.1.1. Data confidentiality: 

Unauthorized users who do not have enough attribute 

satisfying the access policy should be prevented from 

accessing the plaintext of the data. So, we can prevent data 

to be accessed by every user. 

 

3.1.2. Collusion resistance: 

Collusion resistance is one of the most important security 

property required in ABE systems. As the number of users 

increases, there may be chances of collusion in network. We 

should handle it properly. 

 

4. Proposed System 
 

We have added some points in existing system. 

 

4.1. Two Party Computation(2PC) protocol: 

 

4.1.1. Escrow-Free Key Issuing Protocol for CP-ABE: 

The KGC and the data-storing center are involved in the user 

key issuing protocol. In this protocol, a user is required to 

contact the two parties before getting a set of keys and the 

secret key is generated through the secure 2PC protocol 

between the KGC and the data-storing center. Both KGC 

and data storing center generates their own master key’s and 

issue independent key components to a users. Then, the user 

is able to generate the whole secret keys with the key 

components separately received from the two authorities, 

here KGC and data storing center. The secure 2PC protocol 

restricts them from knowing each other’s master secrets so 

that none of them can generate the whole secret keys of a 

user alone. As none of them will be able to know each 

other’s master key, so security will be maintained while 

sharing the data among network. To make the key issuing 

protocol escrow free, the CPABE works as follows. 

 

4.1.1.1. Key generation: 

The KGC and the data-storing centre both are involved in 

the following key generation protocol. 

 

 
Figure 2: Key generation protocol. 

 

4.1.1.2. Key Update: 

When a user comes to hold or drop an attribute, its 

corresponding key should be updated to prevent the user 

from accessing the previous or subsequent encrypted data 

for forward or backward secrecy, respectively. Also, the key 

update procedure is done by the KGC when it receives a join 

or leave request from a user for some attributes. On 
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receiving the request from user, the KGC notifies the data 

storing center of the event and sends the updated 

membership list of the attribute group to it. After receiving 

the notification from KGC, the data storing center reissues 

the key for that attribute group and so the sharing will be 

done even after updating key for attribute group. 

 

4.1.2. Encryption and Decryption: 

The encryption and decryption of data is processed using 

RSA algorithm. Here we are implementing RSA algorithm 

to encrypt and decrypt the data by particular users so that 

security will be maintained while sharing the data and also 

the data will be read by only users to which data belongs.  

The RSA algorithm is as follows: 

 

 Choose two large prime numbers p and q. 

 Calculate n=p*q. 

 Select the public key (i.e., encryption key ) e such that it is 

not a factor of  

 (p-1) and (q-1). 

 Select the private key (i.e., decryption key) d such that 

following equation is true: 

(d*e) mod (p-1)*(q-1) =1 

 For encryption, calculate the cipher text to the receiver. 

 Send CT as the cipher text to the receiver. 

 For decryption, calculation the plain text PT from the 

cipher text CT as follows : 

 PT= CT
d 
mod n 

 

4.2. Anonymous ID Algorithm 

Our next most useful task is fine grained user revocation 

which will be possible by implementing Authorization ID 

algorithm. Here, an algorithm for anonymous sharing of 

private data among N parties is developed. Also, this 

technique is used iteratively to assign these nodes ID 

numbers ranging from 1 to N. This assignment of ID’s is 

anonymous such that the identities received are unknown to 

the other members of the group. This assignment of serial 

numbers allows more complex data to be shared and has 

applications to other problems in privacy preserving data 

mining and the collision avoidance in communications and 

distributed database access. Here, the required computations 

are distributed without using a trusted central authority. This 

algorithm is basically used to share complex data among 

network by creating unique Id for each user so that no other 

user will know the ID of each other. 

 

4.2.1. Secure Sum Algorithm: 

Random numbers transmitted by secure sum algorithm: 

 
 

Algorithm is as follows: 

 Given nodes n1,…..,nN each holding an data item di from 

a finitely representable abelian group, share the value 

T=∑di among the nodes without revealing the values di. 

 Each node ni , i =1,…..,N chooses random values ri,1,…..,ri,N 

such that ri,1 +….. + ri,N = di 

 Each “random” value ri,j is transmitted from node ni to nj 

node . The sum of all these random numbers ri,j is, of 

course, the desired total T . 

 Each node nj totals all the random values received as: sj = 

r1,j + rN,j 

 Now each node ni simply broadcasts si to all other nodes 

so that each node can compute: 

T = s1 +….. + sN 

 

4.2.2. Transmitting simple data with secure sum 

 

4.2.2.1. Anonymous data sharing with power sum 

Given nodes n1,….., nN each holding a data item di from a 

finitely representable field F , make their data items public 

to all nodes without revealing their sources. 

 Each node ni computes di
N 

over the field F for 

n=1,2,…..,N. The nodes then use secure sum to share 

knowledge of the power sums: 

 

 
 

 The power sums P1,…..,PN are used to generate a 

polynomial which has d1,…..,dN as its roots using 

Newton’s Identities as developed in [30]. Representing the 

Newton polynomial as 

 

p(x)=cN x
N 
+…..+c1x +c0 

the values c0,…..,cN are obtained from the equations: 

 

 

 The polynomial p(x) is solved by each node, or by a 

computation distributed among the nodes, to determine the 

roots d1,…..,dN. 

The choice cN=-1, chosen for consistency , may be replaced 

by cN=1 .or any other nonzero value. Also, note that in the 

typical case F=GF(P) , the solution for the ci requires finding 

the multiplicative inverse of the coefficients 2,3,…..,N 

modulo P . While the Euclidean algorithm could be used, the 

inverses 1/x can easily be computed in the order by the 

formulae: 

 
After the integer division with remainder r, 1/r will already 

be known, since r<x . 
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5.  Experimental Result 
 

As per the implementation, results are been shown in paper. 

 

 

 
Figure 3: Result of key generation 

 

 
Figure 4: Result of database access 

 

 
Figure 5: Result of Encrypting data using RSA 

 
Figure 6: Result of Decrypting data using RSA 

 

 
Figure 7: Result of creation of unique id for user 

 

 
Figure 8: Result of sharing data attribute-wise 

 

6. Conclusion 
 

The proposed scheme features a key issuing mechanism that 

removes key escrow problem during the key generation. 

This user secret keys are generated through a secure two-

party computation such that any curious key generation 

center or data-storing center cannot derive the private keys 

individually. The key generation takes place by two party 

computation protocol between KGC and data storing center. 

Also, the attribute wise sharing is possible using CPABE 

and anonymous ID algorithm where unique id is created for 

each user. Thus, the proposed scheme enhances data privacy 

and confidentiality in the data sharing system against any 

system managers as well as outsiders in the network.All this 

work is shown in this paper by implementing it. 
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