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Abstract: This paper introduces images based Graphical Password to protect user data or unauthorized access of information. In that
password is created from images and text password. Current system is based on only text password but it has disadvantages small

password mostly used and easy to remember. This type of password is easy to guess through different attack i.e. dictionary attack and
brute force attack. In this paper we have proposed a new image password scheme. In this Recognition based technique is used with

Alpha-Numerical password which provide more security and easy to remember text and graphical password.
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1. Introduction

Security is most important in our daily life. There are Three
types of Authentication 1) Biometric based Authentication 2)
Token based Authentication 3) Knowledge based
Authentication [4]. Graphical Password was originally
defined by Blonder (1996). Knowledge based authentication
can be possible by using Text based Password and Graphical
Password. Text Based Password is based on numerical value,
alphabets and some special characters. Graphical password is
based on Recognition techniques, Recall Based Techniques
and Cued Recall Based Techniques. Recognition Based
System also has known as Cogno metric Systems [3] or
Searchmetric Systems. This technique is based on images.
During Registration time user has to select image from
predefined images. For successful login user must has to
select this images. Recall based System also known as drawn
metric systems [3] because users recall and reproduce a
secret drawing. In these systems users typically draw their
password either on blank canvas or on a grid. Recall is a
difficult memory task for remembering a password. Cued
Recall Based System is also known as loci metric systems
[3]. In these systems identifying specific locations. In this
system provides a framework of reminders, hints and gestures
for the users to reproduce their passwords or make a
reproduction that would be much more accurate.

2. Proposed System

My Proposed System is divided into two parts 1) Registration
Phase 2) Login Phase.

Registration Phase:

Registration Phase is divided into three phase:

First Phase
e In user has to enter the basic details like name, birthdate,
email id, phone number.

Second Phase:
e In User has to enter the Username and Text Password.

Third Phase:
o In third phase User has to enter Graphical Password based
on selection of the images from the Groups. In that three

groups are there Famous Places, Famous People and
Reputed Company Name in the world.

o User has to select at least one image from one group and
maximum image selection for each group is only two

Login Phase:
Login Phase is divided into two phases:

First Phase:

o In first phase for existing user has to enter user name and
text password.

o If password is wrong which does not match with User
Name then user must check its username.

Second Phase:

e In second phase user has to select images from the group.
User has to identify and select images which are selected
during Registration Phase.

o If graphical password is wrong then User has to try again
for Login.
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Figure 1: Architecture Diagram of Proposed System
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3. Implementation

Proposed Work
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Figure 2: Registration Part of‘Proposed System

For Registration Part Text Password is stored in Secure Hash
Algorithm which Provide more Protection from SQL
injection Attack and Graphical Password stored in database
as a binary format. So Attacker does not know which binary
number is stored for which image.
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Figure 3: Login Part of Prohéééd System

For Login Part users must have to identify both Text
Password and Graphical Password. If anyone is wrong then
user cannot Login to System. So Proposed System Provide
two Layer of Security.

4. Result

Proposed System comparison is based on ISO Usability
Features, Entropy, Password Space and How much time is
required to break a Proposed System. 1SO Usability Features
all Stratified by Proposed System. So it can be Applicable in
Real World

Table 1: Comparison based on ISO Usability Features
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5. Graphical Password Entropy

It is used for that the system is how much secure from the
attacker. If entropy is more than the security of system is
better otherwise attacker can easily break the security.
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Figure 4: Column Chart for Entropy

6. Graphical Password Space

Users can pick any element for their password in GUA; the
raw size of password space is an upper bound on the
information content of the distribution that users choose in
practice. It is not possible to define a formula for password
space but for all algorithms it is possible to calculate the
password space or the number of passwords that can be
generated by the algorithm. As shown in graph Proposed
System Provide more Password Space than any other
Graphical Password Space. So proposed System provide
more security if attacker want to break the security then
millions of comparison required that is impossible.
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Figure 5: Column Chart for Password Space

7. Time Required to Break the Proposed
System

1000 People are employed to work 8 hours per day without
any stop in a human guessing attack and that each person
takes 30 seconds to finish one trial. It would take them an

average
0.5x62% x20

2600 X 6X 100D X 265

break.

0.5x 755 X230
FE0D X E&xX 100D x 365
Password to break.

= 109 Years required for Text Password to

= 339 Years required for Graphical

8. Conclusion and Future Work

Current Authentication System is based on Text Password
which does not provide more security. For better security
Graphical Password introduced in 1996 by blonder but It is
clear from the papers reviewed that none of the technique
satisfies the 1SO standard for usability and security. My
proposed system is based on Text Password and Graphical
Password. My proposed System provides two layers of the
security using Text Password and Graphical Password. It
provides more entropy for security from all reviewed paper
and also protect from different attack. Future work can be
extending by using Salt function for providing more security
to users and also increasing entropy of Text Password.
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