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Figure 5: Simple IDS Flowchart 

 

 

3.1 Performance Evaluation Metrics 

 

1. Throughput - Throughput is the measure of how fast we 

can actually send packets through network. The number of 

packets delivered to the receiver provides the throughput of 

the network. The throughput is defined as the total amount of 

data a receiver actually receives from the sender divided by 

the time it takes for receiver to get the last packet. 

Mathematically, it can be defined as:  

Throughput= N/1000 

Where N is the number of bits received successfully by all 

destinations 

 

2. Packets Dropped - Some of the packets generated by the 

source will  get dropped in the network due to high mobility 

of the nodes, congestion of the network etc. 

 

3. Packet Delivery Ratio - The ratio of the data packets 

delivered to the destinations to those generated by the CBR 

sources. It is the fraction of packets sent by the application 

that are received by the receivers. 

Mathematically, it can be defined as:  

PDR= S1÷ S2 

Where, S1 is the sum of data packets received by the each 

destination and S2 is the sum of data packets generated by 

the each source. 

 

4. End-to-End Delay – End-to-End delay indicates how long 

it took for a packet to travel from the source to the 

application layer of the destination i.e. the total time taken by 

each packet to reach the destination. Average End-to-End 

delay of data packets includes all possible delays caused by 

buffering during route discovery, queuing delay at the 

interface, retransmission delays at the MAC, propagation and 

transfer times. 

Mathematically, it can be defined as:  

Avg. EED=S/N 

Where S is the sum of the time spent to deliver packets for 

each destination, and N is the number of packets received by 

the all destination nodes. 

 

4. Result Analysis 
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5. Conclusion 
 

Intermediate results show that ICMP echo request packets 

can create a bandwidth starvation attack. This attack has very 

tremendous effect on the network that no other packets can 

reach to the destination because of all the ICMP echo request 

packets are in process. IDS can detect the attack packet of 

ICMP echo request but CPU process increases drastically 

and the network utilization at the incoming side of the 

system. As a result performance of the system decreases. 

 

6. Future Work 
 

As we seen that ICMP echo request create a bandwidth 

starvation attack. In future reduce CPU utilization in system 

so that performance of the system could increase and 

optimizing the performance of the IDS and I would focus to 

identify the packet in router and then detect those packets and 

stopping them by taking place any kind of attack. 
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