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Abstract: Cloud computing is a technology that uses the Internet and central remote servers to preserve data and applications in a
system. It also allows patrons and enterprises to utilize applications without installation and access their individual files with accessing
the Internet at any computer. It also allows for much more well organized computing by centralizing data storage, bandwidth and
processing. Within the last few years, Cloud computing has progressed as an important prototype for IT enterprises along with
inexpensive in costs, transaction according to makes use of, scalability, quick ease of access along with more elasticity. Utmost
undersized, medium and huge scale companies, organizations are moving towards cloud computing as it eliminates setting up of high-
investment on IT communications and other services like Paas, NaaS and SaaS. In this system, the client data can be accessible in all
around the world, controlled and maintained outside their accessibility. Accordingly, there can be privacy and security issues with the
client’s data. The services providers in cloud industry should convince their clients by ensuring and providing security to their accessible
data. Hence, in this survey paper we present and examine different security and privacy issues obtainable in cloud computing. We have
also discussed different security models top cloud service providers. Cloud computing system is consuming the globe, and each day is

bringing innovative developments in this world.
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1. Introduction

Cloud computing is one of the most emerging IT paradigm
in recent times. This technology has made Everything-as-
a-service enterprise model. This is a latest state of the art
technique which works on pay-as-you-use model for all IT
operations like providing platform services, infrastructure
services, software application services etc [1]. In the
simplest way cloud computing means storing and
retrieving data and databases over the Internet instead of
our computer's hard drive. Data storage on a home or
office network does not mean as operating the cloud
system. For it to be measured "cloud computing,” we want
to approach our data or our programs over the network, or
at very minimum, have that data coordinated with other
information over the Network. In some big enterprises, we
may recognize all there is to know about what's on the
other side of the network. The cloud computing is a
blending of Business enterprise applications, data storage,
Internet, management and networking and solutions. This
technology provide enormous benefits like 1) scalable data
solutions as per your business requirement, 2) reduced cost
on infrastructure to put your money at another areas, 3)
high accessibility because of accessing everything through
internet, 4) backup and recovery of the your data becomes
easier than earlier and 5) it also provides a quick
deployment of the technology you need [2] [3]. Cloud
Computing has been defined by US National Institute of
Standards and Technology (NIST, http://nist.gov/itl/cloud)
as follows: “Cloud computing is a model for supporting
convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks,
different servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal
management effort or service provider interaction. The
cloud model help to provide availability and is composed
of five essential characteristics (On-demand self-service,

Resource pooling, Broad network access, Rapid elasticity,
Measured Service); three service models (Cloud Software
as a Service (SaaS), Cloud Platform as a Service (PaaS),
Cloud Infrastructure as a Service (laaS)); and, four
deployment models (Public cloud, Community cloud,
Private cloud, Hybrid cloud etc.).

The main technologies include:

(1). Fast WAN (Wide Area Network)
(2). Powerful, inexpensive and high performance Servers
(3). High performance virtualization

Cloud computing is the next big wave in computing.
Cloud computing having lots of benefits, as better
Software and hardware management, since all the
computers are the same and run the same hardware. It
provides better and easier management of data security
and availability, since all the data is located on a central
server, an administrator can control who have access to the
files. (31).The end result is the same: cloud-computing
system can be done anytime, anywhere, with an online
internet connection.

This paper familiarizes the existing state of cloud
computing system, through its improvement experiments,
academia and industry research determinations. Further, it
explains cloud computing security problems and benefits
and platforms a model of secure architecture for cloud
computing applications. The statistic that cloud computing
is not used for all of its prospective is due to a diversity of
apprehensions.

2.Cloud Computing Service Models

Cloud computing offers different types of services
depending on business requirement, but mainly three
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layers constitute the service model which are described as
follows:

2.1 Infrastructure as a service (laas):

laaS incorporates necessary services such as data storage,
virtual servers, and databases into one platform for running
and organizing applications. This forms a bottom layer of
the service model, which provides a basic hardware and
network support services. ltalso provides platform for
aggregating and maintaining the resources and which can
also be scaled up or scaled down dynamically on-demand.
laaS is easy to spot, because it is usually platform-
independent. laaS comprises of a combination of hardware
and software properties. laaS software is low-level code
that runs autonomous of an operating system—called a
hypervisor and is accountable for taking inventory of
hardware resources and dealing said resources based on
needs. There may be many users using the resources
parallel, which is accomplished by a billing depending
upon the usage of the resources allocated [4]. The
virtualization should be potentially superior so that the
accessing thousands of virtual machines at a time with fast
speed could be made possible. e.g. Amazon EC2, Google
FS, Open Flow, HadoopMapReduce, Google Bigtable,
Rightscale etc. [6].Most use cases for cloud computing
follow the same fundamental layering structure we are
already used in laaS.

2.2 Platform as a Service (PaaS):

PaaS is distinctive in that it facilitates developers to
establish and utilize web applications on a hosted
organization and permits them to control the apparently
immeasurable compute properties of a cloud computing
organization. This middle layer comprises of the operating
systems and middleware applications. This mainly offers
developers a software development management platform
to work on the lifecycle of application development with
all the steps like designing, developing, testing to
organizing [5]. Conclusively, it offers an application
development and execution environment for developers.
e.g. Google App Engine, Django, Microsoft Azure,
Amazon SSS etc [6] [7]. In other words, PaaS
acknowledges you to control the apparently infinite
compute resources of a cloud computing organization.

2.3 Software as a Service (SaaS):

SaaS specifies network-based access to commercially
accessible software and can lead to improved speed of
software utilization, faster user approval of software, fewer
support necessities, and improve in execution and
advancements. SaaS also denotes the prospective for a
lower-cost way for productions to use software; using it on
requirement rather than procuring a license for each and
every computer, exclusively when you believe that most
computers assemble unused. This is a top layer of the
cloud computing service model, which provides pay-per-
use model for users on the Internet without bothering
about the software deployment and continuance, as it is
not installed on user’s local computer. There is still a
security concerns over the enterprises data the way they
are stored and secured. e.g. Google docs, Salesforce.com,
Opensocial, net suite [6][8]. SaaS applications also
characterize a sort of next-generation methodology to

application purpose. Though it might not be
technologically specified in any of the credentials that |
have seen to date, it appears that SaaS platforms also
incorporate a recent methodology to Ul design that is more
reliable with the product design process seen in most other
businesses. This approach contains a process known as
user experience design (UXD), wherever a product team
rather than the development team designs the GUI.

Software
Developers
vwork

End User

Architects

Figure 1: Cloud Computing Service Models

3.Cloud Service Deployment Model

Through cloud computing technology, large collections of
resources can be connected through private or public
networks. This technology streamlines organization
planning and delivers vigorously accessible arrangement
for cloud based data, purposes, and file storage.
Productions can indicate to organize applications on
Public, Private, Hybrid clouds or the newer Community
Cloud. These deployment models depending on the
customer’s requirement like some customers mainly
concentrates about security, some prefer low infrastructure
cost:

1. Public Cloud

*50I [service over
internet) =501

2. Private Cloud

*iility Computing *Grid Computing

4. Community
3. Hybrid Cloud Cloud

o -
HeEmR =l i) *Resource portability

3.1 Public Cloud:

A service provider who hosts the cloud infrastructure
makes public clouds available to the general public.
Usually, public cloud providers like Microsoft, Amazon
AWS, and Google own and control the organization and
offer approach over the Network. In public cloud, User is
not bothered about investing on infrastructure as it is
availed by Third-party cloud service provider [9]. They
need to bill as per use of the services. So many users use
the infrastructure provided at the same time. Cloud
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Services are basically accessed through web browser on
Network. This type of clouds offers the maximum level of
competence in distributed resources; though, they are also
more vulnerable than private clouds.

3.2 Private Cloud:

Private cloud is cloud infrastructure dedicated to a specific
association. Private clouds acknowledge productions to
host applications in the cloud, whilst addressing
apprehensions concerning data security and control, which
is regularly deficient in a public cloud atmosphere. It is not
shared with other associations, whether managed internally
or by a third-party, and it can be hosted internally or
externally. This cloud is provided to specific customer and
it can be managed either by the customer itself or third-
party service provider [10]. This provides more security
and reliability because it is availed and managed by the
organization internally whereas public cloud is made
available for so many customers. Responsibility a private
cloud project necessitates a suggestive level and degree of
engagement to virtualize the commercial atmosphere, and
it will involve the organization to reassess assessments
about accessible possessions.

3.3 Hybrid Cloud:

Hybrid Clouds are an arrangement of two or more clouds
(private, community or public) that persist unique objects
but are compelled together contribution the benefits of
several deployment models. In this cloud, we can leverage
third party cloud contributors in either a full or restricted
manner; accumulative the elasticity of computing system.
Intensifying a conventional private cloud with the
resources of a public cloud can be used to accomplish any
unanticipated flows in workload. Although, Hybrid cloud
architecture involves both on-premise resources and off-
site server based cloud organization. By spreading things
out over a hybrid cloud, we keep each phase of our
corporate in the most effectual environment potential. The
obstacle is that we have to keep track of numerous cloud
security platforms and confirm that all features of
commercial can interconnect with each other’s [7].

3.4 Community Cloud:

A community cloud is a multi-tenant cloud service model
that is distributed among several organizations and that is
managed, accomplished and protected commonly by all
the contributing administrations or a third party managed
service provider. Furthermore, a community clouds are a
hybrid form of private clouds built and functioned
exclusively for a pointed group. These communities have
analogous cloud necessities and their decisive objective is
to work organized to accomplish their commercial
purposes. The main objective of community clouds is to
have  contributing  organizations  recognize  the
remunerations of a public cloud with the added level of
security, privacy, and policy observance generally
connected with a private cloud. Community clouds can be
either on-premise or off-premise. A community cloud
system is best at Government organizations within a state
that need to share resources, a private HIPAA submissive
cloud for a group of hospitals or clinics and Telco
community cloud for telco DR to meet precise FCC
procedures.

4. Security Issue of Cloud Computing

If you are using Word, use either the Microsoft Equation
Editor or the MathType add-on
(http://www.mathtype.com) for equations in your paper
(Insert | Object | Create New | Microsoft Equation or
MathType Equation). “Float over text” should not be
selected. The recent development of cloud computing has
significantly  improved everyone’s awareness  of
infrastructure  designs,  software  distribution and
improvement representations. Maximum-security
problems stem from Loss of control, Deficiency of trust
(mechanisms) and Multi-tenancy. These complications
exist mainly in 3" party administration models. We can
divide security issues of cloud computing at three
distinctive levels:

4.1 Security Issues in laasS:

4.1.1Impact of Cloud deployment model: The security
needs for using Infrastructure as-a-Service are basically
the same as they would be for using your specific data
center. The laaS layer is also vulnerable due to network
and Internet connectivity associated with it. It is more
prone in public cloud compared to private cloud. Physical
security of infrastructure is also required for any disaster
happening. The data transmission path is also needed to
secure as the intruders can easily attack the data
communicating between sources to destination [11]. The
data flowing over the Internet is a major concern as the
client and service providers are placed at two different
locations, which are connected through Internetonly.
Therefore it needs high encryption techniques and strong
secures protocol to safeguard data transmission.

4.1.2Virtualization:

Virtualization developed extensively in the early 2000s,
more years before the growth of cloud computing.
Virtualization provides many features to the users to
create, share, migrate, copy, rollback virtual machines
which helps in running many applications on them [12,
13]. But, it also becomes prone to get attacked because it
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opens more entry for the attackers and interconnected
virtual machines complexity [14]. Virtual machines should
also be considered as important as any other physical
device security. Complete virtualization is comprehensive
simulation of the hardware’s.

4.1.3Hypervisor:

A hypervisor is a hardware virtualization procedure that
consents several guest operating systems (OS) to run on a
single host system at the same time. This is also called as
Virtual Machine Monitor (VMM). This software is
responsible for monitoring and controlling its virtual
machines, so it clouds also produces some security flaws
[14]. We can reduce security risks by keeping Hypervisors
simple and less complex to easily trace and resolve
security issues. The hypervisor program connected on the
computer permitted the allocation of its memory.

4.1.4Shared storage resources:

To get highly available, redundant and high-performing
storage for our physical or virtual systems, we need Shared
storage resources for virtualization. Virtual machines are
connected with same server. So, there is strong chance that
if malicious virus affects one virtual machine, it can be
used to monitor other Virtual machines shared resources.
So, the attacker can easily track the information or data
about other Virtual machines [15].

4.1.5Virtual Networks:

Virtual Networks was one of the new features announced
by Microsoft. Virtual machines are connected with virtual
networks, which are shared by multiple tenants across the
network. It gives attacker a way to get into the virtual
network [16]. Most of the Virtual Machine Monitors use
virtual network to communicate with each other directly
[15].There can be possibility of spoofing and sniffing
attacks in most of the virtualization platforms [14].

4.1.6Network and Internet connectivity issues:
laaS-cloud providers supply on-demand from their large
pools installed in data centers. For wide area connectivity,
consumers can use either the Internet or carrier clouds
dedicated to virtual private networks. Cloud Infrastructure
is connected through internet and maintained at different
locations so that it can be recovered and managed at the
time of any unpredicted disasters. Usually, the local virtual
machines are more prone to internal attacks compared to
external attacks as the data is shared by locally connected
VMs and the different malicious software can be run and
installed by the administrator privileges. So, the laaS
environment is more vulnerable to internet or network
attacks compared to any other cloud layer[31].

4.2 Security Issues in PaaS:

4.2.1Application development life cycle:

It is also a big challenge to secure a software application
development because software developers face quite
difficult to secure the application-taking place in cloud
environment. The application needs to be upgraded by
applying new patches or versions to keep them up-to-date
and secure [16]. Developer should also aware of the legal
issues of the data storage or the source code storage so that
it could not be compromised [15].

4.2.2 Underlying Infrastructure security:

Cloud providers are responsible for underlying
infrastructure security and the services running for
applications [17]. So, the application developers have no
privilege to access underlying infrastructure. SaaS and
PaaS user can share the same applications because the
software developed are delivered and used in SaaS while
in PaaS, the development tool is used to develop and test
the same application to be used by the SaaS users. So,
there can be security concern about the user data and its
storage [15].

4.2.3Third-party Relationship:

Third-party also plays a important role in PaaS as the some
third-party components are required in web services like
Mashups which helps in integrating more than one source
component into a single unit [18]. PaaS users and
developers also need to depend on the services provided
by third-party and the web-based development tools.

4.3 Security Issues in Saas:

4.3.1 Network Security:

In SaaS service model, different kind of data is flowing
from client to cloud provider and also stored at the
provider side. So, the data flowing over the internet needs
to be secured to prevent the data hacking. Some strong
encryption techniques are used to control using Transport
layer Security (TLS) and Secure socket Layer (SSL) [5].
There are different types of attacks in network layer such
as packet scanning, IP spoofing, Man in the Middle attacks
(MITM) etc. There are strong risks that malicious attackers
can exploit network security loopholes to sniff IP data
packets.

4.3.2Data Accessibility:

Application or data accessing over the network makes the
life easier for cloud users. But, it also opens a gateway for
security issues. The specific policies must be defined by
the organization to access the data to avoid any intrusion
within the network. Multi-tenant deployment can expose
the issue on the managing data access within the single
cloud environment [5]. So, the provider must adhere with
the policies set for such scenario.

4.3.3Availability:

Cloud vendor should ensure that users will have a regular
access of data and their application services as well as
hardware resources around the clock. Any malicious attack
can make whole application or services unavailable to the
users. Some proper action plan needs to be defined for
unpredictable incidents in order to recover from the
disaster and for up and running business. Amazan’s EC2
faced a big blackout in 2011 due to some network defect in
its one of the cloud zone [20]. Many of its clients like
Reddit and Netflix had an adverse impact due to this
network breakdown [19].

4.3.4 Data Integrity:

Data integrity is one of most critical element in terms of
cloud security. It deals with unauthorized modification of
data. In cloud computing, the transaction management
security-using web services because HTTP doesn’t
provide proper support to transaction delivery. Data
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encryption is a better option to secure data on different
levels: Row level, table level and database level. Database
level encryption comes under software level encryption,
which is quite secure because user provides the key to
encrypt, and decrypted using key. So, if the data is hacked
even though it cannot be deciphered without availability of
the key. Row level encryption is done with hardware level
encryption [21].

4.3.5 Multi-tenancy:

In SaaS service model, multi-tenants share a same
database. The tenant information can be at risk if any
misconfigured software application source code or data
leakage takes place. Based on specific security policies,
the authentication should be given to the users so that only
data will be modified or accessed into or from database for
the particular tenant. The data of one client should be
isolated from another client.

5.Current Cloud Security Solutions

A research on cloud security is constantly going all over
the world. Major cloud providers are also involved in
working on the security solutions. Cloud security Alliance
(CSA) is actively involving all the cloud providers and
other individual people to participate and come up with
some sound solutions. Tsai et al. brings a fourth-tier
framework specifically for web-based development
environment, provides some security at some extent [22].
In [23], Ristenpartet. al. suggested that risks could be the
attacks, so the cloud service providers should implement
web-based co-residence check to control the attackers.
Krugel et al. suggested the amount of packet-snifering
output filtering for specific application services is a good
approach to control security issues for specific services
and network ports [24]. Kong et al. also suggested a good
solution stated as "Partition-locked cache (PLcache) and
random permutation cache (RPcache) to defeat cache-
based side channel attacks" [25]. Raj et al. also suggested
data security during processing using resource isolation
method, by isolating the processor cache within the VMs
and then isolating virtual cache from VMM cache [26].
The cloud security can also be enhanced by providing
proper safeguard to operating systems and the virtual
machines used for cloud network [27]. An introduction has
mentioned about the cloud security by the association with
trusted third-party to ensure the security in terms of
communication, integrity and confidentiality [28]. Milne et
al. point out a simple solution to just use private cloud
[29]. Jyoti et al. suggest that the virtualization would be
the best option to shield with the security, which provides
less investment on hardware and multiple machines, are
managed centrally with high-end security [30].

6.Conclusion

There are lots of advantages associated with the use of
cloud computing. But, it also some security concerns
which slow down the open acceptance of this technology.
Cloud providers need to ensure the customer about the
confidential data security. We have discussed on different
security issues on services model level: laaS, PaaS and
SaaS. Network, shared resources, storage and

virtualization are the main issues which are still immature
and need to be looked ahead. We have also discussed
current available solutions to overcome some common and
major issues. We need to have better encryption
techniques and integrated cloud security framework to
make it more dynamic with scalability.
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