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Abstract: Visual Cryptography is a special encryption technique that encrypts the secret image into n numbers of shares to hide 

information in images in such a way that it can be decrypted by the human visual system. It is imperceptible to reveal the secret 

information unless a certain number of shares (K) or more are superimposed. Simple Visual Cryptography is very insecure. Variable 

length key based Visual Cryptography for color image uses a variable length Symmetric key based Visual Cryptography scheme for 

color images where a secret key is used to encrypt the image and division of the encrypted image is done using Random Number. Unless 

the secret key is known, the original image will not be decrypted. Here secret key ensures the security of images. The proposed method 

introduces the concept of above scheme. Encryption process encrypts Original Image using variable length Symmetric key, gives 

encrypted image. Share generation process divides the encrypted images into n number of shares using random number. Decryption 

process stacks k number of shares out of n to reconstruct encrypted image and uses the same key for decryption. 
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1. Introduction 
 

Visual cryptography is a cryptographic technique where 

visual information (Image, text, etc) gets encrypted in such a 

way that the decryption can be performed by the human 

visual system without aid of computers. Like other 

multimedia components, image sensed by human. Pixel is 

the smallest unit constructing a digital image. Each pixel of 

a 32 bit digital color image are divided into four parts, 

namely Alpha, Red, Green and Blue; each with 8 bits. Alpha 

part represents degree of transparency. Human visual 

system acts as an OR function. Two transparent objects 

stacked together, produce transparent object. But changing 

any of them to non-transparent, final objects will be seen 

non-transparent. In k-n secret sharing visual cryptography 

scheme an image is divided into n number of shares such 

that minimum k number of shares is sufficient to reconstruct 

the image. The division is done by Random Number 

generator. Visual Cryptography is a perfect way to provide 

the security for the confidential information. where binary 

pictures were considered in the encryption of pictures by 

two random grids. The encryption of a secret picture or 

shape into two random grids which are printed on 

transparencies such that the areas containing the secret 

information in the two grids are inter-correlated. Visual 

cryptography is based on cryptography where n images are 

encoded in a way that only the human visual system can 

decrypt the hidden message without any cryptographic 

computations when all shares are stacked together. Visual 

cryptography is a very secure and unique way to protect 

secrets. 

 

Visual cryptography has two important features. The first 

feature is its perfect secrecy, and the second feature is its 

decryption method which requires neither complex 

decryption algorithms nor the aid of computers. Consider a 

binary secret image B and a set of n participants sharing B. 

A k out of n visual secret sharing scheme encrypts B into n 

transparencies (called shares) which are distributed to the n 

participants one by one in such a way that only when k or 

more shares are stacked together can the participants see B 

by their visual system; while any group of less than k shares 

obtains nothing about B. The additive and subtractive color 

models are widely used to describe the constitutions of 

colors. In the additive color model, the three primary colors 

are red, green, and blue (RGB), with desired colors being 

obtained by mixing different RGB channels. By controlling 

the intensity of red, green, blue channels, we can modulate 

the amount of red, green, blue in the compound light. The 

more the colors are mixed, the more the brightness of the 

light. When mixing all red, green and blue channels with 

equal intensity, white color will result. The computer screen 

is a good example of the additive color model. In the 

subtractive model, color is represented by applying the 

combination of colored-lights reflected from the surface of 

an object.  

 

2. Related Work 
 

In paper [1], Naor and Shamir: Proposed a serves as a basic 

model and has been applied to many applications. Aside 

from the obvious applications to information hiding, there 

are many applications of VC, which include general access 

structures, copyright protection, watermarking, visual 

authentication and identification, print and scan 

applications. In paper [2],Kafri and Keren: Proposed a 

similar technique, called random grid encryption, in 1987. 

Roughly speaking, the model proposed by Naor and Shamir. 

A secret image, known by a trusted party called the dealer, 

has to be shared among a set of participants in such a way 

that some subsets of participants, called qualified sets are 

able to visually recover the images while others, called 

forbidden sets, do not have any information about the secret 

image. In order to share the image, the dealer creates a share 

for each participant. In paper [3], Rijmen and Preneel : 

proposed a visual cryptography approach for color images. 

In their approach, each pixel of the color secret image is 

expanded into a 2×2 block to form two sharing images. 
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Each 2×2 block on the sharing image is Elled with red, 

green, blue and white (transparent), respectively, and hence 

no clue about the secret image can be identified from any 

one of these two shares alone. In paper [4], Chang and Hou 

et al: proposed a binary encoding to represent the subpixels 

selected for each block and applied the AND/OR operation 

randomly to compute the binary code for the stacking 

subpixels of every block in the cover images. The code 

ranges from 0 to 255, but it can be even larger depending on 

the expanding factor. Consequently, a secret image can be a 

256 color or true-color one. In paper [5], Y.C. Hou, C.Y. 

Chang, F. Lin: proposed the concepts of color 

decomposition and contrast adjustment to produce two 

shares needed by visual cryptography. Overlapping these 

two shares will reveal the secret information automatically. 

Although this method requires no mass computation to 

reconstruct secret images, it is nonetheless difficult to obtain 

totally random noise shares. Some image boundaries might 

be found on each share, thus compromising the secrecy 

required. 

 

3. Proposed Algorithm 
 

3.1 Implementation of Proposed System  

 

The system is implemented in the form of three main 

modules. These modules are as follows: 

1. Variable length key based encryption. 

2. k-n Secret sharing visual cryptography scheme on the 

encrypted image 

3. Decryption process 

 

The description and working of each of these modules is as 

follows. 

 

Module1: Variable length key based encryption  

Description:- Any combination of characters [Characters, 

Numbers and Special Symbol] of any length is taken as 

KEY, which is XOR ed with the pixel array computed from 

the original image. This makes the image blur to some 

extent. 

Working:- The working of the module is as follows: 

 This module first reads input image from user. 

 Create an array STORE of size w*h*24 to store the binary 

pixel values of the image using the loop 

 Enter a key of any length from keyboard. Calculate the 

length (len) of the key. Convert the key into binary string 

let CONVERTED_KEY. 

 Create an array KEY of size len*7 to store the binary 

values of the key by the following process. 

 Calculate ITERATION = (w*h*24)/(len*7). KEY array is 

XOR ed with the STORE array. 

 

Module 2: k-n Secret sharing visual cryptography 

scheme on the encrypted image 
Description: This module is The encrypted image obtained 

from Section 3, number of shares it will be divided (n) and 

number of shares to be taken to reconstruct the encrypted 

image (k) are taken as input. 

 Input the number of shares you want to create (n), 

suppose 3 

 Number of shares required for reconstruction (k) is 2 

 Calculate recons =(n-k)+1 

 Predefine the n shares i.e 3 shares, size of shares equal to 

24-bit encrypted image size(w*h*24) 

 Process continues until total image is scanned 

 Reconstruct each share to get size of share equal to 

original image size. 

 

Module 3: Decryption Process 

Description: The decryption process consists of into two 

steps. First step is done by human visual system where at 

least k number of shares out of n number of shares is 

superimposed, and the second step is decryption by the key 

taken in section 3. It is already discussed that human visual 

system acts as an EXOR function. For computer generated 

process; EXOR function can be used for the case of stacking 

k number of shares out of n. 

 Input the number of shares you have = 3. 

 Convert each share into 24-bit binary format. 

 Bit or all the shares. 

 Bit or 1 1 0 0 1 0 

 0 1 0 1 0 0 

 1 1 0 1 1 0 

 Bit oring all the shares we get single reconstructed image.  

 Enter the key and convert it into 7-bit binary format. 

 XOR this key and 24-bit reconstructed image to get 24-bit 

decrypted image. 

 Reconstruct 24-bit binary decrypted image to get 

decrypted image. 

 

4. Experimental Results 
 

This section briefly describes the result obtained when 

various types of images are provided as input to the 

proposed system. In this section, we evaluate the proposed 

system with three cases. The entire images are chosen from 

the data base. All the cases explained below, describes, the 

sample image and its corresponding workspace after the 

encryption, shares generation and decryption of the original 

image.  

 

Case 1: Time taken for the image at the time of encryption, 

share generation and decryption process. The following 

table shows the character key entries from user and its time 

rate for encryption, share generation process, and decryption 

process. 

 

Table 2.1: Images uses from the user and its time rate 
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When the encryptions of the image are used as the key 

which is given from user, it is observed that time required 

for encryption process. By using encrypted image time 

required for the share generation process, and all so time for 

decryption process shown in above table. 

 

Case 2: PSNR ratio image at the time of encryption, share 

generation and decryption process. 

 

The following table shows the PSNR ratio of the encryption 

process, share generation process and decryption process. 

By using PSNR function calculate the signal to noise ratio 

of the image. When user enter the correct key and wrong 

key and calculate average ratio of the image. 

 

Table 2.2: PSNR ratio of the image at the time of correct 

key and wrong key 

 
 

By using correct key and wrong key calculate the PSNR 

ratio. when the correct key enter from user psnr ratio is 

produced some noise on the image, but when correct key 

enter at the time of decryption process the psnr ratio is 

calculate is 0. That is the psnr ratio is small at the time of 

correct key used. 

 

Following process shows the workspace of PSNR ratio for 

the red, green and blue frame. At the time of Decryption 

process.  

 

Case 3: Percentages of accuracy image at the time 

decryption process. The following table shows 2.3 the total 

no. percentages for encryption, share generation, decryption 

process. Table shows that the accuracy of image at the time 

of user enter correct key.  

 

 

 

 

 

 

 

 

Table 2.3: Total number of accuracy in percentage of image 

 
 

When the correct key enter for the encryption process form 

user it is observed that the accuracy is of 85.12%.  

 

5. Comparative Analysis of the Result 
 

This chapter describes the comparative analysis of the 

observed result of the proposed system with the system 

studied in the literature review. This chapter is divided into 

two sections Results obtained from proposed system and its 

comparison with result of the reviewed system. 

 

5.1 Analysis of the Result Obtained by the Proposed 

System 

 

This section describes the result obtained from the proposed 

methodology. The following table 5.1 shows the number of 

correct keys and wrong keys used at the time of decryption 

process recognized the accuracy of the images.  

 

Table 5.1: Table of the accuracy of the images at the time 

of decryption process 

 
From the above table, it can be commented that overall 

accuracy of recognition of the image is found to be 85.12% 
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The following table 5.2 shows the number of sample images 

with different keys and different image sizes used for the 

existing system. Table 5.1 and 5.2 shows the comparison 

between existing system and proposed system. 

 

Table 5.2: Table for images accuracy of existing system 

 
 

From the above table, it can be commented that overall 

image accuracy of images found to be 81.27%. The overall 

accuracy of the proposed system is found to be 85.12 %. 

The following figure 5.3 shows the graphical representation 

of the accuracy of images with respective images size and 

correct key used for decryption process. 

 

 
Figure 5.3: Graphical representation of accuracy of images 

 

The following table 5.4 shows the comparison of existing 

system and proposed system with respective time. Time 

required for the encryption process, shares generation 

process and decryption process.  

 

 

 

 

 

 

 

 

 

 

 

Table 5.4: Comparison of existing system and proposed 

system 

 
 

 
Figure 5.5: Graphical representation for Time required of 

the encryption process 

 

 
Figure 5.6: Graphical representation for Time required of 

the share generation process 
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Figure 5.7: Graphical representation for Time required of 

the decryption process 

 

The following table shows the comparison for PSNR ratio 

of existing system and proposed system. Psnr ratio for red, 

green and blue frame. Psnr ratio with respective of correct 

key enter at the time of decryption process. And wrong key 

enter at the time of decryption process. psnr ratio shows that 

the when user enter wrong key red, green, and blue frame 

produce lot of noise on image. Generated psnr ratios for all 

images shown in following table. 

 

Table 7.8: comparison of psnr ratio for existing system and 

proposed system 

 
 

 
Figure 5.9: Graphical representation of PSNR for Existing 

system 

 

 

6. Conclusion 
 

 In the “Implementation of Random Grid Visual 

Cryptography for Color Images”, we proposed a technique 

of well known k-n secret sharing on color images using a 

variable length key with share division using random 

number. As we know Decryption part of visual 

cryptography is based on XOR operation, so if a person gets 

sufficient k number of shares. The image can be easily 

decrypted. Key adds robustness to the visual cryptography 

techniques and variable length of the key makes it more 

secure. At the time of dividing an image into n number of 

shares we have used random number generator, which is a 

new technique not available till date. This technique needs 

very less mathematical calculation compare with other 

existing techniques of visual cryptography on color images. 

This technique only checks “1” at the bit position and divide 

that “1” into (n-k+1) shares using random numbers. 
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