


http://en.wikipedia.org/wiki/Hash_function
http://en.wikipedia.org/wiki/One-way_function
http://en.wikipedia.org/wiki/One-way_function


http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology


http://en.wikipedia.org/wiki/United_States_of_America
http://en.wikipedia.org/wiki/Federal_Information_Processing_Standard
http://en.wikipedia.org/wiki/SHA-0
http://en.wikipedia.org/wiki/SHA-1
http://en.wikipedia.org/wiki/MD5
http://en.wikipedia.org/wiki/National_Security_Agency
http://en.wikipedia.org/wiki/Digital_Signature_Algorithm
http://en.wikipedia.org/wiki/Digital_Signature_Algorithm
http://en.wikipedia.org/wiki/SHA-2
http://en.wikipedia.org/wiki/SHA-3


International Journal of Science and Research (IJSR) 
ISSN (Online): 2319-7064 

Index Copernicus Value (2013): 6.14 | Impact Factor (2013): 4.438 

Volume 4 Issue 5, May 2015 

www.ijsr.net 
Licensed Under Creative Commons Attribution CC BY 

 
Figure 6: Delay Time 

 

Graph in fig 6 represents for a file of size 21 kb takes 7000 

ns delay time using proposed algorithm 

(Blowfish+RSA+Hash) which is lesser than Blowfish and 

RSA delay time 7193 ns and 7283 ns respectively. 

 

 
Figure 7: Cipher Text 

Graph in fig 7 represents for a file of size 21 kb cipher text 

size 82496 bytes using proposed algorithm 

(Blowfish+RSA+Hash) which is lesser than Blowfish and 

RSA cipher text size 82653 bytes and 82756 bytes 

respectively. 

 

 
Figure 8: Throughput 

 

Graph in fig 8 represents for a file of size 21 kb throughput 

is 20618 bytes/sec using proposed algorithm 

(Blowfish+RSA+Hash) which is more than Blowfish and 

RSA throughput of 20588 bytes/sec and 20618 bytes/sec 

respectively. 

 

The criteria in performance of every algorithm is that 

encryption time ,delay time and cipher text size should be 

less and throughput should be more. During comparison of 

RSA, Blowfish and proposed system(Blowfish+RSA+Hash) 

this criteria is achieved and integrate system of RSA & 

Blowfish give better results. 

 

 

8.  Conclusion and Future Work 
 

When a client stores its data on the cloud, there is always a 

big concern of whether the cloud service provider stores the 

file correctly or not. Security is the main concern in cloud 

computing. The proposed mechanism provides a security 

mechanism for securing the data in cloud computing with 

the help of Blowfish & RSA algorithms and hash function. 

 

This research paper has proposed a system to provide 

integrity, authentication and confidentiality to the data stored 

in cloud computing. Authentication is achieved because only 

registered client upload and download the files on the cloud. 

The proposed scheme used the combination of blowfish and 

RSA to secure the data in such a way that no leakage of data 

on cloud could be performed. Always encrypted file stored 

on the cloud. Hash value matches at TPA server to check the 

integrity of file. 

 

There is always a scope for improvement in every field of 

work, so here also. We take one of the assumption made in 

all the models of security are that the TPA is neutral. So 

there is some need to do some work for making TPA more 

secure. In our proposed system we focus on integrity 

detection but in future integrity prevention mechanism 

implemented using some locking techniques. 
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