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Abstract: Cloud is a modern age computing paradigmwhich has potential to bring great benefits to information and Communication
Technology ICT enabled business. The term Cloud comes from the graphic that was often used to show the heterogeneous networks and
complex infrastructure. This graphic was adopted to describe the many aspects of Cloud Computing. In this paper, we aim to identify the
security issues in cloud computing. Here we present an analysis of security issues in a cloud environment. Solutions exist to a certain

extent for various issues.
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1. Introduction

Cloud is a metaphor to describe web as a space where
computing has been preinstalled and exist as a service; such
as information ,infrastructure , applications, storage and
processing power exist on the web ready to be shared. To the
users, cloud computing is a Pay-per-Use-On-Demand mode
that can easily access shared IT resources through the
Internet. Where the IT resources include server, storage,
network, application, service and so on and they can be
deployed with much fast and easy manner and less
management and also provide interactions with service
providers. Cloud computing can much improve the
availability of IT resources and owns many advantages over
other computing techniques. In this paper we describe the
various security issues of cloud computing beside the
countermeasure of each one. In the Chapter 2, the
underlying technology of cloud by itself provides a major
security risk. Chapter 3 illustrates the security challenges
and threats of cloud computing. Finally the chapter 4
provides a conclusion for the paper.

2. Security Aspects to Focus on Cloud

Computing

The popularity of Cloud Computing is mainly due to the fact
that many enterprise applications and data are moving into
cloud platforms; however, lack of security is the major
barrier for cloud adoption [10]. According to a recent survey
by International Data Corporation (IDC), 87.5% of the
masses belonging to varied levels starting from IT
executives to CEOs have said that security is the top most
challenge to be dealt with in every cloud service [11].

Many of the threats found in existing platforms. Out of
them, the Security Threat is considered to be of High Risk
[12]. Figure 1 shown below illustrates this fact via the
pyramid diagram.

Pestabisey

Figure 1: Classification of threats depend on risk factor

These threats can be avoided in an application by
introducing some suitable elements. They are further
explained below:

2.1 Confidentiality

It is the process of making sure that the data remains private,
confidential and restricted from unauthorized users [1]. Data
encryption is one of the most popular options of security
before pushing the data into cloud. Confidentiality means
keeping users’ data secret in the Cloud systems. Cloud
computing system offerings (e.g., applications and its
infrastructures) are essentially public networks. Therefore,
keeping all private data of users’ secret in the Cloud is a
fundamental requirement which will attract even more users
consequently. There are two basic approaches (i.e., physical
isolation and cryptography) to achieve such confidentiality,
encrypting data before placing it in a Cloud may be even
more secure than unencrypted data in a local data center; this
approach was successfully used by TC3 [2].

2.2 Authentication

Is the mechanism by which the systems may securely
identify their users. In authentication the origin of an
electronic message or document is correctly identified. For
Example, Suppose that user ABC sends an electronic
document over the Internet to user PQR. However, the
difficulty is that user ABC has posed as user XYZ when he
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sent this document to user PQR. How would user PQR know
that the message has come from user ABC, who is posing as
user XYZ?

2.3 Authorization

Determines the level of access to system resources attributed
to a particular authenticated user The principle of access
control determines who should be able to access what .For
Example, we can specify that user XYZ can view the
records in a database, but cannot update them. However,
user PQR might be allowed to make updates as well. Access
control mechanism can be used to ensure this. Using cloud-
based “Identity as a Service” providers may be a useful tool
for outsourcing some identity management capabilities and
facilitating federated identity management with cloud
providers [7].

2.4 Availability

The goal of availability for Cloud Computing systems
(including applications and its infrastructures) is to ensure its
users can use them at any place, at any time. Two strategies,
say hardening and redundancy, are mainly used to enhance
the availability of the Cloud system or applications hosted
on it. Many Cloud Computing system vendors provide
Cloud infrastructures and platforms based on virtual
machines. Amazon Web Services provide S3, EC2 entirely
depend on the virtual machines called Xen [3], and Skytap
[4] offers virtual lab management application relaying on
hypervisors, including VMware [5], Xen and Microsoft
Hyper- V [6], and so on. This is the reason due to which
Cloud service provider can rend resources (e.g., CPU cycles,
storage capacity, and memory) from Amazon on demand at
the expense of usage in terms of a single unit. Hence, the
virtual machine is the essential component to host these
services. Virtual machines have the capability for providing
on demand services in terms of users’ individual resource
requirement for a large amount of users.

Above figure shows an overview of the virtual machines. As
for redundancy, massive Cloud Computing system vendors
(e.g., Amazon, Google) offer geographic redundancy in their
Cloud systems, hopefully enabling high availability on a
single provider. Whenever there is disruption of service by
failure of Network, Storage or application the vendor must

Virtual Machine
(0S/App Serverietc)
J

Figure 2: Virtual machine as platform/infrastructure

It refers to the ability to ensure that a party to a contract or a
communication cannot deny the authenticity of their
signature on a document or the sending of a message that
they originated. Repudiation is defined as the denial of an

ensure that the service does not get affected, through a
backup that must run at all times. The switch should also be
seamless so as not to have a major impact on the users.
Google owns more than 1 million machines which are
distributed in 36 data centers across the world. Google also
offers geographic redundancy in its systems.

For a cloud user, service should be available at all time.
Whenever a user requests for a cloud service, provider and
user has to sign SLA (Service Level Agreement). This
defines the terms and conditions and specifications for cloud
service. It also includes percentage of time service is
available. A cloud user expects a high available service with
no or minimal downtime. A cloud provider and its
corresponding service are selected based on service
availability and business needs.

2.5 Integrity

When the data of a message is modified after the sender
sends it, but before it reaches to the intended recipient, then
the integrity of a message is lost. In this the data is protected
from accidental or malicious modification. Data integrity in
the Cloud system is to preserve information integrity (i.e.,
not lost or modified by unauthorized users). As data is the
foundation for providing Cloud Computing services, such as
Software as a Service, Platform as a Service, Data as a
Service, keeping data integrity is a basic task. Cloud
computing system usually provides large data procession
capability. Digital signature is a normally used technique for
data integrity testing. The widely accepted distributed file
systems (e.g., GFS, HDFS) usually divide data in large
volumes into a set of blocks, each of which has a default size
(e.g., 64MB, 128MB). When a block of the data is
physically stored then a digital signature is attached to it. In
this digital signature is able to test the integrity of the data,
and recover from fraud. Hence, data integrity is basic for
Cloud Computing system, and it is achieved by techniques
such as RAID-liked strategies, digital signature, hashing
techniques, and message authentication codes and so on.

2.6 Non-repudiation

Nonrepudiation is the guarantee that someone cannot deny
something.

entity of having participated in all or part of a
communication. Consider the example: Alice wants to send
a message to Bob; after having sent the message, Alice may
deny having sent it (repudiation of origin), or Bob may deny
having received it (repudiation of receipt). Therefore,
specific protocols have been designed in order to generate
evidences for non-repudiation of origin (NRO) (for Bob),
and non-repudiation of receipt (NRR) (for Alice). In case of
a dispute Alice or Bob will present their evidences to an
adjudicator, who will take a decision in favour of one of the
two entities without ambiguity

2.7 Privacy
Privacy is an crucial issue for cloud computing, each in

terms of legal compliance and user trust and this need to be
considered at every phase of design. The important
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consideration for software engineers while designing the
cloud services in such a way as to decrease privacy risk and
to ensure legal compliance.

Specific concerns include

Loss of governance: A cloud provider site is located in
onecountry and the cloud user may be using the service from
different country. User data which is stored from one
country is owned and is under the control of cloud provider
country, its misuse may have a significant impact on
privacy, security and intellectual property claims.

Regulatory compliance: Regulated data may reside in
thecloud, the obligation for regulatory compliance may still
falls with the organization that owns the data.

Lack of transparency: Cloud vendors do not alwaysdisclose
the details of how their services work, which third-party
partners they use, and exactly where data is located. The
information about the user data, security measures etc. are
generally not known to user.

Cloud system designers, architects, developers and Testers
must consider the following points [8]

1. Minimize personal information sent to and stored in the
cloud.

Protect personal information in the cloud.

Maximize user control.

Allow user choice.

Specify and limit the purpose of data usage.

Provide feedback.

ogah~wd

2.8 Control

Control within the Cloud Computing System means to
regulate the use of the system, including the applications, its
infrastructure and the data .Cloud Computing system
involves large—scale data sets & that are distributed across
multiple number of computer nodes. Every Internet user is
able to contribute his or her individual data to the Cloud
Computer systems which are located on the other side of the

2.11 Security-as-a [cloud] Service

Security-as-a-service is having important future growth
because of two reasons. First, a continues shift in data,
because of which security work will continue from in-house
to outsource. Second, several other information security
needs are present for organizations currently, but they will
accelerate in need and complexity with the growing adoption
of cloud computing. The two proactive controls are
important to the growth of cloud computing: identity
management that is inter-cloud and scalable to the cloud
size, and (encryption) key management.

Internet, and make use of them. Future healthcare
applications may use an individual’s DNA sequence (which
is captured by hospitals) to develop tailored medicine and
other personalized medical treatments. When all these
private data are stored in the Cloud Computing system
environment, users of Cloud Computing systems may face
many threats to their individual data. Hence, economical and
effective control over the data access within the Cloud
Computing system and regulate behaviors of the
applications (services) hosted on the Cloud Computing
systems can enhance the safety of systems.

2.9 Audit

Audit is a programming approach to watch what happened
in the Cloud system. It could be added as an additional layer
above the virtualized operation system hosted on the virtual
machine to provide facilities for watching what happened in
the system For such kind of scenarios, the state changes and
other factors that effected the system availability should be
audited- Such a new feature reinforces the Cloud Computing
developers to focus on providing virtualized capabilities
instead of specific hardware to being provided. Another
related thing is that many nations have laws requiring Cloud
Computing providers to keep customer data and copyrighted
material within national boundaries, which make the
auditability hopefully in the law issue perspective.

2.10 Compliance

Compliance can help prepare CSPs (Cloud Service Provider)
and their users to address rising requirements. To drive
efficiency, risk management, and compliance, CSPs need to
implement an internal control monitoring function together
with a robust external audit process. In order to gain comfort
over their in-cloud activities, CSP users need to define their
control requirements, understand their CSP’s internal control
monitoring processes, analyze relevant external audit
reports, and properly execute their responsibilities as CSP
users [9].

The two reactive controls are required for audit and
compliance purposes as well: scalable and effective SIEM,
and data leakage prevention (DLP). Providing solutions to
these controls will be difficult and are complex one that
must be hugely scalable and yet easy to use [9].

3. Security Challenges and Threats of Cloud
Computing

The schematic diagram depicted in Figure 3 gives the
security issues which are further explain as follow
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Figure 3: Various categories of cloud security threats

3.1 Threats to cloud computing discovered by “Cloud

Security Alliance” (CSA) [17]

Cloud Security Alliance is a well-known community
relegated to cloud security. It has proposed the security
threats of cloud systems. These threats are illustrate as
follows:

3.1.1 Abuse and Nefarious Use of Cloud Computing

This threat is relating to the shortcomings of registration
process associated with cloud. Cloud Service Providers offer
IAAS and PAAS to their customers with a minimum
requirement of a credit card. By taking advantage of this
registration process, hackers may be able to conduct
susceptible activities like Spamming and Phishing [13].
Initially, PAAS providers have suffered from this attack.
However, recent evidence shows that hackers have begun to
target IAAS vendors as well (CSA-Cloud Security Alliance).

3.1.2 Insecure Application Programming Interfaces
Software interfaces or APIs are used by customers to
interact with cloud services, which must have extremely

secure authentication, access control, encryption and activity
monitoring mechanisms - especially when third parties start
to build on them. Cloud providers provide a set of software
interfaces or APIs that customers use to manage and interact
with the cloud services. The security and availability of
cloud services depend upon the security of these basic APIs
[14]. Without proper management of authentication, it leads
to Insecure Interfaces. To maintain the secrecy of cloud data,
the interfaces must be designed to protect against both
accidental and malicious attacks.

3.1.3 Malicious Insiders

Malicious insider, working as a cloud employee, collecting
confidential data or taking complete control of the cloud
services with minimal or no possibility of detection [15].
Therefore it is a important challenge as to how an
organization can restrict its internal employees, contractors,
vendors and other trusted people who have access to critical
resources from within the network. This key challenge can
be addressed to a certain degree by enforcing strict supply
chain management and conducting a comprehensive supplier
assessment [16]. Authorization plays a important role in
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securing the cloud.

Transparency is very important in the information security
and management. When a cloud provider hires their cloud
employees, certain factors such as hiring standards, policies
regarding how their employees can access to virtual &
physical assets and how the employees are being monitored
in their work are to be clarified. If the cloud provider does
not consider the significance of the above factors, this
situation may create more opportunities to the hackers.

3.1.4 Shared Technology Vulnerabilities

Sharing infrastructure is a life for laaS providers. These
infrastructures were not designed to offer strong isolation.
Strong compartmentalization is required to ensure that users
do not interfere with other tenants running on the same cloud
provider. Thus, compromise on Confidentiality is a serious
security issue.

3.1.5 Data Loss/Leakage

Top threats for Cloud Computing like Data loss or Data
leakage may due to how the data is structured. Firstly, data
of an organization must be stored in servers of other nations.
This is a significant concern for some organizations.
Secondly, the duration of data retained by the Cloud
provider, may continue to remain on the provider’s servers,
even after it has been deleted by the client [11]. Thirdly,
improper deletion of data records and alteration of data
without proper backup can result in permanent loss of data.
Last but not the least, insufficient authentication,
authorization and audit control, allows unauthorized parties
to gain access into sensitive data. Therefore, Data Integrity
must be upheld if CC is to be secured.

3.1.6 Account, Service & Traffic Hijacking
These threats include man-in-the-middle attacks, phishing
and spam campaigns, and denial-of service attacks.

3.2 Security Problems Concerning Location of the Cloud
Systems

Some problems are inherited from the specific features of
cloud computing. In cloud computing system, data storages
are spread around the world. This may result in some
security problems as bellow:

3.2.1 Multi-location of the private data

The businesses’ private data are residing on someone else’s
computer and in someone else’s facility which is dangerous.
Many things can be wrong with the data such as the Cloud
service provider may go out of business. Secondly, the
Cloud service provider may decide to hold the data as
hostage if there is a dispute.

3.2.2 Multi-location of the service provider

The Cloud service clients it may be business user or private
user also need to make sure that how the Cloud service
provider performs their declared services. Thus, in this way
the Cloud service client is able to keep a direct relationship
with the Cloud Service provider, and control its own private
data.

3.2.3 Data combination and commingling

The Cloud Computing client such as business user or private
user must ensure that whether its private data is stored
separately from others or not. If they are combined or
commingled with other clients’ data, then it is much more
dangerous. If another client is the victim of a hack attack,
the attack might affect the availability or integrity of the data
of other clients located in the same environment. For
example, viruses might be transmitted from one client to
others.

3.2.4 Restrictions on techniques and logistics

It might be very difficult or even impossible for the Cloud
service provider to assure the locations where the Cloud
Computing client’s data will be stored. Consider the
example, Amazon has data centers that are all over the
world; the client’s data is placed automatically across them,
unless Amazon uses specific servers for dedicated client.
The Cloud service provider may also need to address
logistics. Cloud computing providers needs to delegate the
data hosting or other service to third parties.

3.2.5 Data transfer across the borders

Knowing where the Cloud service supplier will host the data
may be a requirement to know the way to transfer data
across the country borders. As a result of multi-locations of
the 3 parties within the Cloud Computing scheme i.e. Cloud
supplier, XaaS Cloud user/provider, XaaS user, the data
request storage and the processing sometimes conduct in
numerous countries or places, that build the laws to be
applied even additional complex, and because of which the
private information to be even additional vulnerable from
attack.

3.3. Cloud Challenges Inherited From Network Concept
Cloud computing mainly depends upon internet and remote
computers or servers in maintaining data for running various
applications. The network is used to upload all the
information. The network structure of this cloud faces
various attacks and security issues which are explained
further below.

3.3.1 SQL injection attacks

In this type of attack a malicious code is inserted into a
standard SQL code. Thus the attackers get unauthorized
access to a database and are able to access sensitive data.
Further, SQL injection attacks as described by Sara Qaisar et
al. [18], uses the special characters to return the data for
example in SQL scripting the query usually ends up with
where clause which again may be modified by adding more
rows and information in it. The information entered by the
hacker is misunderstand by the website as that of the user’s
data and this will then allow the hacker to access the SQL
server leading the invader to easily access and modify the
functioning of a website.

3.3.2 Cross Site Scripting (XSS) attacks

In this attack injecting malicious scripts into Web is done.
There are two methods for injecting the malevolent code
into the web-page that is displayed to the user: Stored XSS
and Reflected XSS. In case of Stored XSS, the malicious
code is permanently stored into a resource managed by the
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web application [19]. However in case of a Reflected XSS,
the attack script is not permanently stored; in fact it is
immediately reflected back to the user [19]

3.3.3. Man in the Middle attacks (MITM).

In this attack, an entity tries to interrupt an ongoing
conversation between a sender and a receiver to inject false
information and to have knowledge of the important
information transferred between them. Various such as
Airjack , Cain ,Dsniff, , Ettercap, Wsniff, etc. have been
developed for providing protection against these attacks.

3.3.4 Sniffer Attacks

These attacks are launched by applications which can
capture packets flowing in a network and if the data that is
being transferred through these packets is not encrypted,
then it can be read. A sniffer program, through the NIC
(Network Interface Card) ensures that the data/traffic linked
to other systems on the network also gets recorded.

3.3.5 Reused IP Addresses

When a particular user moves out of a network, then the IP-
address associated with him earlier is assigned to the new
user. Even if the old IP address is being assigned to a new
user, the chances of accessing the data by some other user is
not less as the address still exists in the DNS cache and the
data belonging to a particular user may become accessible to
some other user abuse the privacy of the previous user.

3.3.6 Denial of Service Attacks

This attack prevents the consumer from receiving the service
from the cloud. It usually floods the cloud with excessive
requests to the target server and the actual consumer might
not be able to receive the service since the server is busy
servicing the attacker. There are many methods to perform a
DosS attack such as SYN flood. A SYN flood use the TCP 3-
way handshake by requesting connections to the target
server and ignoring the acknowledgement (ACK) from the
server. This makes the server to wait for the ACK from the
attacker, wasting time and resources. Because of which, the
server does not have enough resources to provide services to
clients. This attack can be prevented by authorizing strict
access to the cloud and using cryptographic protocols to. It
usually floods the cloud with excessive requests to the target
server and the actual consumer might not be able to receive
the service since the server is busy servicing the attacker.
There are many methods to perform a DoS attack such as
SYN flood. A SYN flood use the TCP 3-way handshake by
requesting connections to the target server and ignoring the
acknowledgement (ACK) from the server. This makes the
server to wait for the ACK from the attacker, wasting time
and resources. Because of which, the server does not have
enough resources to provide services to clients. This attack
can be prevented by authorizing strict access to the cloud
and using cryptographic protocols to ensure that the right
personnel are accessing the cloud.

3.3.7 Xml signature element wrapping

As clients are typically able to connect to cloud computing
via a web browser or web service, the web service attacks
also affect cloud computing. XML signature element
wrapping is the eminent attack for web service. Although
Cloud security uses XML signature in order to protect an

element’s name, attributes and value from unauthorized
parties, it is unable to protect the particulars in the
document. An attacker is able to manipulate a SOAP
message by copying the target element and inserting
whatever value the attacker would like and moving the
original element to somewhere else on the SOAP message.
This method can trick the web service to process the
malicious message created by the attack. Figures 5 and 6
illustrate an example of an XML signature element wrapping
attack. As per the figure 5, the client requests a picture
called “me.jpg”. However, if the attacker intercepts and
alters the SOAP message by inserting the same element as
the client but the attackers requests a document named
“cv.doc” instead of the image shown as the figure 6. After
the web service receives the message, the web service will
send the document back to the client. Another attack may be
in the case of the e-mail web service application.

3.3.8 Browser Security

Every client uses browser to send the information on
network. The browser makes use of SSL technology to
encrypt user’s identity and credentials. But hackers from the
intermediary host may acquire these credentials by the use
of sniffing packages installed on the intermediary host.
Steve Kirsch [20] states that in order to overcome this, one
should have a single identity but this credential must allow
various levels of assurance which can be achieved by
obtaining approvals digitally. Moreover, M. Jensen [21], has
shown that Web Services security (WS-security) concept on
browsers work with XML encrypted messages which does
not need to be decrypted at intermediated hosts.

3.3.9 CAPTCHA Breaking

Recently, it has been found that the spammers are able to
break the CAPTCHA [22], provided by the Hotmail and
Gmail service providers. They use audio system to read the
CAPTCHA characters for the visually impaired users.
Various methods such as: variable fonts of the letters used to
design a CAPTCHA, implementing letter overlap, increasing
the string length and using a perturbative background can be
used to avoid CAPTCHA breaking [23]. Single frame zero
knowledge CAPTCHA design principles have been
proposed, which will be able to oppose any attack method of
static optical character recognition (OCR).

3.3.10 Cookie Poisoning

Cookie poisoning involves changing or alerting the contents
of cookie to have an illegal access to a webpage or an
application. Basically cookies contain the user’s identity
related credentials and once these cookies are accessible, the
content of these cookies can be copied to masquerade as an
authorized user. Figure bellow explain this kind of attack
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Figure 4: Cooking Poisoning [23]
3.4 Cloud Threats Inherited From Virtualization

Virtualization is yet another important technology for the
realization of CC; but the services provided by
Virtualization may also introduce some forms of risks to its
applications [24] as explained below:

3.4.1 Isolation Failure

One of the major benefits of Virtualization is Isolation [25].
This benefit, if not deployed properly will generate a threat
to the environment [26]. Poor isolation or inappropriate
access control policy which will cause the inter-attack
between two VMs or between VMs and its associated
VMM. For instance, VM Escape is one of the worst cases
happening if the Isolation between the host and the VMs is
compromised. In case of VM Escape, the program running
in a VM is able to bypass the VMM layer and get access to
the host machine. Since the host machine is the root of
security of a virtual system, the program which gains access
to the host machine can also gains the root privilege

3.4.2. Dependency on Secure Hypervisor

If a hacker is able to get control over the hypervisor, he can
do the changes to any of the guest operating systems and get
control over all the data passing through the hypervisor [27].
Based on the understanding of how the various components
in the hypervisor architecture behave, an advanced cloud
protections system can be developed by monitoring the
activities of the guest VMs (Virtual Machines) and inter-
communication among the wvarious infrastructure
components [28, 29].

3.4.3. Multi-tenancy

During execution of multiple VMs on the same host,
different users can share both the application and physical
hardware [30]. This may lead to information leakage and
other exploitations. For instance, in a virtual system,
improper VM management policy will cause VM sprawling
[25], a case where number of VMs increasingly growing
while most of them are idle or never be back from sleep,
which may cause resource of host machine being largely
wasted.

4. Conclusion

Any application relying upon an emerging technology
should consider the different possible threats. Such an
application with an inability to anticipate or handle the

threats may probably lead to failures. The classification of
various security threats/issues presented in this paper would
definitely benefit the cloud users to make out proper choice
and cloud service providers to handle such threats
efficiently.
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