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Abstract: Computer Networks now a days are becoming a basic needs of this era where information sharing is key element for growth.
With such use, the level of mischievousness has also grown briskly. Intrusion Detection Systems (IDS) are deployed to annotate such
elements of the network so that the normal operation of the network is continued. IDS analyses the network and uncovers the malicious
activities from member of the network of from the outside network. The strategies normally deployed in the implementation of as IDS
evaluate the network based on knowledge of the expert system. The decision making methodology in existing IDS are found to be
accommodating very limited number of conditions. Our proposed system will be deploying Fuzzy Logic rules of Artificial Intelligence to
take decisions on malicious activities in the network. Such a scheme aims to include maximum possible conditions as they occur in the
network. This system will considered the algorithm of the information security management system based on soft computing, and will
implement a prototype of the intrusion detection system (IDS) for a network
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1. Introduction
Computer Networks

Communication and networking are changing the way we do
business and live life. Computer networks is a set of devices
(referred as node) connected by a communication link.
Where node is computer, printer or any device which are
capable of sending or receiving data generated by other node
in the network.

Some scenarios where intruders can occur:

e Adware — It is a advertising-supported software that is
automatically loaded when a web page is viewed. These
are often pop-up windows or bars on the computer screen.
Some adware is also spyware that collects personal
information.[11]

e Hijacking —it is an intruder which refers to when spyware
or a virus is hidden in a software program that normally
does something else. When the program opens, it
performs an operation such as collecting personal
information.[11]

e Spam — These are unsolicited, unwanted e-mail
messages that are usually mailed out to many people at
once.[10][11]

e Spyware —It is software that automatically collects
personal information from you without permission. This
information is sometimes sold to advertisers, used for
identify theft, or other types of commercial gain. Spyware
is often associated with download software such as music
or games because it can be hidden in the download. It
differs from viruses and worms because the software does
not self-replicate.[10][11]

e Phishing —These are people who try to find out personal
information about you such as passwords or account
information. They often use this for identify theft.
[10][11]

e Virus — It is software programs designed to interfere with
computer operation. A virus replicates itself and attaches
itself to programs such as e-mail. Viruses may corrupt
data, slow down functions, or cause other problems. They

attack software, but will not physically harm your
computer components such as monitor or keyboard
[10][21].

e Worm It is designed to interfere with computer
operation. It also takes control of features of your
computer and does things like send email to all the people
in your e-mail address book. This can clog networks and
slow down the Internet [10][11].

Intrusion detection

Intrusion detection Systems (IDS) are a vital element in the
communication system of organizations and represent one of
the main security tools for computer networks. The role of
the security administrator in intrusion detection is not easy,
systems and services are becoming increasingly
sophisticated and complex as well as their configurations
and new attacks and vulnerabilities are constantly arising.
Moreover, and due to the undeniable success of networks as
communications tool, the number of interconnected nodes
and the volume of information to be managed are growing at
an alarming rate. Traditional IDS are based on low level
attacks and generate isolated alerts, although there is a
logical connection between them. Furthermore, the huge
number of generated alerts becomes unmanageable and
securityadministrators are unable cope up with them. Main
task of intrusion detection is to find out the concealed
attacks from a large quantity of routine communication
activities.IDS come in a variety of flavors” and approach
the goal of detecting suspicious traffic in different ways.
There are network based (NIDS) and host based (HIDS)
intrusion detection systems.[9]

NIDS

Network Intrusion Detection Systems are points within the
network to monitor traffic to and from all devices on the
network. Ideally you would scan all inbound and outbound
traffic; however doing so might create a bottleneck that will
impair the overall speed of the network.
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HIDS

Host Intrusion Detection Systems are run on individual hosts
and devices on the network. A HIDS monitors the inbound
and outbound packets from the device only and will alert the
administrator of suspicious activity is detected. [9]

Anomaly Detection

In anomaly Detection both user and system behavior can be
predicted using normal behavior patterns. Anomaly
detectors identify possible attack attempts by constructing
profiles representing normal usage and then comparing it
with current behavior data to find out a likely mismatch. For
specified, well-known intrusion excellent detection results
are achieved by signature-based methods. But, they cannot
find out unfamiliar intrusions though constructed as a least
alteration of previously known attacks. Conversely, the
capability of discovering intrusion events which are
previously unobserved is the main advantage of anomaly
based detection techniques.

Fuzzy logic

Fuzzy rules are key tools for expressing pieces of knowledge
in “fuzzy logic”. However, there neither exist a unique kind
of fuzzy rules, nor is there only one type of “fuzzy logic”.
Main task of fuzzy rules is to provide accurate decision
within some specific environment.[12][13] . Fuzzy logic is
an innovative technology which enhances conventional
system design with engineering expertise. The use of fuzzy
logic can help to circumvent the need for mathematical
modeling. Fuzzy logic is a extended version of conventional
logic, and fuzzy logic controllers are a extension of linear
extended version of control models. Hence anything that can
be built using conventional design techniques can also be
built with fuzzy logic, and vice-versa. However, in a number
of cases, conventional design methods would have been
complex and, in many cases, might prove simpler, faster and
more efficient. The key to successful use of fuzzy logic is its
combination with conventional techniques. Also, a fuzzy
system is time-invariant and deterministic. Therefore any
verification and stability analysis method can be used with
fuzzy logic, too.[14]

Network intrusion detection system using fuzzy logic:

In view of the fact that there is no ideal solution to avoid
intrusions from event, it is very significant to detect them at
the initial moment of happening and take necessary actions
for reducing the likely damage. Several researchers focused
on fuzzy rule for effective intrusion detection. In this
system, anomaly-based intrusion detection makes use of
effective rules identified in accordance with the designed
strategy. The fuzzy rules generated from the proposed
strategy can be able to provide better rate in detecting the
intrusion behavior. This proposed system consists of fuzzy
logic-based system for effectively identifying the intrusion
activities within a network. The proposed fuzzy logic-based
system can be able to detect an intrusion behavior of the
networks since the rule base contains a better set of rules.

2. Literature Review

Details of different existing methods for intrusion

detection:

o Statistical Model: These techniques try to differentiate
between the normal and abnormal behavior based on some
parameters that are collected over time. Examples include
bandwidth, CPU utilization, user session time, etc. These
parameters collected eventually, are used to create profiles
for individual users/activities. If the values of these
parameters go beyond what has been learnt as normal
about the entity, an intrusion is flagged[18].

o Data Mining Based Methods: The strength of IDS is
improved by periodically updating the rules and data by
an expert system. This process is manual and, therefore,
time consuming [17][18].

e Signature analysis: This method behaves like the basic
misuse detection technique and looks for the patterns of
data in the audit trials. This method is very similar to
knowledge based systems but the complexity regarding
the semantics of attacks as in expert systems is very low in
this technique.[18]

o Genetic Algorithms: This method is simply based on the
concept of human genome systems. Through continuous
monitoring it evolves and develops a data structure called
chromosomes which represent the problems to be solved.
These are machine learning based techniques and are
called evolutionary algorithms or  evolutionary
computations. Eventually, rules are generated which judge
the intrusions and their counter measures. If a condition
for that rules is met, then a set of predefined actions is
performed. Since biological parameters are involves, it
involves a higher degree of resource [18][16].

e State transition based: This method uses the finite state
theory as a basis for detecting intrusions. It denotes
various network states as states of a finite state machine. If
a sequel state is identified from the network state of finite
state machine, an intrusion is detected. The method
represents the intermediate steps of a penetration as states
that must lead to an intrusion. The graphical
representation of intrusions makes it easier to derive the
intrusions from the intermediate states that must take
place for the successful completion of an intrusion. In
addition to these initial and compromised states, there
exist some states known as signature states that represent
the actions that would prevent an intrusion if they are
omitted.[18]

o Expert based systems: In earlier days of development, the
data called audits produced by IDS was forwarded to an
administrator (a human) who used to analyze those long
log files and check for suspicious. The disadvantage of
this method was time consuming and exhaustive study of
audit trials. Recently computer machines have been
developed with human like knowledge and reasoning
maintained as a knowledge base. These are in fact used by
knowledge based IDS techniques. In addition to this
knowledge base there is a set of rules and heuristics that is
applied on this knowledge base to trap intrusions, if
any.[18]

e Petri nets: They are knowledge based systems that use
mathematical models to represent the states of a system
graphically. A knowledge based Petri net model, that uses
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Colored Petri nets has been developed at PURDUE
University. The vertices of the graph represent the system
states and the transition from one state to another is
marked by events. Three parameters must be satisfied —
pre-condition which identifies the actions that must occur
before the pattern matching, post actions which define the
actions after the pattern matching and invariants which are
the conditions looked for during the process of pattern
matching.[18]

3. Details of Proposed System

The proposed system will combine anomaly detection
algorithm with the decision making based on fuzzy rules. In
this method we will extend anomaly detection algorithm
with fuzzy rules that what will be the output of anomaly
detection algorithm will be given to fuzzy rule base system
to take decision about intruders. Up till now fuzzy rules are
only used in case of misuse detection technique which has
been proved most accurate for misuse detection but for
anomaly detection still there is requirement for accurate
technique to detect intruders with more accuracy. Anomaly
detection algorithm is based on the fact that the probability
of a connection attempt being a success should be much
higher for a benign host than a malicious one.

3.1 System Overview

An intrusion-detection system (IDS) can be defined as the
tools, methods, and resources to help identify, assess, and
report unauthorized or unapproved network activity.
Intrusion detection is typically one part of an overall
protection system that is installed around a system or device
it is not a stand-alone protection measure. In this simulation
module applied IDS module will protect through the
malicious behavior if malicious node is in the range of IDS.
At first IDS will check which node update the routing table
and send higher sequence number to the sender node, if find
out so IDS will send the message to the sender node to
eliminate that particular path where belongs Malicious node
and search new route according to IDS instruction. Here
internal module of IDS provides only protection of
misbehave and provide trust communication between sender
and destination. After prevention we detect malicious node
via trace analysis and provide secure communication in
wireless network. This will further be continued for finding
types of attack in the network and that attacked node will get
removed and communication between nodes will get
continued.

In this proposed system each node in the network will send
“HELLO’” message to all neighboring nodes. that node will
either reply to that node or rebroadcast it to its neighbor by
increasing hop count. Source node will wait up to certain
time limit for getting reply from receiver. If (node replied
which is not a neighbor of source) then mark it as malicious.
If (Any two nodes send the same next hop) It will forward to
the one that has sent the “HELLO” first. Else Source will
select the first two nodes that has send the “HELLO” first
and send a dummy packet by encrypting it with the public
key of corresponding next hop. When the next hop receive
the packet it will send 2ACK to the sender by encrypting
that acknowledgment by its private key. The sender

forwards the ACK to source node. The source node gets
ACK from one node or both nodes or may not get any
acknowledgement. If (It get ACK from only one node) It
will mark the node not malicious by updating from 1 to 0 in
Is Malicious entry and send the packet through it and mark
the other node malicious. If (It get ACK from both node) It
will send the packet though the one having less hop count
and update both as non malicious. If (It does not get ACK
from any node) It will mark both nodes malicious and will
choose next two nodes from the Collection of Route Reply
and repeat previous step [4].

3.2 Flowchart of Proposed System
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3.3 Types of attacks detected by proposed system

e Blackhole attack

Blackhole attack, malicious node waits for neighboring
nodes to send RREQ messages. When the malicious node
receives an RREQ message, without checking its routing
table, immediately sends a false RREP message giving a
route to destination over itself, assigning a high sequence
number to settle in the routing table of the victim node,
before other nodes send a true one. Therefore requesting
nodes assume that route discovery process is completed and
ignore other RREP messages and begin to send packets over
malicious node. Malicious node attacks all RREQ messages
this way and takes over all routes. Therefore all packets are
sent to a point when they are not forwarding anywhere. This
is called a black hole akin to real meaning which swallows
all objects and matter.

e Selfishnode attack

This malicious node which is also known as selfish node and
which is not participating in the network operations, use the
network for its advantage to enhance performance and save
its own resources such as power. To achieve that, selfish
node puts forth its existence whenever personal cost is
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involved. Therefore these selfish node behaviors are known
as selective existence attacks. For instance, selfish nodes do
not even send any HELLO messages and drop all packets
even if they are sent to it, as long as it does not start the
transmission. When a selfish node wants to start a
connection with another node, it performs a route discovery
and then sends the necessary packets.[19]

e Gray Hole Attack (Routing Misbehavior)

Gray hole attacks is an active attack type, which lead to
dropping of messages. Attacking node first agrees to
forward packets and then fails to do so. Initially the node
behaves correctly and replays true RREP messages to nodes
that initiate RREQ message. This way, it takes over the
sending packets. Afterwards, the node just drops the packets
to launch a (DoS) denial of service attack. If neighboring
nodes that try to send packets over attacking nodes lose th
connection to destination then they may want to discover a
route again, broadcastin RREQ messages. Attacking node
establishes a route, sending RREP messages. This process
goes on until malicious node succeeds its aim (e.g. network
resource consumption, battery consumption). This attack is
known as routing misbehavior.

4. Experimental results of proposed system:

———————— —————

-

[1 o PRI
Figure 2: Dedtected 3 types of attack

Advantage of proposed system: One important limitation
to NIDSs is the frequency of false positives. No current IDS
can completely eliminate the possibility of a false
positive.[15] So this propose system of IDS with fuzzy logic
will try to reduce this false positive by extending decision
part of IDS with fuzzy logics.[1]

5. Conclusion and Future Scope
5.1 Conclusion

Application of fuzzy rules to IDS for a computer network
within a purview of information security methodologies
based computing enhances the decision making ability of the
IDS and in turn network. Such a system will improve the
performance of the network significantly as the frequency of
malicious activities of a member in the network will be
reduced to a certain extent due to uncovering of such
activities a quick action can be taken to prevent such
harmful members from affecting the normal behavior of the
network.

5.2 Future Scope

e In future, more complex fuzzy rules can be included to
capture more complex and dynamic situations arising in
the network.

e In this study, the AODV routing protocol is used. But
the other routing protocols could also be used. All
routing protocols are expected to present different
results. Therefore, the best routing protocol for
minimizing the Attacks may be determined.

e Some more types of attack can be determined
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