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Abstract: In MANET, secure routing is the major issue and it is difficult to identify malicious hosts as the topology of the network
dynamically changes. In this paper we proposed the security scheme against jamming attack with AOMDV protocol. The proposed 1DS
scheme is identified the jammer attacker through the flooding of number of misbehavior control packets. These control packets are only
consumes the network bandwidth and after some time it blocks the whole channel. Because of the mobility of the ad hoc network, a
compromised node can frequently change its attack target and perform malicious behavior to different node in the network, thus it is
very difficult to track the malicious routing behavior performed by a compromised node in network but the proposed scheme is identified
it without any overhead in routing performance. The proposed IDS (Intrusion Detection System) security scheme is identified the
attacker by their routing entry present on other nodes routing record. The attacker has dump the whole performing of network. The
Multipath routing protocol AOMDYV is provides the multiple path if the attacker is exist in established path. The infection from attack
and performance metrics like throughput, routing load is evaluated and observe the secure proposed security scheme is immobilized the
routing mishehavior of jamming attacker and provides secure AOMDV routing performance as equal to normal AOMDV performance.
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1. Introduction

A mobile ad-hoc network (MANET) is a collection of
independent mobile nodes that can communicate to each
other via radio waves. The mobile nodes that are in radio
range of each other can directly communicate, whereas
others need the aid of intermediate nodes to route their
packets. These networks are fully distributed, and can work
at any place without the help of any infrastructure. This
property makes these networks highly flexible and robust.
Two non-adjacent devices can communicate only if other
devices between them are in MANET and are willing to
forward packets for them. Since the nodes are mobile, the
network topology may change rapidly and unpredictably over
time. Because of lack of centralized administration, all the
network activities like discovering of topology and message
delivering are executed by nodes themselves. Security is a
process that is as secure as its weakest link. So, in order to
make MANETS secure, all its weak points are to be identified
and solutions to make all those weak points safe, are to be
considered. Mobile ad-hoc networks are inclined to a large
number of security threats [2].

The basic reality that MANET lack permanent infrastructure
and use wireless link for interaction makes them very
predisposed to an adversary's spiteful attacks. Attackers are
severe security threats in ad-hoc networks which can be
employed with no trouble by exploiting susceptibility of on-
demand routing protocols such as AODV. The intrusion
Detection System (IDS) is not only detects the attack
malicious but also prevents attacks imposed by both single
and multiple nodes and the Detection and healing routing
misbehaviour under MANET [3]. we try to reach up to the
specific solution maximizes network performance by the help
of minimizing production of control (routing) packets as well
as successfully opposing attacks against mobile ad-hoc
networks [1]. One of the primary concerns related to ad hoc
networks is to provide a secure communication among

mobile nodes in a hostile environment. The nature of mobile
ad hoc networks poses a range of challenges to the security
design. These include an open decentralized peer-to-peer
architecture, a shared wireless medium and a highly dynamic
topology. This last point is where the main problem for
MANET security resides the MANET can be reached very
easily by users, but also by malicious attackers.

The routing protocols in MANET are basically classified in
three categories [4] like proactive, reactive and hybrid. The
Multipath protocol like AOMDYV [5] is established more than
one path for data sending and receiving in MANET.

The open wireless medium in MANETSs renders secure
neighbor discovery particularly vulnerable to the jamming
attack, in which the adversary intentionally transmits noise
like signals to prevent neighboring nodes from exchanging
messages and thus discovering each other at physical layer
but at time of routing the huge packets are sending by
attacker. In jamming the communicating parties flooded the
unauthorized packets (unknown to the adversary) to spread
the signals such that the transmissions are unpredictable and
thus resilient to jamming [6]. Failure in data delivery ends up
compromising the reliability of the network and thus war
operation in question. In the battlefield where mobile ad hoc
networking technologies are used, electronic attacks like
jamming by the enemy is highly probable to prevent tactical
communication. Jamming attacks in radio networks is the
deliberate transmission of radio signals by adversaries to
disrupt communication through interference and cause data
delivery failures by attacker in MANET.

In this paper we proposed the IDS security scheme against
jamming attack with AOMDV routing protocol. The attacker
is identified from their unnecessary routing message flooding
and IDS has blocked their participation in routing and
provides secure communication.
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2. Literature Survey

The let’s look out various researches already done by various
researchers. In this research [6] author focus on identified the
vulnerabilities of routing protocols that fail to provide
reliable routing and thus cause drastic degradation of data
delivery performance under jamming. Pulse jamming that
allows intermittent success in data delivery to jammed nodes
is more efficient than constant jamming. Effective and
efficient jamming attack can be executed through a careful
selection of jamming rate based on routing protocol
operations.

In this research [7] author focus on improving the Secure
Enhanced-On  Demand Multicast Routing  Protocol
(EODMRP) to safeguard it against flooding and black hole
attacks. The performance analysis carried out shows
improvement in packet delivery ratio in presence of black
hole attack, with marginal rise in average end-to-end delay
and normalized routing overhead. The proposed mechanism
for flooding attack works even when the identity of the
malicious nodes is unknown and does not use any additional
network bandwidth. It is simple to implement and maintains
or improves network throughput when there are no malicious
nodes but the network is congested with excess traffic.

In this paper [8] we proposed a hierarchical dynamic trust
management protocol for cluster-based wireless sensor
networks, considering two aspects of trustworthiness,
namely, social trust and QoS trust. We developed a
probability model utilizing stochastic Petri nets techniques to
analyze the protocol performance, and validated subjective
trust against objective trust obtained based on ground truth
node status. We demonstrated the feasibility of dynamic
hierarchical trust management and application-level trust
optimization design concepts with trust based geographic
routing and trust-based IDS applications, by identifying the
best way to form trust as well as use trust out of individual
social and QoS trust properties at runtime to optimize
application performance. Here trust-based IDS algorithm
outperforms traditional anomaly-based IDS techniques in the
detection probability while maintaining sufficiently low false
positives.

The authors [9], discuss the different types of security attacks
that can be launched easily in MANETS and related solutions
needed for ensuring network security. This paper implements
the secure ad hoc on-demand distance vector routing protocol
(SAODV) and compares the performance of protocol with
existing AODV protocol in the presence of black hole attack.
Since public key cryptography is used in this scheme, it takes
significant amount of time to compute digital signature at
each node. Also, this leads to high overhead and processing
power requirements.

In this paper author proposed FACES (Friend-Based Ad-hoc
routing using Challenges to Establish Security) [10], that
provides a list of trusted nodes to the source node by sending
challenges and sharing friend lists. Based on the extent of
successful data transmission and the friendship with other
nodes in a network, the nodes in the friend lists are rated. The
trust level of each node varies from -1 to 4. The nodes in the
network are placed in one of the three lists, i.e. question

Mark list, friend list and unauthenticated list. The periodic
flooding of challenge packet and sharing of friend lists
increases the control overhead.

In this paper [11] author proposed per-IP traffic behavioral
analysis, in this they present a real time DDoS attack
detection and prevention system which can be deployed at
the leaf router to monitor and detect DDoS attacks. The
advantages of this system lie in its statelessness and low
computation overhead, which makes the system itself
immune to flooding attacks. Based on the synchronization of
TCP and UDP protocol behavior, this system periodically
samples every single IP user's sending and receiving traffic
and judges whether its traffic behavior meets the
synchronization or not. A new nonparametric CUSUM
algorithm is applied to detect SYN flooding attacks.
Moreover, this system can recognize attackers, victims and
normal users, and filter or forward IP packets by means of a
quick identification technique. Moreover, this system can
quickly filter the attack traffics and forward the normal
traffics simultaneously by means of the fast identification
technology.

In this [12] research, rejection of Service attack is applied in
the network, evidences are collected to design intrusion
detection engine for MANET Intrusion Detection System
(IDS). Feature extraction and rule inductions are applied to
find out the accuracy of detection engine by using support
vector machine. Universal Detection Engine will generate the
friend list according to trust level, higher the trust level of the
node may be used for other different processes similar to
routing, and deciding the cluster head for scalable ad-hoc
networks. Aspect takes out for Routing parameters and
MANET Traffic generation parameters can be used for
different routing protocols..

In this approach [13] a message security approach in
MANETS that uses a trust based multipath AOMDV routing
combined with soft encryption, yielding our so-called T-
AOMDV method. Replication results using ns2 exhibit that
our scheme is much more secured than traditional multipath
routing algorithms and a recently proposed message security
scheme for MANETSs. The performance criteria used are
route selection time and trust compromise. This requirement
poses a security challenge when malevolent nodes are present
in the network. Indeed, the existence of such nodes may not
simply disrupt the normal network operations, but cause
serious message security issue concerns, from data
availability, privacy, and/or integrity viewpoints.

In this paper [14], the current security issues in MANET are
investigated. Universally, we have examined different
routing attacks, like flooding, black hole, link spoofing,
wormhole, and colluding miserly attacks, as well as existing
solutions to protect MANET protocols. A MANET is a
promising network technology which is based on a self
organized and rapidly deployed network. Due to its excellent
features, MANET attracts different real world application
areas where the networks topology changes very rapidly. The
existing security solutions of wire networks cannot be
applied directly to MANET, which makes a MANET much
more vulnerable to security attacks issues. In this paper
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author discussed present routing attacks and countermeasures
against MANET protocols.

3. Proposed Security Scheme against Jamming
Attack

The proposed research is divided in to three modules like
normal AOMDYV routing, Jamming Attack and proposed IDS
security scheme. The proposed steps to identified attacker is
mentioned step by step in algorithmic foam. The IDS node
identified the control packets load on the network. The IDS
node is recognizes the port number of attacker to block

Max Load Limit = (total control Pks sends by S, / 2) //
recognize from normal AOMDYV performance
If ((load > = max_limit) && (new table entry!= normal Table

entry))
{

Capture control packets load on network of I, nodes //
Intermediate Nodes

Create normal Table of I, nodes;

Create abnormal Table of I, nodes;

Insert value into abnormal_table;

Find_attack_info();
Find_attacker_information(node_number, pkt_type, Load)
Capture infection type;

Infect percentage;

Attacker Port_number; // port number =1 (enable)
Attacker identified through IDS;

{
If (Upcoming Table Entry == abnormal table entry)

IDS Capture attacker node information from table entry;
Block the infected node; // by block the communication
through Port number disable to from 1 to 0

Broadcast attacker node Identification in network;

}
Else

{

Packets enter in table and attacker not found;

}

}

Else

{

Control Packets delivery is normal and Attack not identified
in network;

}

}

The attacker is MANETs introduce assorted functions,
operations and services influenced by the context and
malicious activities. In a critical situation, where parts of a
system are compromised by attacks or intrusions, proposed
IDS priority is given to maintain correct functionality of
essential services. Essential services demand capacities and
guaranties to assure their correct data delivery in the presence
of jamming attack failures. Such capacities and guaranties are
identified through strong security scheme and they can
diverge significantly depending on the system characteristics,
its scope, and the consequence of the service interruption.
Survivable MANET in presence of IDS must maintain a
connected network even in adverse situations, since that
service allows efficient routing and end to end

communication. The proposed IDS security finally manages
them in order to optimize the use of their resources,
minimizing latency and maintaining the quality of service of
network.

4. Simulator Outline

dd Network Simulator -2 (NS-2) [15] is a network simulator
tool. It is developed at UC Berkeley as a part of the VINT
project. It is suitable for designing new protocols, comparing
different protocols and traffic evaluations. NS-2 simulator is
an open source software and are easily available, compatible
with Linux, Solaris, Windows and Mac OS X . The network
simulator NS is a discrete event network simulator developed
at UC Berkeley that focuses on the simulation of IP networks
on the packet level. The NS project (the project that drives
the development of NS) is now part of the Virtual Inter
Network Testbed (VINT) project, which develops tools for
network simulation research. NS is basically an Object-
oriented Tcl (Otcl) script interpreter with network simulation
object libraries. NS has a simulation event scheduler,
network component object libraries and network setup
(plumbing) module libraries.

A. Simulation Parameters

According to below table 1.1 we simulate our network on the
basis of these simulation parameters.

Table 1.1: Simulation Parameter

Number of nodes 50
Dimension of simulated area 800x600
Routing Protocol AOMDV

Work on Attack Jamming attack

Simulation time (seconds) 50

Traffic type CBR, FTP
Packet size (bytes) 1000

Number of traffic connections 10

Maximum Speed (m/s) Random

5. Results Evaluation

The simulation results on the basis of given parameters are
evaluated in presence of AOMDYV, Jamming attack and
Proposed security scheme. The proposed scheme is provides
the freedom from jammed network.

A.UDP End Packet Received Analysis

The UDP protocol is the connection less protocol for end to
end data delivery in dynamic ad hoc network. The attacker
had with no trouble exaggerated the receiving of that protocol
connection in network. The jammer attacker exaggerated the
performance and consumes the available bandwidth. This
graph has give you a performance analysis of Jammer
attacker and Secure scheme against Jamming attack. The
packets received in jamming scenario is only about 90
packets are received but the proposed security scheme is
block the routing misbehavior of attacker and received 1600
packets in network.
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Figure 6.8: UDP Packets Received Analysis

B. PDR Analysis of Jamming Attack and Proposed
Security Scheme

The attacker in MANET are easily exaggerated the routing
misbehavior for the reason of independent establishment of
network. The attacker aim is to drop the data packets or to
hold the resources for that the communication is affected.
The attacker drop of packets is humiliates the percentage
ratio of data receiving. The packets percentage ratio or
Packet Delivery Ratio (PDR) performance of Jamming
attacker and Security scheme is specified in this graph. The
PDR performance of attacker is only evaluated up to time 30
second in a simulation of 100 seconds. The attacker is
obstructing the processing capability of nodes and bandwidth
capacity, because of that the whole network is jam and PDR
performance is not assessed. The Rest of the time only the
attacker is flooding bogus connection establishment packets
due to that up to end of simulation no PDR is value is count.
The PDR performance of proposed security scheme is
completely block the misbehavior of attacker and provides
90% receiving ratio and it is about 98 percent in some
different time, undoubtedly shown in figure.
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Figure 6.9: PDR Performance Analysis

C. Routing Load Analysis of Jamming Attack Security
Scheme

The routing overhead performance is containing the
measurement of number of data packets with respect to
number of control packets in dynamic Ad hoc network. The
routing flooding analysis of attacker and proposed security
scheme is mentioned in given graph. In fact, in a jammaed
network, where the high channel contention causes a
degradation of the link reliability, the routing decision is
mainly obsessed by the cost that models the quality of the
link. The jammer attacker incessantly flooding the number of
control packets, their calculation in given simulation time of
50 seconds is 420000 packets but the calculation is as certain
change in scenario of security scheme. In security scheme the
only little more than 1000 packets are flooding in network
that shows the better performance and improves the link
reliability by block the consumption bandwidth through
attacker. In presence of security scheme the jammer attacker
not produces an unwanted control packet.
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Figure 6.10: Routing Load Performance Analysis

D. Throughput Analysis of Jamming Attacker and
Security Scheme

The packets forwarding capacity of jammer attacker is a
strictly increase with a period of time, which causes the
higher transmission of control packets forwarding in Ad hoc
wireless network but the packets receiving capacity of
intermediate nodes is limited for that reason the forwarding
and receiving capacity is affected and after some time
bandwidth is occupied by unwanted junk of jammer packets
that causes the reason of degradation of network throughput.
The throughput experimental performance is shown in this
graph and observes the attacker is affected the throughput by
block the link capacity. The throughput of attacker is
evaluated only up to time 22 seconds after that the link is
consumes by jammer generated packets but the proposed
security scheme is steps forward the throughput up to
maximum 1200 packets/seconds. The proposed security
scheme is block the flooding of unwanted packets and
provides normal network performance in existence of
attacker.
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6. Conclusion and Future Work

The absence of centralized management machinery makes
the detection of attacks a very difficult problem because it is
not easy to monitor the traffic in a highly dynamic network.
The MANET suffers from attacks, which can come from any
node that is in the radio range of any node in the network, at
any time, and target to any other node or nodes in the
network, which causes routing misbehavior in network. The
AOMDYV protocol are improves the routing capability and
also ignores the path where the attacker is exists in network.
The IDS security scheme id identified the loss of percentage
because of attacker and block the attacker misbehavior by the
attacker is totally disabled in network and produces zero loss
percentage because of attacker in MANET. The simulation
results are illustrating the performance of security scheme in
presence of jamming attacker in MANET. The proposed
security scheme is secure the network from attacker
evaluated the routing performance metrics like routing load,
throughput and delay in network. The routing performance of
normal AOMDYV protocol is equivalent to the proposed IDS
security scheme, which represents the normal network
performance in presence of attacker. The flooding of packets
enhanced the routing load in network and prevention security
scheme provides the normal performance in presence of
jammer attacker.

In MANET the attacker is also consumes the communication
resource like battery power due to that nodes are early going
to sleep mode. In future we also work on resource
consumption attack or vampire attack in MANET.
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