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Abstract: In emerging network systems, such as e-healthcare and smart grids, have been drawing increasing attention in both industry
and academia. The broadcast nature of wireless channels unavoidably exposes such applications to jamming attacks. However, existing
methods to characterize and detect jamming attacks cannot be applied directly to time-critical networks, whose communication traffic
model differs from conventional models. In this paper, we aim at modeling and detecting jamming attacks against time-critical traffic.
We introduce a new metric, message invalidation ratio, to quantify the performance of time-critical applications. A key insight that leads
to our modeling is that the behavior of a jammer who attempts to disrupt the delivery of a time-critical message can be exactly mapped to
the behavior of a gambler who tends to win a gambling game. We show via the gambling-based modeling and real-time experiments that
there in general exists a phase transition phenomenon for a time-critical application under jamming attacks: as the probability that a
packet is jammed increases from 0 to 1, the message invalidation ratio first increases slightly (even negligibly), then increases
dramatically to 1. Based on analytical and experimental results, we further design and implement the JADE (Jamming Attack Detection
based on Estimation) system to achieve efficient and robust jamming detection for time-critical wireless networks.
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1. Introduction

The main advancement of today’s wireless technologies
(e.g., 3G/4G and Wi-Fi) has already brought significant
change and benefit to people’s life, such as ubiquitous
wireless Internet access, mobile messaging and gaming. On
the other hand, it also enables a new line of applications for
emerging cyber-physical systems, in particular for the smart
grid , where wireless networks have been proposed for
efficient message delivery in electric power infrastructures
to facilitate a variety of intelligent mechanisms, such as
dynamic energy management, relay protection and demand
response . The Conventional communication networks,
where throughput is one of the most important performance
metrics to indicate how much data can be delivered during a
time period, wireless networking for cyber-physical systems
aims at offering reliable and timely message delivery
between physical devices. In such systems, a large amount
of communication traffic is time critical (e.g., messages in
power substations have latency constraints ranging from 3
ms to 500 ms. The delivery of such messages is expected to
be followed by a sequence of actions on physical
infrastructures. Over-due message delivery may lead to
instability of system operations, and even cascading failures.
For instance, in the smart grid, a binary result of fault
detection on a power feeder can trigger subsequent
operations of circuit breakers . If the message containing
such a result is missed, or does not arrive on time, the
actions on circuit breakers will be delayed, which can cause
fault propagation along physical infrastructures and potential
damages to power equipment’s.

In addition, lack of the knowledge on how jamming attacks
affect such time-critical messaging leads to a gray area in
jamming detector design; that is, it is not feasible to design
an effective detector to accurately identify attacks with
significant impacts on time-critical message delivery.

Therefore, towards emerging wireless applications in cyber
physical systems, an open and timely research question is
how to model, analyze, and detect jamming attacks against
time-critical message delivery? In this paper, we study the
problem of modeling and detecting jamming attacks in time-
critical wireless applications. Specifically, we consider two
general classes of jamming attacks widely adopted in the
literature: reactive jamming and non-reactive jamming . The
former refers to those attacks that stay quiet when the
wireless channel is idle, but start transmitting radio signals
to undermine ongoing communication as soon as they sense
activity on the channel. The latter, however, is not aware of
any behavior of legitimate nodes and transmits radio
jamming signals with its own strategy. There are two key
observations that drive our modeling of reactive and non-
reactive jammers. (i) In a time-critical application, a
message becomes invalid as long as the message delay D is
greater than its delay threshold . Thus, we define a metric,
message invalidation ratio, to quantify the impact of
jamming attacks against the time-critical application. (ii)
When a retransmission mechanism is adopted, to
successfully disrupt the delivery of a time-critical message,
the jammer needs to jam each transmission attempt of this
message until the delay D is greater than . As a result, such
behavior of the jammer is exactly the same as the behavior
of a gambler who intends to win each play in a game to
collect enough fortune to achieve his gambling goal of o
dollars.

2. Motivation

In this paper we develop a complete system to detect
network attacks without any kind of signatures or previous
knowledge of context traffic.
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We show how to use the information provided by the multi
clustering approach to characterize an identified group of
malicious flows, automatically producing easy-to-interpret
signatures of the attack.

These signatures provide useful information on the nature of
the attack, and can be directly exported to any security
device to easily detect its occurrence in the future.

We evaluate the detection and characterization performance
of the system in real traffic captured in two operational
networks: the backbone network of the Japanese WIDE
project and the French RENATER research network.

Moreover, we compare the approach against previously
proposed methods Easy to interpret signature of attacks
complete system find a network attacks Detection and
characterization of system.At last we develop a gambling-
based model to derive the message invalidation ratio of the
time-critical application under jamming attacks.

Moreover, we compare the approach against previously
proposed methods Easy to interpret signature of attacks
complete system find a network attacks Detection and
characterization of system.At last we develop a gambling-
based model to derive the message invalidation ratio of the
time-critical application under jamming attacks. We validate
our analysis and further evaluate the impact of jamming
attacks on an experimental power substation network by
examining a set of use cases specified by the National
Institute of Standards and Technology (NIST). Based on
theoretical and experimental results, we design the jamming
attack detection based on estimation (JADE) system to
achieve efficient and reliable jamming detection for the
experimental substation network.

3. Problem Definition

In this paper, we introduce models for time-critical
applications and jamming attacks, then define a metric,
message Invalidation ratio for later analysis. It is very easily
to use any device to handle it. The LLR test can easily send
information perfectly. We have to develop a system network
attacks .It is a group of malicious flow.

4. Architecture Diagram
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Figure 1: System Architecture

The sender sends a message to jade system and get a
acknowledge to system. The timer can give a maximum time

otherwise it will turn off. The receiver receive the message
and it gives back to a acknowledgment. JADE test can also
perform for detect rhe maximum times of jamming. The
LLR test can send a information perfectly.

Table 1:
Message Type | Delay Constraint Purpose
Type 1A/P1 3 ms GOOSE trip protection
Type 1A/P2 10 ms GOOSE trip protection
Type 1B/P1 100 ms automation system interaction
Type 1B/P2 20 ms automation system interaction

e —

Time-critical traffic is used for monitoring, control and
protection of electronic devices on physical infrastructures.
Such traffic has even more Time-Critical Message Types in
IEC 61850 stringent timing requirements than conventional
delay-sensitive traffic (e.g., video streaming on the Internet).
For example, IEC 61850 [6] is a recent communication
standard for power substation automation. IEC 61850
defines a variety of message types with specific timing
constraints, in which the most time-critical message type,
Generic Object Oriented Substation Event (GOOSE), shown
in above Table, has two end-to-end delay constraintsl: 3ms
and 10ms.

Non-time-critical traffic is used for general-purpose
exchange of system data, such as logging or file transferring
[6]. Non-time-critical traffic usually does not have delay
requirements. For example, IEC 61850 does not explicitly
define the delay specification for substation non-critical file
transferring, but suggests a timing requirement equal to or
greater than1000 ms.

The sender sends a message to jade system and get a
acknowledge to system. The timer can give a maximum time
otherwise it will turn off. The receiver receive the message
and it gives back to a acknowledgment. JADE test can also
perform for detect rhe maximum times of jamming. The
LLR test can send a information perfectly.

5. Experimental Results

Table 2:
No f Samples JADE test | LLR test
50 97.60% 91.30%
100 98.10% 92.10%
150 99% 92.50%
200 100% 91.60%
250 100% 95.50%
300 100% 96.50%

Detection Ratios of both JADE and Likelihood Ratio Test in
the Presence of a Time-Varying Jammers
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Figure 2: Jamming Detection Ratios of JADE for Periodic
Jamming with Different Jamming Intervals
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experimental results

Innovative Content

» How such a robust unsupervised detection approach may
work in practice, we develop a complete system to detect
network attacks without any kind of signatures or previous
knowledge of context traffic.

* We show how to use the information provided by the
multiclustering approach to characterize an identified
group of malicious flows, automatically producing easy-
to-interpret signatures of the attack.

» These signatures provide useful information on the nature
of the attack, and can be directly exported to any security
device to easily detect its occurrence in the future.

+ We evaluate the detection and characterization
performance of the system in real traffic captured in two
operational networks: the backbone network of the
Japanese WIDE project and the French RENATER
research network.

* Moreover, we compare the approach against previously
proposed methods

6. Justifications of Results

The key question in our study is to answer what is the time-
critical message invalidation ratio under both reactive and
non-reactive jamming attacks. Accordingly, we separate the
question into two parts and investigate the message
invalidation ratios with jamming strategies Jr(p) and Jnr(l),
respectively.

We can see that the ideal LLR test outperforms JADE
significantly when the jamming probability p < 0.3. This is
because JADE does not target jamming attacks with
jamming probability p < p* = 0.3. Since the phase transition
phenomenon has shown that less aggressive jammers cannot
dramatically affect the performance of time-critical traffic, a
jammer with jamming probability p < 0.3 that attempts to
evade the JADE detection will fail to cause noticeable
message invalidation ratios. It is further observed from Fig.
12 that when the jamming probability is greater than 0.3, the
ideal LLR test and JADE achieve comparable performance
especially when the number of samples N is large. For
example, when N=150 and p=0.4, the detection ratios of
JADE and the ideal LLR test are 98.4% and 99.1%,
respectively. Thus, JADE is able to detect harmful jamming
attacks with nearly optimal performance.
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Figure 4: transmission process of time critical message

Consider a transmitter that needs to send a time-critical
message with delay constraint ¢, and a jammer with strategy
Jr(p) that attempts to disrupt message delivery in the
network.

7. Conclusion

In this paper, we provided an in-depth study on the impact of
jamming attacks against time-critical smart grid applications
by theoretical modeling and system experiments. We
introduced a metric, message invalidation ratio, to quantify
the impact of jamming attacks. We showed via both
analytical analysis and real-time experiments that there exist
phase transition phenomena in time-critical applications
under a variety of jamming attacks. Based on our analysis
and experiments, we designed the JADE system to achieve
efficient and robust jamming detection for power networks.
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