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Abstract: The idea is to propose a new decentralized access control scheme for achieving security in data stored in clouds that supports 
anonymous authentication. In the proposed scheme, the cloud verifies the authenticity of the series without knowing the user’s identity 
before storing data in cloud. Here we also have added feature of access control so that only valid users are able to decrypt the data i.e. 
stored in cloud. The proposed scheme also prevents replay attacks and supports alteration of data and reading data stored in the cloud. 
We also address user revocation. Moreover, the proposed authentication and access control scheme is decentralized and robust, unlike 
the existing access control schemes that are centralized. So that here communication, computation, and storage overheads are 
comparable to centralized approaches. 
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1. Introduction 
 
Cloud computing is a promising computing model which 
currently has drawn far reaching consideration from both the 
educational community and industry. By joining a set of 
existing and new procedures from research areas, for 
example, Service-Oriented Architectures (SOA) and 
virtualization, cloud computing is viewed all things 
considered a computing model in which assets in the 
computing infrastructure are given as services over the 
Internet.  
 
It helps associations and government offices fundamentally 
decrease their financial overhead of data administration, 
since they can now store their data reinforcements remotely 
to third-party cloud storage suppliers as opposed to keep up 
data centers on their own. Numerous services like email, Net 
banking and so forth… are given on the Internet such that 
customers can utilize them from anyplace at any time. 
Indeed cloud storage is more adaptable. The three points of 
this issue are availability, confidentiality and integrity. 
 
Most of our data is stored on to the cloud. But the data i.e. 
stored on to the cloud is highly sensitive because here we are 
trusting on third party who will maintain our data. Sensitive 
data can be medical records and social network data. So here 
Security and privacy are two main issues while storing data 
on clouds. So that whenever user wants to access data on 
cloud, he should authenticate himself before initiating any 
transaction. Preservation of user’s privacy is also important 
so that other user and cloud also don’t know the identity of 
the owner of file. 
 
Anonymous authentication is the procedure of accepting the 
client without the details of the client. So the cloud server 
doesn’t know the details of the client, which gives security 
to the clients. Security and privacy assurance in clouds are 
analyzed and tested by numerous researchers. [3] Gives 
storage security utilizing Reed-Solomon eradication 

correcting codes. Utilizing homomorphism encryption, [4] 
the cloud gains cipher text and furnishes an encoded value of 
the result.  
 
To understand the concept in detail here we take one 
example, Suppose A engineering student John, wants to send 
some reports about some mismanagement by higher 
authorities of institute A to all the professors of institute A, 
all the institutes in country and all the students of 
engineering department. And he also wants to remain 
anonymous by providing all the evidence of 
mismanagement. He will store all the data on to cloud. And 
he will provide access only to authorized users. Here access 
control scheme is important. 
 
Access control in cloud is gaining much attention because it 
is important to give access only to the authenticate user. As 
much amount of information is stored on cloud. This is 
information can be person’s health information (medical 
record), personal information (social networks data). So to 
keep this sensitive information safe access control is 
important. There are mainly three types of access control: 
user based access control(UBAC), role-based access 
control(RBAC), attribute based access control(ABAC).In 
user based access control scheme, we’ll maintain one list of 
users who are allowed to access data. But this is not flexible 
scheme for cloud because there are many users and it not 
possible to maintain such long list of user. In role based 
access control scheme, access right is given depend upon the 
role of the person. Here role can be professor, assistant 
professor, or student [6].ABAC is the extended version of 
these both. In this user is given some set of attribute, and the 
data is attached to access policy. The users who will have 
the valid set of attributes only allow to access the data. For 
example according to above example the professor having 
10 years of teaching experience are allowed to access the 
data stored on the cloud. The advantages and disadvantages 
of RBAC and ABAC are discussed in [7]. 
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It is not just that user can store sensitive information on 
cloud but there is another issue of user’s anonymity. Such 
that it is necessary to ensure the anonymity of user .For 
example, if user wants to store some information but doesn’t 
want to recognized. Suppose one wants to post some 
comment about article but wants to remain anonymous. 
However user should prove to the other users that he is valid 
user and the data created by him is also valid. Some 
Cryptographic protocols such as ring signatures [12], mesh 
signatures [13], Group signature [14] are used whenever 
such situation occurs. 
 

2. Literature Survey and Related Work 
 
Existing system on access control is totally centralized in 
nature [8].In [8] online patients personal record is 
maintained that will enable patient to maintain his/her 
personal medical record. But this scheme maintains data in 
centralized way. When user wants to store his personal data 
on to the cloud, he will first encrypt that data so that no one 
can access to that data. Another scheme [20] and [11] that 
uses attribute based encryption. But scheme used in [20] 
doesn’t support authentication. 
 
The existing scheme described in [9] provides privacy 
preservation and access control in cloud. It uses single key 
distribution centre (KDC) that distributes secret keys to the 
users. Unfortunately there is disadvantage of single point 
failure. And also it is difficult to maintain because there are 
large number of users in cloud and it is difficult for single 
KDC to generate such a large number of secret keys. So that 
in proposed scheme we are using decentralized scheme. 
Another scheme proposed in [10] also provides distributed 
access control to cloud. But it doesn’t provide user 
authentication. But there are some disadvantages that are 
user only can read the file stored on the cloud. Write access 
is not given to the common user; it is given only to the 
creator. In the previous paper [1] all the other existing work 
is extended by checking the validity of each message 
without revealing the user’s identity. 

 
ABE (Attribute based encryption) was proposed by Sahai 
and Waters [16].In ABE; user is given a set of attributes 
along with its unique ID. There are two main classes of 
ABE: Key policy based ABE (KP-ABE) and Cipher policy 
based ABE (CP-ABE). In KP-ABE, the cipher text is 
associated with the set of attributes and secret key is 
associated with the access policy. The encryptor needs to 
define the set of attributes required to decrypt the cipher 
text, the trusted party who generates the secret key for user 
also defines combination of attributes for which secret key 
can be used. In CP-ABE the concept is totally reversed, here 
cipher text is associated with the access policy and secret 
key is associated with set of attributes. Here encrypting will 
decide under which policy the data is decrypted. 
 
All these system we have seen till uses centralized approach 
and having only one KDC which is efficient because there 
are chances of single point failure. The system proposed by 
Chase [17] is multiauthority ABE, which having several 
KDC’s and it’ll secret keys for the user and distribute it 
among different user. Multiauthority ABE i.e. given in [18] 
and [19] it requires that user must have the attributes from 
all the KDC’s. But all these cases the main limitation is that 
computation is intensive so that it might be inefficient when 
user access the data via mobile device. So to address this 
limitation, Green et.al. Proposed a scheme to outsource the 
decryptions task on to the proxy server. But the presence of 
one KDC and one proxy makes it less robust. Yang et.al [20] 
presents a scheme in that it allows authentication of user 
while remain anonymous. 
 

3. Proposed System 
 
The new system provides the user privacy as well as data 
security. It also provides the access control over the data. 
The user privacy is maintained by anonymous 
authentication. 

 
Figure 1: System Architecture of Proposed System 

Paper ID: NOV151610 2025



International Journal of Science and Research (IJSR) 
ISSN (Online): 2319-7064 

Index Copernicus Value (2013): 6.14 | Impact Factor (2014): 5.611 

Volume 4 Issue 11, November 2015 

www.ijsr.net 
Licensed Under Creative Commons Attribution CC BY 

In Proposed scheme, we can securely store the data on to the 
cloud using decentralized access control with anonymous 
authentication. The architecture of a proposed scheme given 
in Figure 1. is decentralized, meaning that there can be 
several KDCs for key management. The access control and 
authentication are both collusion resistant, meaning that no 
two users can collude and access data or authenticate 
themselves, if they are individually not authorized.  
 
Uploading and downloading of a file to a cloud with 
standard Encryption/Decryption is more secure. Revocation 
is the important scheme that should remove the files of 
revoked policies. So no one can access the revoked file in 
future. The policy renewal is made as easy as possible. The 
renew key is added to the file. Whenever the user wants to 
renew the files he/she may directly download all renew keys 
and made changes to that keys, then upload the new renew 
keys to the files stored in the cloud. 
 

4. Conclusion 
 
In this paper, I have presented a decentralized access control 
scheme with anonymous authentication, which provides user 
revocation and prevents replay attacks. Here cloud doesn’t 
know the identity of the creator of data, but only verifies the 
user’s credentials. In decentralized way key distribution is 
done. 
 
So we have achieved security in proposed system using 
decentralized access control with anonymous authentication. 
The files are associated with file access policies, that used to 
access the files placed on the cloud. In future the file access 
policy can be implemented with Multi Authority based 
Attribute based Encryption. Here cloud knows the access 
policy of the user so that it can be the limitation in same 
case. So that in future I would like to hides the attributes of 
the user from cloud. So that data stored on cloud can be 
more secure 
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