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Abstract: Cloud Computing is a flexible, cost-effective, and proven delivery platform for providing business or consumer IT services 

over the Internet. The main interest is to investigate the impact of using Virtual Private Network VPN together with firewall on cloud 

computing performance. Therefore, computer modeling and simulation of cloud computing with OPNET modular simulator has been 

conducted for the cases of cloud computing with and without VPN and firewall. However, cloud Computing presents an added level of 

risk because essential services are often outsourced to a third party, which makes it harder to maintain data security and privacy, 

support data and service availability, and demonstrate compliance. Cloud Computing leverages many technologies it also inherits their 

security issues cloud involves defined interaction with SLA based policies for the resource and service usages. If someone violates these 

rules the protection level of system gets compromised. Traditional security of the system is handled by the firewall. They are made for a 

static and fixed environment having limited policies and interactions. But in cloud environments the scenarios are changed totally and 

hence the behavior of firewall might also get adaptive as per the need of cloud computing. 
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1. Introduction 
 
The importance of Cloud Computing is increasing and it is 
receiving a growing attention in the scientific and Industrial 
communities. Cloud Computing as the first among the top 
most important technologies and with a better prospect in 
successive years by companies and organizations. 
 
It provides centralized control over all the resources with 
defined policies and their quantitative assessments. It offers 
various computation resources as a service to the end user. 
Resource can be of hardware of software type whose 
capacity and power can be distributed among different 
processes. All its needs an effective console for analyzing 
the behavior of all the services. There are some problems 
associated with the traditional computing related to their 
reliability, scalability, fault tolerance, measurability and 
security. Among them, the security is the one area which 
requires high emphasis on the guiding rules developed by 
the policy makers and resource users. 
 
Cloud Computing appears as a computational paradigm as 
well as a distribution architecture and its main objective is to 
provide secure, quick, convenient data storage and net 
computing service, with all computing resources visualized 
as services and delivered over the Internet . The cloud 
enhances collaboration, agility,scalability, availability, 
ability to adapt to fluctuations according to demand, 
accelerate development work, and provides potential for cost 
reduction through optimized and efficient computing . 
 
Cloud Computing combines a number of computing 
concepts and technologies such as Service Oriented 
Architecture (SOA), Web 2.0, virtualization and other 
technologies with reliance on the Internet, providing 
common business applications online through web browsers 
to satisfy the computing needs of users, while their software 
and data are stored on the servers . In some respects, Cloud 

Computing represents the maturing of these technologies 
and is a marketing term to represent that maturity and the 
services they provide . 
 
Cloud is a well managed group of resources whose capacity 
and power is merged or distributed to satisfy the end users 
needs. Here the resource service used by the cloud provider 
is transparent to the application developed in cloud. It serves 
the remote access with satisfying the rules of capacity, 
availability and partition logics. Here the task time. Thus 
such a massive processing requires dynamic handling of the 
heterogeneous resources at different locations. Now once the 
resources serve the processing parameters then, the issues of 
verifying their processes and the types of user utilizing these 
computations is remains to be solved. Cloud resources are 
provided as a service on an as needed basis. The cloud itself 
typically includes large numbers of commodity-grade 
servers, harnessed to deliver highly scalable and reliable on-
demand services. The amount of resources provided in the 
cloud system for the users is increased when they need more 
and decrease when they need less. 
 
The system must have a check against the users, their 
behaviour, systems authenticity, intermediate 
Communication handling, unauthorized access, and attack 
prevention. Previously they are provided using traditional 
firewalls. These firewalls are not used directly for cloud 
because of their different service architecture. Because the 
cloud provides scalability of resources, handles dynamic 
user demands, provides everything guided by the defined 
service level agreements (SLA’s) etc. The cloud based 
systems can guarantee the data security and the user does 
not have to look over the protection parameters. So the cloud 
computing must ensure the security of data stored in the 
cloud system. Today’s, there are many companies which 
provides the cloud platforms such as Amazon, VMware, 
EMC Google, IBM and Microsoft. 
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One of the major problems facing cloud computing security 
is the control by the data owner and the resource allocation 
and scheduling control. Thus a form of security authority 
need to be deployed by cloud computing security to provide 
the owner the control required and the seeker the allocation 
and scheduling required. This is called an authority 
coordinator and its presence is essential to secure the data in 
the untrusted environment such as cloud computing. 
 

2. Theoretical Basis and Literature Review 
 
Firewall implements security using the defined security 
policies which provides filtering rules for the data transitions 
on the cloud network. The data which satisfies the security 
requirements of the organization if allowed to travels in the 
network and rest of the packets are blocked. The process of 
configuring a firewall is tedious and error prone. The policy 
management is quite complicated task because of their 
dynamically changing thousands of the rules. They rules are 
conflicting in nature and might overlap somewhere which 
defining them in the system. Cloud requires open access to 
all the services for fats control over the data. Along with that 
it must satisfies the security requirements. Thus it needs to 
be modified in such way which satisfies all the 
characteristics of the cloud so that security service can be 
developed. On the other hand, due to the complex nature of 
policy anomalies, system administrators are often faced with 
a more challenging problem in resolving anomalies, in 
particular, resolving policy conflicts. An intuitive means for 
a system Administrator to resolve policy conflicts is to 
remove all conflicts by modifying the conflicting rules. Thus 
the cloud based firewall must be configured so as to support 
the distributed processing environment and handles the 
conflicts of policy rules and still effectively detects the 
anomalies coming along with the rule formations. 
 
In spite of adoption of cloud computing by Google and other 
well known powerful computing resources users. This 
adoption will increase heavily because of the high demand 
on computing resources in search engine or data warehouses 
and data mining. This demands comes from the large 
increase in computing and multimedia in every day duties. 
However, cloud computing users should aware of security 
threats that can occur because cloud computing uses 
networks to grant access to the resources required. Thus any 
security threats that might occur with network might be 
occurred with cloud computing. In this aspects researches 
have been conducted and developed to provide security for 
cloud computing. Furthermore, the security of cloud 
computing should consider security issues and technologies 
related all the field encompasses the cloud computing 
infrastructure. These include but not limited to networks, 
databases, operating systems, virtualization, resource 
scheduling, transaction management, load balancing, 
concurrency control and memory management. During the 
last few decades providing security to the networked 
solution is changes abruptly. Now with the rapid 
development of cloud based environment the security 
control is getting more complex. Among them t he firewall 
handling in distributed environment is quite a tedious job. 
This section covers some of that implementation and 
suggestions applying towards making the distributed 
firewall an effective concept.  

The paper focuses on the cloud computing security problems 
and their impacts on the application development and 
migrations. It analyses the cloud security breaches against 
the various applications and their working scenarios. The 
data stored in the cloud system can meet the problem of 
stolen and modified unlawfully. All it aims is towards 
making the high data availability, privacy and reliability 
over the trusted third party based systems. While serving its 
goals there is various mechanisms such as authentication, 
access control, encryption, privacy preserving, digital 
certificates etc. It includes network access control and 
directory level security control. The cloud computing 
provider must make variety of measures to protect the 
security in order to effectively solve these problems. 
 
We have carried out a systematic review of the existing 
literature regarding security in Cloud Computing, not only in 
order to summarize the existing vulnerabilities and threats 
concerning this topic but also to identify and analyze the 
current state and the most important security issues for 
Cloud Computing. 
 
The question focus was to identify the most relevant issues 
in Cloud Computing which consider vulnerabilities, threats, 
risks, requirements and solutions of security for Cloud 
Computing. This question had to be related with the aim of 
this work; that is to identify and relate vulnerabilities and 
threats with possible solutions. Therefore, the research 
question addressed by our research was the following: What 
security vulnerabilities and threats are the most important in 
Cloud Computing which have to be studied in depth with the 
Purpose of handling them? The keywords and related 
concepts that make up this question and that were used 
during the review execution are: secure Cloud systems, 
Cloud security, delivery models security, SPI security, SaaS 
security, Paas security, IaaS security, Cloud threats, Cloud 
vulnerabilities, Cloud recommendations, best practices in 
Cloud. 
 
3. Proposed Cloud Computing Security Using 

VPN and Firewall  
 
The proposed system will attempt to provide secure delivery 
of data to and from the cloud. One of the adopted 
technology is the Virtual Private Network. With VPN 
private and secured sub networks can be constructed. This 
principle has been widely applied in wired local-area 
network , remote access networks and can be also applied to 
wireless local-area network. This will replaces Wired 
Equivalent Privacy solutions. It adopts standard encryption 
algorithms to ensure the security of data transmission. 
Furthermore, VPN usually implemented with the aid of IP 
security . This can be considered as the standard way for 
VPN implementation. The IPSecurity and VPN have revised 
and well established in this way to provide the robust 
security standard with acceptable data confidentiality, 
authentication, and access control regardless of the 
transmission medium. “By integrating wireless LANs into 
an IPSec infrastructure, allows WLAN infrastructure to 
focus on simply transmitting wireless traffic, while the VPN 
would secure it,” as shown in Figure 1 . 
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Figure 1: VPN usage within IPSecurity. 

 
As shown in Figure 1, firewall is used in conjunction with 
VPN. The firewall is a packet filtering that stands between 
the internal network and the world outside. The reason for 
the usage of firewalls with the VPN is because firewall have 
been employed on large public networks for many years and 
are a great starting place in the development of a security 
strategy and cloud computing can be regarded as a public 
network . 
 
Applications are typically delivered via the Internet through 
a Web browser. However, flaws in web applications may 
create vulnerabilities for the SaaS applications. Attackers 
have been using the web to compromise user’s computers 
and perform malicious activities such as steal sensitive data. 
Security challenges in SaaS applications are not different 
from any web application technology, but traditional 
security solutions do not effectively protect it from attacks, 
so new approaches are necessary. The Open Web 
Application Security Project (OWASP) has identified the ten 
most critical web applications security threats. There are 
more security issues, but it is a good start for securing web 
applications. 
 
SaaS applications can be grouped into maturity models that 
are determined by the following characteristics: scalability, 
Configurability via metadata, and multi-tenancy . In the first 
maturity model, each customer has his own customized 
instance of the software. This model has drawbacks, but 
security issues are not so bad compared with the other 
models. In the second model, the vendor also provides 
different instances of the applications for each customer, but 
all instances use the same application code. In this model, 
customers can change some configuration options to meet 
their needs. In the third maturity model multi-tenancy is 
added, so a single instance serves all customers. This 
approach enables more efficient use of the resources but 
scalability is limited. Since data from multiple tenants is 
likely to be stored in the same database, the risk of data 
leakage between these tenants is high. Security policies are 
needed to ensure that customer’s data are kept separate from 
other customers .For the final model, applications can be 
scaled up by moving the application to a more powerful 
server if needed. 
 
Data security is a common concern for any technology,but it 
becomes a major challenge when SaaS users have to rely on 
their providers for proper security .In SaaS, organizational 
data is often processed in plaintext and stored in the cloud. 
The SaaS provider is the one responsible for the security of 

the data while is being processed and stored. Also, data 
backup is a critical aspect in order to facilitate recovery in 
case of disaster, but it introduces security concerns as well. 
Also cloud providers can subcontract other services such as 
backup from third-party service providers, which may raise  
 
Concerns. Moreover, most compliance standards do not 
envision compliance with regulations in a world of Cloud 
Computing. In the world of SaaS, the process of compliance 
is complex because data is located in the provider’s 
datacenters, which may introduce regulatory compliance 
issues such as data privacy, segregation, and Security, that 
must be enforced by the provider.  
 
Accessing applications over the internet via web browser 
makes access from any network device easier, including 
public computers and mobile devices. However, it also 
exposes the service to additional security risks. The Cloud 
Security Alliance has released a document that describes the 
current state of mobile computing and the top threats in this 
area such as information stealing mobile malware, insecure 
networks (WiFi), vulnerabilities found in the device OS and 
official applications, insecure marketplaces, and proximity-
based hacking. 
 
PaaS facilitates deployment of cloud-based applications 
without the cost of buying and maintaining the underlying 
hardware and software layers . As with SaaS and IaaS, PaaS 
depends on a secure and reliable network and secure web 
browser. PaaS application security comprises two software 
layers: Security of the PaaS platform itself (i.e., runtime 
engine), and Security of customer applications deployed on 
a PaaS platform . PaaS providers are responsible for 
securing the platform software stack that includes the 
runtime engine that runs the customer applications. 
 
The Virtual Machine Monitor (VMM) or hypervisor is 
responsible for virtual machines isolation; therefore, if the 
VMM is compromised; its virtual machines may potentially 
be compromised as well. The VMM is a low-level software 
that controls and monitors its virtual machines, so as any 
traditional software it entails security flaws.Keeping the 
VMM as simple and small as possible reduces the risk of 
security vulnerabilities, since it will be easier to find and fix 
any vulnerability. 
 
Moreover, virtualization introduces the ability to migrate 
virtual machines between physical servers for fault 
tolerance, load balancing or maintenance. This useful feature 
can also raise security problems . An attacker can 
compromise the migration module in the VMM and transfer 
a victim virtual machine to a malicious server. Also, it is 
clear that VM migration exposes the content of the VM to 
the network, which can compromise its data integrity and 
confidentiality. A malicious virtual machine can be migrated 
to another host (with another VMM) compromising it. 
 

4. Network Simulation Scenatious  
 
The simulation procedure using of OPNET simulator 
adopted in this research consists of number scenarios which 
study the performance of the system in different cases. The 
cloud computing has been modeled with and without VPN 
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to study the performance of VPN and to study the effect of 
Firewall with VPN in the system to secure cloud in different 
scenarios. Each scenario have been subjected to three 
applications types (File Transfer (FTP), web browsing 
(HTTP) and Email applications). In the simulation, two 
servers represented two departments have been assumed. 
The impact of firewall and VPN on cloud computing has 
been investigated in terms of throughput, load , delay , and 
traffic received . 
 
Further parameters used in these scenarios are: 
1) Two access points: named 

(wireless_ethernet_slip4_router), which had two Ethernet 
interface and 4 serial line. 

2) No. of workstations: named (wlan_wkstn) which 
represent clients that communicate with internet. 

3) Two IP router: named (ethernet4_slip8_gtwy), which 
represent router with 4 Ethernet interface and 8 serial 
line interface.ip cloud: named (ip 32 clouds) which 
represents the Internet . 

4) Two servers: named (PPP Server) which represents point 
to point server to represent two departments. 

5) Firewall: ethernet2_slip8_firewall, which prevent any 
access for the required application to the server. 

6) VPN configuration: VPN tunnel would be used to allow 
specific clients from the source to access specified 
application from the server. 

Links: named (PPP-DS1) to connect the parameters used for 
the modeled system.profile and application configuration to 
define the application of the system. 
 
4.1. scenario 1: cloud computing without firewall and 

vpn 
  
In this scenario, number of workstations connected to two 
access points (Access Point 1, Access Point 2) which 
configured two BSS. These access points connected by PPP-
DS1 to Router S connected by PPP-DS1 to ip cloud 
(Internet) connected by PPP-DS1 to Router D connected by 
PPP-DS1 to two Servers (Server AA, Server BB) which 
represents two departments. The scenario architecture and 
layout is as shown in Figure 2. 
 

 
Figure 2: Architecture and layout of scenario 1 

 

4.2. Scenario 2: Cloud computing with firewall only 

 

Point 2) which configured two BSS. These access points 
connected by PPP-DS1 to Router S connected by PPP-DS1 

to ip cloud (Internet) connected by PPP-DS1 to Firewall 
named (ethernet2_slip8_firewall) which protect servers from 
any external access to the Email from the servers. This 
firewall connected by PPP-DS1 to the Server AA and Server 
BB. The architecture and layout of scenario 2 is as shown in 
Figure 3. 
 

 
Figure 3: Architecture and Layout of scenario 2 

 
4.3. Scenario 3: Cloud computing with firewall and VPN 

 

In this scenario, number of workstations connected to two 
access points (Access Point 1, Access Point 2) which 
configured two BSS. These access points connected by PPP-
DS1 to Router S connected by PPP-DS1 to ip cloud 
(Internet) connected by PPP-DS1 to Firewall to Router D 
connected by PPP-DS1 to the Server. The architecture and 
layout scenario 3 is shown in Figure4. In the previous 
scenario, firewall was used to prevent any external access to 
email of server regardless the source of the traffic. In this 
scenario, the VPN tunnel would be used to allow one of the 
clients (PCs) from Access Point1 to access Email from the 
server AA. The firewall will not filter the traffic created by 
Access Point1 because the IP packets in the tunnel will be 
encapsulated inside an IP datagram. 
 

 
Figure 4: Architecture and layout of scenario 3 

 

5. Conclusion  
 

This study introduced VPN technology for securing cloud in 
wireless network. OPNET Modeler simulator was used as a 
simulation tools to investigate the impact of VPN and 
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firewall security systems on throughput, delay and traffic 
received on the system and individual nodes of the network. 
The applications considered for the mentioned investigation 
are e-mail application and web browsing application.The 
integration of VPN with Firewall in cloud computing will 
reduce the throughput. This is because the number of bit 
transmitte per second is less than the cloud computing 
without VPN. because the VPN with firewall would not 
allow every access to the server. Furthermore, the delay in 
system without VPN is slightly larger than the cloud 
computing with VPN. No traffic received and sent from 
server AA for e-mail application in cloud computing with 
firewall and no VPN. This is because firewall would prevent 
any email access to the server AA and the existence of VPN 
in the system would allow specified stations (PC's) to access 
server AA. However, there would be no traffic received and 
sent for server BB in (VPN firewall) and (firewall no VPN) 
systems. This is now because VPN acts as a tunnel to allow 
email access to server AA only. VPN technology is a 
suitable way to secure cloud computing and decreasing the 
traffic in the system to achieve the security required. The 
security was provided in VPN technology should be 
provided with firewall that allows only specific access to the 
server. 
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