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Abstract: Now a days due to the prominent progress of internet and increase of web applications, number of transactions are
happening. This in turn it affects the database too .So when the applications are designed to share and update the database of the
relational database then accuracy becomes a huge matter of concern. As number of requesters including the hackers can keep asking
for the data then it can become security threat for the data. So implementing a proper access control mechanism becomes the great

need of the present need over the rational databases.
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1. Introduction

In the recent years, organization facilitates the storage, access
and sharing of data which is analyzed to improve the service.
To ensure the privacy control over the information available
to the users, it is compulsory to apply the Access Control
Mechanism. One more important aspect is maintain the
privacy of the data, which discloses the identity and satisfy
requirement of privacy. This paper presents Framework
which deals with security by providing dynamic access
control and privacy preservation in controlled manner for
relational database using ontology and fuzzy classification
well weaved key management system.

2. Literature Survey

PIR has to date been the primary approach to the problem of
preserving access privacy for Internet users. For an n-bit
database X that is organized into r b-bit blocks, Beimel et al.
[1,2] shows that standard PIR schemes cannot avoid a
computation cost that is linear in the database size because
each query for block Xi must necessarily process all database
blocks Xj , j [r]. They proposed a preprocessing model of
PIR that computes and stores some extra bits of information,
which is polynomial in the number of bits n of the database.

Several hardware-assisted PIR schemes [3,15,16] rely on the
preprocessing model. With the exception of all secure
coprocessor-based PIR schemes require periodic database
reshuffles (i.e., repeats of the preprocessing stage). The
reshuffling cost of [4], for example, is O(log4(n)), but when
amortized, it is O(log3(n)) per query. Nonetheless, the paper
[4].shows how to achieve improvements in the
communication and computational complexity bounds of
hardware-assisted PIR to O(log2 n) per query, provided that
a small amount of temporary storage, on the order of O( p n),
is available on the secure coprocessor. An initial suggestion
to base PIR on a subset of a database as a means of reducing
the high computational overhead in some application areas
was made by Chor et al[5].A similar suggestion to improve
the performance of PIR-based techniques for location-based

services by basing PIR on a restricted subset of the data
space was left as an open problem by Ghinita [6]. Olumofin
et al. [17] addressed the open problem identified by Ghinita
in the specific context of location-based services. In contrast
to these prior works, this paper uniquely addresses the
problem of preserving access privacy over a large database in
a generic way and provides a concrete system for querying a
large database.

Wang et al.[18] Proposed a bounding-box PIR (bbPIR)
which combines the concept of k-anonymity with the single-
server computational PIR scheme by Kushilevitz and
Ostrovsky allow users to define a “bounding box” portion of
the database matrix and basing PIR on that smaller portion.
Their extension also allows the user to specify both the
privacy and the service charge budget for PIR queries. The
bbPIR work overlaps our work in some areas, but there are
several differences. First, bbPIR defines rectangular
bounding boxes within a PIR matrix at runtime, whereas our
work considers both runtime and offline approaches to
defining database portions. The way we define database
portions at runtime also differs from that of bbPIR; we
consider the sensitive constants in the input query, statistical
information on the distribution of the data, and past query
disclosures, which allow for logical or non-contiguous
database portions. This is unlike bbPIR, which is agnostic to
logical data contents. Second, the bbPIR charge-budget
model is based on the number of blocks retrieved (typically
the square root of the bounding box area). We model the
user’s budget in terms of her delay tolerances, which has
more generic interpretations (e.g., response time, number of
blocks, computations). Third, bbPIR is restricted specifically
to one particular PIR scheme, whereas this approach is
generic and can use any underlying PIR scheme. Fourth,
bbPIR is limited to the retrieval of numeric data by address
or by key using a histogram, whereas we support retrieval
using any of three data access models— by index, keyword,
or SQL. Our approach also involves an explicit intermediate
stage for transforming input query g to an equivalent privacy-
preserving query Q and requires minimal user intervention.
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Howe and Nissenbaum [8] developed a browser extension
known as TrackMeNot which tries to solve the problem of
preserving access privacy during web searches. TrackMeNot
tries to hide a user’s request to a search engine in a cloud of
dummy queries that are made at specified time intervals. The
privacy guarantee is not as strong as our technique that is
based on PIR because the server is still able to observe the
content of every query made. Trackmen utilizes a significant
amount of constant bandwidth for generating decoy queries,
which can potentially slow down the network and the search
engine In addition, the adversary might be able to distinguish
actual queries from dummy queries by considering their
submission timings or other meta information.

Domingo-Ferrer et al. [9] considered a scenario where the
holders of a database (e.g., a search engine corpus) are
uncooperative in allowing the user to obtain access privacy.
In other words, the holders are unwilling to support any PIR
protocol, and yet the user desires reasonable access privacy
over the large data set. They proposed h(k)-PIR which
embellishes the user’s query keywords with some other k
bogus keywords. After the server returns a response, the
client filters the response to remove items related to the
bogus keywords, and finally displays the result to the user.
They defined an access privacy scheme as satisfying h(k)-
PIR if the adversary can only view the user’s query as a
random variable QO satisfying H(QO0) * h(k), where h(k) is a
function, k is a non-negative integer, and H(QO) is the
Shannon entropy of Q0. The security of the scheme relies on
using a large set of k bogus keywords with identical relative
frequencies as the query keywords. However, the accuracy of
the query result degenerates with higher values of k, which is
their point of tradeoff, unlike our approach where the
tradeoff is between privacy and computational efficiency. In
addition, their approach relies on the availability of a public
thesaurus of keywords and their relative frequencies. It is
somewhat misleading for the label of PIR to be used for this
approach as its privacy guarantee is not as strong as standard
PIR; the adversary can still observe the content of every
query made by users.

Verykios et al. [19] describe privacy preserving data mining
methods while they took consideration of five dimensions as
data distribution, data modification, data mining algorithm,
rule hiding, preserving privacy. There are some another
issues which are present in PPDM approaches. For example,
Oliveira and Zaiane [20] says violation type that can be
neglected can be define early before applying PPDM
algorithm. Most of the PPDM methods focus more on the
attacks that can be done on the data mining or extracted
results.Consider example where algorithm gives the
anonymous dataset K., Friedman et al. [21] discuss the
possibility of building data mining models based on this K
dataset. Such types of model preserve the individual privacy
for usage of such models for instance classification tree.
Another most important issue is to define the privacy of the
algorithm. For instance, for reconstructing-based techniques
can be used to add noise, thus privacy can be defined by
using value range that contains the original value.

The widely accepted PPDM techniques use k-anonymity [22]
as a base for achieving privacy in data mining. K-anonymity

method is proposed by the Sweeny [23] which says that there
is no individual is linked with rows having count less than k.
This protocol is set to ensure that minimum k rows can be
used for violation of individual privacy. This k rows have the
same combination of values in the attribute. This care
guarantees that the chances of individual identification which
are based on the released data should not more than 1/k. Such
model is useful for getting accurate privacy definition that
basically considers the linking attack. k-anonymity model his
more simple and easy to understand ,in spite of having this
advantages it rely on two assumptions i.e. the owner of data
should know the attributes in advance that are useful for user
identity and the no of levels (K) are sufficient enough to
preserve the privacy of the data. The most useful method to
follow with k-anonymity is to find certain values that are not
more specific but having generalized semantic and then
replace such values. But there may be possibility that there is
the possibility of not releasing some of the values at all.

It has been proved that the method that finds the minimum j-
anonymous dataset using suppression is NP-hard. Thus to
implement this, there is diverse need of heuristic algorithms.
One group of such approach is explained by various heuristic
measures that minimizes the data loss. In such cases the
quality of data is totally depends on the difference of attribute
values from the original value after applying the said process.
Li present a generalized study that gives lots of guidance for
the study of generalization schemes. In [11,12,13], the
authors says the MASK methodology to preserve privacy for
mining of most frequent item set and described the issue of
efficiency to calculate the estimated nearby values. The
results conclude that the high degree of privacy for both users
and mining system can be achieved simultaneously. an
analytical formula has been proposed by them to state the
privacy metrics and to evaluate the obtained privacy.[14]
moves one step advance to describe the issue of giving
accuracy in privacy preserving mining. they addressed the
issue of how the accuracy of mined randomized data is
affected for each association rule.

3. Conclusion

Proposed System Successfully extracts the features of the
user requests to identify its score and type of the access
parameter. Then by using of ontology in our system it
identifies the access protocol policy which is assigned while
sharing the data from the data owner. Our system is enhanced
with fuzzy based classification protocol to maintain the
accurate access control mechanism.
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