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Abstract: The use of online social network (OSN) has been growing exponentially in the present era. As large volume of data is being 
uploaded by different users, securing the data from unwanted users is a major issue. The data uploaded on the social networks is not 
secured according to the policies and requirements of the owner who has uploaded the data. Various factors can be considered to 
achieve the access control of the data in OSN through different mechanism. The paper surveys these methods rigorously and also 
proposes the innovative method to achieve data confidentiality in OS by defining the access control mechanisms. 
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1. Introduction 
 
Being a social animal, it is the tendency of the man to 
establish the social relationships and enhance the social 
circle. As the technology has advanced, the same task is now 
done through OSN. OSN is a dais where people share their 
data in the form of photos, videos, comments, status updates 
and so on. OSN user creates his own identity in the social 
network through his profile. He can establish these links with 
different users called as friends, mutual friends, friend-of-
friend and even tend to accept the friend requests of the 
unknown people who then may become good friends. 
Through this links people can get connected to all the people 
around the globe. To enjoy these benefits of OSN, the 
popularity of OSN is growing at a large pace. Facebook 
statistics show that there are about [20] 3.17 billion active 
users. However, when it comes to the privacy concerns 
regarding the data that is being uploaded, there is lot of 
ignorance from the users that may lead to data confidentiality 
attack. 69.4% [5] users keep their posts public and 7.7% [5] 
people don’t even know if their posts are public or private. 
All these observations are made from the survey of 325 users 
that was carried out in [5].These figures conclude that 
majority of the OSN users are not aware of the issues and 
problems that may arise if the sensitive data is revealed to the 
unintended people. When the OSN user uploads the data, he 

may not want it to be disclosed to certain friends. Hence, 
there should be some policies that must be defined for each 
data that is uploaded. Hence, the access control to the data 
must be given to the friends of the user depending on the 
some parameters or metrics that will defines the policies for 
the access control. 
 
The architecture of OSN is shown in Figure 1. This is a 
layered architecture that focuses on the features that are 
provided by the OSN for its users. Also it defines different 
layer at which the functions are performed. The base layer is 
that of OSN service provider which provides the user 
facilities to upload data, share data, data repository or data 
centre where the uploaded data gets stored. Facebook is an 
example of OSN service provider. The second layer is the 
layer which holds the relationship data. This is the important 
layer since it stores the relationship information like friend-of 
friend, close friend, colleagues etc. This data is used for the 
access control of the data. This means that OSN has a feature 
that the data is shown to only the friends or can also be made 
public. The third layer contains user profiles that reveal who 
the users are and the data can be further used to analyze the 
interests of the users. The top most layer contains third party 
applications that contain the apps that are designed and 
developed by the third party organizations but can be used by 
the users on the OSN. 

 
Figure 1: High Level View of OSN 
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The content management, storage and tracking the user 
activity (Activity logs in Facebook) are also vital components 
of the OSN architecture. These layers are the overview of the 
architecture and can be detailed further. The arrows between 
the layers show the interaction between the different layers.  
 
Figure 2 details the actions the user performs in OSN. Alice 
and Bob are the two friends in the OSN. They can upload the 
different kind of digital data like video, photo etc. and also 
can share the data. Hence, all friends can interact with each 
other and also share each other’s data. Like Bob anybody can 
store the data and share the friend’s data without any policies 
that are defined. 

 
Figure 2: Work Flow actions of user in OSN 

 
2. Motivation 
 
The growing popularity of OSN and increasing users are the 
main cause for which the access control mechanisms are 
needed to be imposed. Consider a scenario where Alice, does 
not want her photo of a family outing to be viewed by some 
friends in her friend list. Every time to create different lists of 
people who can access the photo differently is very 
cumbersome task. Hence, some automated policies should be 
able to be defined that can be able to do the same task of 
access control. Also the decision of access control should 
consist of user opinion as well as the system calculations. 
Also allowing the sharing of data in a random manner can 
cause data confidentiality attack on the secured data as the 
data can then be viewed by the unintended people.  
 
3. Related Work 
 
The popularity of OSN is increasing day by day. [15] was 
studied to understand the usage patterns of OSN and the 
extents to which they are used. Growing content on OSN 
has compelled securing the data to be viewed by the 
unintended people. The rigorous survey was carried out to 
study different areas in which the security needs to be 
increased.[5],[9],[11] are studied to understand the overall 
domains where the security and confidentiality needs to be 
increased. The studied work also defines the privacy 

breaches and mechanisms to defend these breaches. 
Safebook also works on real life trust with no particular 
protocol definition. In [12], protocols are defined for batch 
authentication. They include hash based, proxy based and 
certification based encryption protocols. They are used to 
authenticate the user in the groups. As the number of the 
users in OSN has been reached up high, ensuring the 
security has been a challenging task. In [1] the author has 
described the access control methods and mechanisms. The 
user can mention access policy for every data that has been 
uploaded by him. Also the disseminator can mention his 
own access policies. In the multiparty environment, 
resolving the conflict between the policies related to 
various users like owner, disseminator and contributor is 
important and various efficient methods are mentioned. 
However, there is need for automated policy generation as 
data uploaded everyday by the user is quite large and 
assigning the policy for every data always will become 
cumbersome for the user. Also no trust was taken into 
consideration between the users. This should be considered 
in the MPAC policy as trust will decide the strength of 
relationship between the users which will in turn decide 
what level of secured data can be allowed to be seen. 
Considering the trust level is important and should play a 
vital role in giving the access of the data. More the secured 
the data is, it should be viewed by only the trusted friends 
of the user.  
 
However, the trust should be calculated depending on some 
parameters or metrics.[14] introduces the metric of 
credibility and reliability among the peer nodes to calculate 
the trust amongst them. The interactions amongst them are 
considered to calculate the trust between them. These 
interactions consist of the messages as well as tags that a user 
shares with his peer that is friends. However, the interactions 
cannot alone determine the trust value effectively. [10] also 
defines the distance as a parameter. To evaluate trust and 
based on this trust calculation the filtration of the content is 
done. This is done by using hop based technique and the 
numbers of hops decide the trust between the user and his 
friends, however, it does not consider the opinion of the user 
in deciding the trust score. It also mentions the clustering 
mechanisms to evaluate trust. 
 
In [5] different methods to calculate trust were defined. They 
consist of machine based, statistical, heuristic and behavioral. 
[13] uses a new algorithm to evaluate trust in OSNs using the 
probabilistic sampling methods.[14] discusses finding of 
optimal trust path in OSN using heuristic techniques. 
 
These literatures were studied to do the comparison of the 
current security trends in OSN as well use of trust in OSN. 
The related work as shown in Table 1 was evaluated to 
compare the current mechanisms to achieve security. The 
work was evaluated on parameters like whether the fine 
grained access was given or not, whether trust is considered 
or not, id data confidentiality is achieved, and different types 
of attack that are possible. It also considers the backward and 
forward secrecy. Hence, the literature below was studied in 
order to understand the overall security mechanisms that are 
applied in current OSNs to achieve data confidentiality.  
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Table 2 was studied in order study the specific domain of 
achieving access control of the data using a parameter of 
trust. Thus this evaluation is specific to a parameter of trust.  
 
As shown in Table 2 trust was calculated by different 
mechanisms and also was used also for other purposes that 
access control. Also, this evaluation is specific to the 
proposed work that is mentioned in further section 4.Table 2 
evaluates the related work with different parameters like 

different techniques used to calculate trust. Also it studies if 
the calculated trust is used for access control or for any other 
purpose. Hence, it overall studies how the trust value is 
calculated and how it is used. This does the rigorous survey 
on the existing methods for trust calculation. Hence, Table 1 
is the general literature survey evaluation and Table 2 
demonstrates the evaluation for the specific parameter called 
trust. 

 
 

Table 1: Overall Evaluation of Related Work 

 
 
4. Proposed Work 
 
After the rigorous survey, a need was observed to apply the 
trust based access control in the OSN architecture. As seen 
from Table 2, trust is not much used for the access control. 
Also trust must contain the user opinion as well as some 
characteristics that are derived from the relationship 
characteristics in the OSN. Every user has friends in his 
friend list who can view the data uploaded by the user. 
However, user has a different amount of trust for every friend 
he has. Some are known while some are not very familiar. 
The proposed work calculates the trust based on the 

parameters which are from user considerations as well the 
system observations. We consider the experience of the user 
with the particular friend. Also we consider the interactions 
as mentioned in [14]. Also another innovative addition to the 
parameter list is about information about how dynamic the 
friend is on the OSN. As users don’t like the friends who are 
not active in OSN [20], they tend to unfriend the inactive 
person Hence all these factors together can help in 
calculating the trust. The trust is hence, the value that is 
calculated from the combined input of the user as well as the 
system observations of OSN. 
 
 

Table 2: Specific Evaluation of Related work (considering Trust parameter) 
Reference Technique used to 

achieve trust 
Is Trust used 
for Access 
control? 

User opinion 
considered? 

Consideration of 
Characteristics of 
friends in OSN 

Estimating trust value: A social network perspective[10] Clustering methods, user 
generated ratings 

No Yes No 

New Algorithm for Trust Inference in Social Networks [13] Probabilistic models No No No 
Experimental Analysis on Access Control Using Trust 

Parameter for Social Network[14] 
Interactions between 

users and friends 
Yes No No 

Propagation Models for Trust and Distrust in Social 
Networks[16] 

Propagation models No No No 

Finding the Optimal Social Trust Path [17] Heuristic algorithms No No No 
Multiparty Access Control for Online Social Model and 

Mechanisms[1] 
Trust is not considered No No No 

Operators for Propagating Trust and their Evaluation in Social 
Networks[18] 

Trust metrics No No No 

trust based approach for protecting user data in social 
networks[19] 

Hop based technique Yes No No 

Proposed Scheme Using experience, 
Context Information and 

Interaction 

Yes Yes Yes 
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From Table 2 it can be observed that the proposed scheme is 
the only scheme that considers trust from all the aspects. It 
considers the experience of the user which is a real life 
experience outside OSN. Also the system in turn calculates 
the interaction between a friend and user and also checks 
how much the user is active. With all this, a consolidated 
trust value is calculated. A user is able to input his experience 
about a friend during adding him as a friend at the time of 
accepting a friend request. The user activity can be noted 
from time to time to measure how active the user is. 
The next aspect is about giving the access control based on 
the trust value calculated for every friend of the user. 
Whenever a data is uploaded the user is compelled to set a 
security level for the data. If the security level is high it is 
viewed by the trusted people itself. This means that it is 
viewed by only those people who have high trust value. 
 
There is always a comparison between the security level and 
the trust that every friend has with the user. Hence, the direct 
variation is established between the trust value and access to 
the secured data. After the comparison between these values 
gives the decision regarding the access or denial of access to 
the user. Hence, the trust based access control can be 
achieved 
 
5. Conclusion and Future Work 
 
Ensuring the security and data confidentiality has become 
vital as the number of people is becoming active on OSN and 
also the content is growing at an exponential rate. So the 
mechanisms to secure the data need to be imposed in an 
effective manner. The current OSN trends do not provide 
much fine grained access policies to be defined. Also OSNs 
like Facebook define extreme policies for access control like 
visible to public, visible to only me. Hence, more efficient 
policies using trust can prove to be more efficient. The 
proposed work considers the user opinion about the friend in 
terms of his real life experience and also on the interaction 
between the friend and the user. The third metric is the 
context information that tells how much active the user is on 
OSN. 
 
The future work deals with detailing the concepts about the 
metrics and calculating the effect of each on the final trust 
value. Also developing the OSN application which applies 
the concept of trust based access in OSN is the future work 
that can be done 
. 
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