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Abstarct: Threats are everywhere on the internet, but most significant and crucial threat is Botnet that control and command by a 
Botmaster. Bot is simply a machine that acts as a zombie and try to effect all other machine available in network and that all machine 
are comes under control of Botmaster. It can detect by using honeypots, spamming botnet, network based, behavior based techniques. 
There are techniques to detect botnet but there is no scheme for prevent the network from Bot. In this thesis, prevention of botnet can be 
done by cryptography. Although two basics algorithms MD5 and Blowfish are used to detect and prevent the compromise node. Botnet 
cannot be delete from the network but possibility is that, neglect compromised node from the network. So, after detection, simply remove 
that node from the network then network became reliable to communicate. 
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1. Introduction 
 
The easily availability and speed of digital communication 
have become an integral part of home computer use, as well 
as all other aspect of use from education to business and 
research [1]. whereas development of network applications, 
many different kinds of network services are used by users, 
such as Cyberbank, Instant Messaging, Online Shopping, 
Blogs, photo albums and so forth. Users can not only do 
commercial transactions and entertainments in the Internet, 
but also bring the convenience of the daily life. Thus, much 
confidential information are transferring in the Internet [2]. 
While high-speed computer networking and the Internet 
have brought great convenience, an ample of security 
challenges have also emerged with these technologies. 
Amongst different computer network security threats like 
viruses and worms, Botnets have become the most 
dangerous [3,4]. 
 
A Bot, originating from the term 'RoBot', is an application 
that can perform and repeat a particular task faster than a 
human moreover when a two or more than two Bots spread 
to ample of computers and connected to each other with the 
help of internet, they form a group that is usually known as a 
Botnet i.e. network of Bots [1]. Bot is a compromised device 
as a zombie which can be controlled and coordinated 
remotely by Botmaster or Botherder through command & 
control servers[5,6]. Bot is used to infect computers and 
mobile devices that are well connected to internet and make 
them a part of network of Bots without any knowledge of 
user. 
 
Nowadays smart phones very popular and obligatory in 
human's life, so they become major attractive targets of 
mobile threats. Attackers use various attack vectors which 
are useful to routes to get into mobile devices i.e. SMS 
(short messaging service), MMS (multimedia message), 
Internet access help of WIFI or 3/4G and Bluetooth[7]. 
These mobile Bots communicate with C&C Server with the 
help of C&C Channel through internet and cause of 
frequently change of logical address (IP Address) during 
mobility, existing approaches such as take down an active 
C&C channel cannot apply on mobile Botnet. Thus, build a 
VPN (Virtual Private Network) which provides a common 

shared path for both internet access and provide same 
environment as if wired network. Then, we proposed a work 
to introduce a new prevention scheme for mobile Botnet. 
This scheme consists of cryptography algorithms MD5 and 
Blowfish algorithms. We are expecting that both algorithms 
provide better prevention. 
 
The rest of the paper is organized as follows. In Section 2, 
we review related works on mobile Botnet and detection as 
well as prevention schemes. In Section 3, we propose our 
network based Botnet prevention scheme. In Section 4, we 
verify our scheme with results collected under the attacked 
environment. In Section 5, a conclusion and future scope are 
provided. 
 
2. Related Work 
 
As mobiles devices such as smartphones, have become 
broadly used and indispensable in nowadays human lives, 
these devices are major attractive target of mobile threats. 
Thus, one of the most crucial threats is Mobile Botnet in the 
mobile environment. It firstly found in Symbian OS and 
moved to IOS and Android[8]. Most of the mobile devices 
connected to NAT gateway due to lack of IP addresses and 
not easily reachable [9]. In addition to it, IP address changed 
can be changed frequently.  
 
Mobile infrastructures and Cloud have latterly become a 
new platform for Botnet activities. Since, they have not 
explored completely yet. However, clouds are dynamically 
monitored and secured by cloud vendors and Botnets are 
easier to shutdown compared to other types[10]. Though on 
flip side, mobile devices are not properly protected as of 
computers and computer networks and user of these mobile 
devices pay less attention towards security updates [11].  
 
To detect Mobile Botnet, detection techniques are classified 
as signature-based and anomaly-based by detection method. 
In signature-based, a signature is a unique mark contained in 
the context of a packet. For instance, Snort is a signature-
based open source intrusion detection system(IDS) that 
monitors traffic of network to find out the signs of intrusion. 
Like most IDS systems, Snort is configured with a set of 
rules or signatures to detect Botnet[12]. Anomaly-based 
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