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Abstract: In this research work chaotic system is implemented for encryption of images. That is confusion and diffusion is 
implemented in all multi levels of cryptography. Cryptography means to change the sense i.e. decoding from one form to another. In first 
level pixels are scrambled row wise by a step of two and in second level pixels are shifted column wise by a step of two. All rows and 
columns are not shifted as it would generate same image upside down. The third level implements confusion as in this pixels are 
arranged in increasing level of their intensities. The fourth level implements diffusion as at this level random integer function is used to 
generate new intensity values for the pixels. In the same way these can be decrypted by following these steps to get the original form. 
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1. Introduction 
 
In the modern era, information security is becoming more 
important in data storage and transmission. Images are 
widely used in several processes. Therefore, the protection 
of image data from unauthorized access is important. 
Image encryption plays a significant role in the field of 
information hiding. Hiding is giving the reasons for 
encryption. Image hiding or encrypting methods and 
algorithms range from simple spatial domain methods to 
more complicated and reliable frequency domain ones. It 
is argued that the encryption algorithms, which have been 
originally developed for text data, are not suitable for 
securing many real-time Multimedia applications because 
of large data sizes. Software implementations of ciphers 
are usually too slow to process image and video data in 
commercial systems. Hardware implementations, on the 
other hand, add more cost to service providers and 
consumer electronics device manufacturers. A major 
recent trend is to minimize the computational requirements 
for secure multimedia distribution by “selective 
encryption” where only parts of the data are encrypted. 
There are two levels of security for digital image 
encryption: low level and high-level security encryption. 
In low-level security encryption, the encrypted image has 
degraded visual quality compared to that of the original 
one, but the content of the image is still visible and 
understandable to the viewers. In the high-level security 
case, the content is completely scrambled and the image 
just looks like random noise. In this case, the image is not 
understandable to the viewers at all. Selective encryption 
aims at avoiding the encryption of all bits of a digital 
image and yet ensuring a secure encryption. The key point 
is to encrypt only a small part of the bit stream to obtain a 
fast method. Network security and image encryption has 
become important and high profile issues. Most traditional 
or modern cryptosystems have been designed to protect 
textual data. An original important and confidential 
plaintext is converted into cipher text that is apparently 
random nonsense. Once the cipher text has been produced, 
it is saved in storage or transmitted over the network. 
Upon reception, the cipher text can be transformed back 
into the original plaintext by using a decryption algorithm. 

However, images are different from text. Although we 
may use the traditional cryptosystems (such as RSA and 
DES-like cryptosystems) to encrypt images directly, it is 
not a good idea for two reasons. One is that the image size 
is much greater than that of text, so the traditional 
cryptosystems need much time to directly encrypt the 
image data. The other problem is that the decrypted text 
must be equal to the original text. However, this 
requirement is not necessary for image. 
 
2. Encryption Process 
 
We use multi level cryptography. Cryptography is the art 
and science of writing in secret codes. A general 
cryptographic system includes two processes further in it 
to work: 
 
a) Encryption 
b) Decryption 
 
In encryption we encrypt the image to make it to 
unreadable form for secure transmission and information 
hiding and in Decryption we restore back the image to its 
original form. A number of techniques are available for 
encryption, what we are using is multi level encryption and 
decryption by shifting the rows and columns. 
 
3. Implementation of Proposed Algorithm 
 
Let’s have a look upon proposed algorithm in detail from 
which we can clarification that how the proposed 
technique works. 
 
Step 1.Read the color image I m*n, where m and n is the 
height and width of image respectively 
Step 2.Scramble the image by shifting half of the rows 
column wise by a step of two at first level of encryption. 
Step 3.scramble the image by shifting half of the columns, 
row wise by a step of two at second level of encryption. 
Step 4.Convert the image to one dimensional array sort the 
pixels in increasing order of intensity at third level of 
encryption. 
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Step 5.Replace pixel’s intensity value by adding one to the 
values generated by the random integer function at fourth 
level of encryption. Decryption process is the inverse of 
encryption process.  
 
Correlation Coefficient is also known as Pearson’s 
correlation coefficient r. It is widely used in statistical 
analysis, pattern recognition and image processing. Other 
applications include comparing two images for the 
purposes of image registration, object recognition and 
disparity measurement. 
 
The correlation coefficient is defined as: 

xyr = ),cov( yx
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Where x and y are grey scale values of two adjacent pixels 
in the image. In numerical computations following 
formulas are used: 
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The correlation coefficient has the value r=1, if the two 
images are absolutely identical r=0 if they are completely 
uncorrelated and r=-1 if they are completely anti-
correlated. 
 
4. Results and Analysis 
 
In this paper experimental analysis of the proposed 
algorithm as been done with a color image and MATLAB 
7 is used to realize the algorithm. Simulation results are 
shown as Figure. 
 

 
(a) (b) 

 

 
(c) (d) 

 

 
(e) 

Figure 1: Encryption images: (a) Original image (b) 
Scrambled image at level1 (c) Scrambled image at level 2 
(d) Scrambled image at level 3 (e) Multi level encrypted 

image 
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Figure 2: Decryption images: (a) Encrypted image (b) 
Decrypted image at level2 (c) Decrypted image at level 3 

(d) Decrypted image at level 4 (e) Original image 
 
Histogram analysis: To prevent the leakage of information 
to an opponent, it is also advantageous if the cipher image 
bears little or no statistical similarity to the plain image. 
An image histogram illustrates how pixels in an image are 
distributed by graphing the number of pixels at each color 
intensity level. We have calculated and analyzed the 
histograms of the several encrypted images as well as its 
original images that have widely different content. The 
histogram of the cipher image as shown in same fig, 
significantly different from that of the original image, and 
bears no statistical resemblance to the plain image.  
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Figure 3: Different Histogram for original and encrypted 

image 
 
5. Conclusion 
 
In this paper it is proposed that multi level image 
cryptography to securely encrypt the images for the 
purpose of storing images and transmitting them over the 
Internet. There are two major advantages associated with 
this system. The first advantage is that it makes the 
encrypted image with a constant increasing intensity. The 
second advantage is that it does not impose any restriction 
on the decoding of the specific image signal because with 
every new image signal it produces a new hash 
accordingly. Our system would be systematically 
evaluated, and it shows a high level of security with 
excellent image quality. 
 
6. Future Work 
 
In future we can extend this method by making it more fast 
by reducing the random integer generation time. Moreover 
we can introduce diagonal interchanging to enhance more 
secure cryptography. Compression of the keys can be done 
to reduce overhead. 
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