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Abstract: Cloud computing provides an economical and efficient solution for sharing group resource with cloud users. Sharing data in
a multi-owner manner while preserving data and identity privacy from an untrusted cloud due to the frequent change of the
membership. Cloud intend the secure multiple data sharing between the data users by using the cloud computing. By leveraging group
signature and dynamic broadcast encryption techniques. Any user can share the data with other users. The storage overhead and
encryption computation cost of our scheme are independent with the number of revoked users the security of our scheme with rigorous

proofs, and demonstrate the efficiency of our scheme in experiments.
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1. Introduction

Cloud computing is recognized as an alternative to
traditional information technology [1] due to its intrinsic
resource-sharing and low-maintenance characteristics. In the
cloud computing, the cloud service providers (CSPs), such as
Amazon, are capable to deliver various services to cloud
users with the help of powerful datacenters. By migrating the
local data management systems into cloud servers, users can
benefit from high-quality services and save significant
investments on their local infrastructures. Single most
fundamental services offered by cloud providers is data
storage. Allow us to consider a practical data application.
Company allows its staffs in the same group or department to
store and share files in the cloud. By using the cloud, the
staffs can be completely released from the troublesome local
data storage and maintenance. Though, it also poses a
significant risk to the confidentiality of those stored files.
Particularly, the cloud servers managed by cloud providers
are not fully trusted by users while the data files stored in the
cloud may be sensitive and private, such as business plans.
To preserve data privacy, a fundamental solution is to
encrypt data files, and after that upload the encrypted data
into the cloud [2]. Unluckily, designing an efficient and
secure data sharing scheme for groups in the cloud is not an
easy task due to the following challenging issues.

First, identity privacy is one of the most significant obstacles
for the wide deployment of cloud computing. Exclusive of
the guarantee of identity privacy, the users may be unwilling
to join in cloud computing systems because their real
identities could be easily disclosed to cloud providers and
attackers. Alternatively, unconditional identity privacy may
incur the abuse of privacy. For ex, a misbehaved staff can
deceive others in the company by sharing false files without
being traceable. So, traceability, which enables the group
manager (example: a company manager) to reveal the real
identity of a user, is as well highly desirable.

Second, it is highly recommended that any member in a
group should be able to fully enjoy the data storing and
sharing services provided by the cloud, which is clear as the

multiple-owner manner. Compared with the single-owner
manner [3], where only the group manager can store and
modify data in the cloud, the multiple-owner manner is more
supple in practical applications. More concretely, every user
in the group is able to not only read data, except also modify
his/ her part of data in the entire data file shared by the
company.

Last but not least, groups are normally dynamic in practice,
example. New staff participation and current employee
revocation in a company. The changes of membership make
protected data sharing extremely difficult. On one hand, the
nameless system challenges new granted users to learn the
content of data files stored before their participation, since it
is impossible for new granted users to contact with
anonymous data owners, and attain the corresponding
decryption keys. Alternatively, an efficient membership
revocation mechanism without updating the secret keys of
the remaining users is also desired to minimize the
complexity of key management. Several security schemes for
data sharing on untrusted servers have been proposed [4],
[5], [6]. In these approaches, data owners store the encrypted
data files in untrusted storage and distribute the
corresponding decryption keys only to authorized users.
Therefore, unauthorized users as well as storage servers
cannot learn the content of the data files because they have
no knowledge of the decryption keys. Though, the
complexities of user participation and revocation in these
schemes are linearly increasing with the number of data
owners and the number of revoked users, correspondingly.
By setting a group with a single attribute, Lu et al.[7]
proposed a secure provenance scheme based on the
ciphertext-policy attribute-based encryption technique [8],
which let any member in a group to share data with others.
Though, the issue of user revocation is not addressed in their
scheme. Yu et al. [3] obtainable a scalable and fine-grained
data access control scheme in cloud computing based on the
key policy attribute-based encryption (KP-ABE) technique
[9]. Unfortunately, the singleowner manner hinders the
adoption of their scheme into the container, where any user
is granted to store and share data. Our contributions. To
solve the challenges, we propose Mona, a secure multi-
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owner data sharing scheme for dynamic groups in the cloud.
The main contributions of this paper contain:

1)We propose a secure multi-owner data allocation scheme.
It implies that any user in the group can securely share
data with others by the untrusted cloud.

2)Our proposed scheme is able to support dynamic groups
efficiently. Specially, new granted users can directly
decrypt data files uploaded before their participation
without contacting with data owners.

3)User revocation can be easily achieved through a novel
revocation list without updating the secret keys of the
remaining users. The size and addition overhead of
encryption are constant and independent with the number
of revoked users.

4)We provide secure and privacy-preserving access control
to users, which guarantees several member in a group to
anonymously utilize the cloud resource. Furthermore, the
real identities of data owners can be revealed by the group
manager when disputes occur.

5)We provide rigorous security analysis, and do extensive
simulations to demonstrate the efficiency of our scheme in
terms of storage and computation overhead.

2. System Model and Design Goals
2.1 System Model

We consider a cloud computing architecture by combining
with an example that a company uses a cloud to enable its
staffs in the same group or department to share files. The
system model consists of three dissimilar entities: the cloud,
a group manager (i.e., the company manager), and a large
number of group members (i.e., the staffs) as illustrated in
Fig. 1.
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Figure 1: System Model
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Cloud is operated by CSPs and provides priced abundant
storage services. However, the cloud is not fully trusted by
users since the CSPs are very likely to be outside of the
cloud users’ trusted domain. Like [3], [7], we assume that the
cloud server is honest but curious. Specifically, the cloud
server will not maliciously delete or modify user data due to
the protection of data auditing schemes [17], [18], but will
try to learn the content of the stored data and the identities of
cloud users.

Group manager takes charge of system parameters
generation, user revocation, user registration, and
enlightening the real identity of a dispute data owner. In the
given ex, the group manager is acted by the administrator of

the company. So, we assume that the group manager is fully
trusted by the new parties. Group members are a set of
registered users that will store their private data into the
cloud server and share them with others in the group. In our
eX, the staffs play the role of group members. Note that, the
group membership is animatedly changed, due to the staff
resignation and new employee participation in the company.

2.2 Design Goals

In this section, we describe the main design goals of the
proposed scheme including access control, data
confidentiality, traceability and anonymity, and efficiency as
follows: Access control: The requirement of access control is
twofold. In First, group members are able to use the cloud
resource for data operations. In Second, unauthorized users
cannot access the cloud resource at every time, and revoked
users will be incapable of using the cloud again once they are
revoked. Data confidentiality: in Data confidentiality
requires that unauthorized users including the cloud are
incapable of learning the content of the stored data.
Challenging and an important issue for data confidentiality is
to maintain its availability for dynamic groups. Particularly,
new users should decrypt the data stored in the cloud before
their participation, and revoked users are not capable to
decrypt the data moved into the cloud after the revocation.
Anonymity and traceability: the Anonymity guarantees that
group members can access the cloud without revealing the
real identity. Even though anonymity represents an effective
protection for user identity, it as well poses a potential inside
attack risk to the system. For ex, an inside attacker may store
and share a mendacious information to derive substantial
benefit. So, to tackle the inside attack, the group manager
should have the capability to reveal the real identities of data
owners. The efficiency is defined as follows: Any group
member can store and share data files with others in the
group by the cloud . User revocation can be achieved without
involving the remaining users. That is, the remaining users
do not need to update their private keys or reencryption
operations. And New granted users can learn all the content
data files stored before his participation without contacting
with the data owner.

3. Literature Survey

Armando Fox, Michael Armbrust, Rean Griffith, Anthony D.
Joseph, Randy Katz, Gunho Lee, Andy Konwinski, David
Patterson, lon Stoica, Ariel Rabkin, and Matei Zaharia [1] in
Above the Clouds: A View of Cloud Computing paper
predict Cloud Computing will grow, so developers should
obtain it into account. in spite of whether a cloud provider
sells services at a low level of abstraction like EC2 or a
higher level like AppEngine, we believe that computing,
storage and networking must all focus on horizontal
scalability of virtualized resources rather than on single node
performance. Moreover:

1)Applications Software needs to both scale down rapidly
plus scale up, which is a new requirement. Such software
also needs a pay-for-use licensing model to match needs of
Cloud Computing.
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2)Infrastructure Software needs to be aware that it is no
longer running on bare metal but on VMs. Furthermore,
billing needs to built in from the start.

3)Hardware Systems should be designed at the scale of a
container (at least a dozen racks), which will be is the
minimum purchase size. Cost of operation will
competition performance and cost of purchase in
significance, rewarding energy proportionality such as by
putting idle portions of the memory, disk, and the network
into low power mode. Processors should work fine with
VMs and flash memory should be added to the memory
hierarchy, and LAN switches andWAN routers must
improve in bandwidth and cost.

Seny Kamara Kristin Lauter[2] in Cryptographic Cloud
Storage paper We consider the problem of building a secure
cloud storage service on top of a public cloud in- frastructure
where the service provider is not completely trusted by the
customer. We describe, at a high level, several architectures
that combine recent and non standard cryptographic prim-
itives in order to achieve our goal. We survey the benefits
such architecture would provide to both customers and
service providers and give an overview of recent advances in
cryptography motivated specifically by cloud storage.

Shucheng Yu, Cong Wangt, Kui Rent, and Wenjing Lou [3]
in Achieving Scalable, Secure , and Fine-grained Data
Access Control in Cloud Computing paper Cloud computing
is an emerging computing paradigm in which resources of
the computing infrastructure are provided as services over
the Internet. As shows potential as it is, this paradigm also
brings forth many new challenges for data security and
access control when users outsource sensitive data for
sharing on cloud servers, which are not in the same trusted
domain as data owners. To remain sensitive user data
confidential against untrusted servers, existing solutions
frequently apply cryptographic methods by disclosing data
decryption keys only to authorized users. Though, in doing
so0, these solutions inevitably introduce a heavy computation
overhead on the data owner for key distribution and data
management when finegrained data access control is desired,
and therefore do not scale well. The problem of
simultaneously achieving fine-grainedness, data
confidentiality and scalability of access control actually still
remains unresolved. In this paper addresses this challenging
open issue by, alternatively, defining and enforcing access
policies based on data attributes, and, on the other hand, let
the data owner to delegate most of the computation tasks
involved in finegrained data access control to untrusted cloud
servers without disclosing the underlying data contents. We
complete this goal by exploiting and uniquely combining
techniques of attribute-based encryption (ABE), proxy re-
encryption, and the lazy re-encryption. Our anticipated
scheme also has salient properties of user access privilege
confidentiality and user secret key accountability. Wide
analysis shows that our proposed schemes is highly efficient
and provably secure under existing security models.

Mahesh Kallahalla, Erik Riedelt Ram Swaminathan, Qian
Wangt Kevin Fu§ [4] in Plutus: Scalable secure file sharing
on untrusted storage paper Plutus is a cryptographic storage
system that enables secure file sharing without placing much
trust on the file servers. In particular, it makes novel use of

cryptographic primitives to protect and share files. Plutus
features extremely scalable key management while allowing
individual users to retain direct control over who gets access
to their files. We clarify the mechanisms in Plutus to reduce
the number of cryptographic keys exchanged between users
by using file groups, file read and write access, handle user
revocation competently, and allow an untrusted server to
authorize file writes. We have built a model of Plutus on
OpenAFS. Dimensions of this prototype show that Plutus
achieves strong security with overhead comparable to
systems that encrypt all network traffic.

4. The Proposed Scheme: Mona
4.1 Overview

To achieve secure data sharing for dynamic groups in the
cloud, and expect to combine the group signature and
dynamic broadcast encryption techniques. Particularly, the
group signature scheme enables users to anonymously use
the cloud resources, the dynamic broadcast encryption
technique allows data owners to securely share their data
files with others including new joining users.

Unfortunately, each wuser has to compute revocation
parameters to protect the confidentiality from the revoked
users in the dynamic broadcast encryption scheme, which
results in the both the computation overhead of the
encryption and the size of the ciphertext increase with the
number of revoked users. So, the heavy overhead and large
ciphertext size may hinder the adoption of the broadcast
encryption scheme to capacity-limited users. To tackle this
challenging issue, let the group manager compute the
revocation parameters and make the result public available
by migrating them into the cloud. Such a design can
considerably reduce the computation overhead of users to
encrypt files and the ciphertext size. Particularly, the
computation overhead of users for encryption operations and
the ciphertext size is constant and independent of the
revocation users.

4.2 Scheme Description

Here it describes the details of Mona including system
initialization, user registration, user revocation, file
generation, file deletion, file access and traceability.

4.2.1 System Initialization
The group manager takes charge of the system initialization
as follows:generate a bilinear map group system = = (2. G1.
o, el-,-)).
TABLE 1
Revocation List

IDQ.‘UF!]'? -"11 L1 t1 P].
Az x ta P

Av oz by P Zy tpp sig(RL)

Selecting two random elements H,.Hq € (-*"-along with

two random numbers £1-52 € Z5. and computing
U=&"H V =5"HeGh such that
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S U =& -V =H |n addition, the group manager
computes Hy :E;H.‘Iand HE ZEEHTI = (-,.‘
Randomly choosing two elements #.¢ < Ghiand a
number ¥ = “s.and computing W =7-F. ¥ =5-G

and Z = e(G.P) in that order. Publishing the system

parameters including (S, P,
H, Ho, Hy Ho U VWL Y, Z, F AL Ence()). where fis
a one-way hash function t©. 13" — =:: o is hash

function:  {0.1} — Gi; and Enerlljs g
symmetric encryption algorithm with secret key k.
In the end, the parameter (- £1: &2. &) will be kept secret

as the master key of the group manager.

secure

4.2.2 User Registration
For the registration of user i with identity IDi, the group

manager at random selects a number <@ < <5 and
computes Ai;Bi as the following equation:
A= ! - P e Gy
F:r :;!'I :L; - - I-]J\I
B = —- (7 € (1.
7 -+ T;

Then, the group manager adds (<%:.==. 773 jnto the
group user list, this will be used in the traceability phase.
Once the registration, user i obtains a private key
(. A Bi) - which will be used for group signature
generation and file decryption.

4.2.3 User Revocation

User revocation is performed by the group manager via a
public available revocation list (RL), based on which group
members can encrypt their data files and ensure the
confidentiality against the revoked users. As illustrated in
Table 1, the revocation list is characterized by a series of
time stamps (t1 < t2 <... tr). Let IDgroup denote the group
identity. The tuple (Ai; xi; ti) represents that user i with the
partial private key (Ai; xi) is revoked at time ti. P1, P2 ... Pr
and Zr are calculated by the group manager with the private

secret 7 as follows:
1 :
P = .PeG
T+
1 ;
Phr=——>-—Pei
(v + 1) (y + x2) _
1 (2)
(v +z)(y +x2) - - [y + )
1
Z, =zr )y tw) (v 3) ¢ @,

Motivated by the verifiable reply mechanism in [19], to
guarantee that users obtain the latest wversion of the
revocation list, we let the group manger update the
revocation list each day even no user has being revoked in
the day. Other words, the others can verify the freshness of
the revocation list from the contained current date tRL. Also,
the revocation list is bounded by a signature sig(RL) to
declare its validity. And the signature is generated by the
group manager with the BLS signature algorithm [20], i.e
sig(RL) =~fi(RL)- finally, the group manager
migrates
the revocation list keen on the cloud for public usage.

4.2.4 File Generation

To store and share a data file in the cloud, and a group

member performs the following operations:

1) Getting the revocation list from the cloud. And in this
step, the member sends the group identity IDgroup as a
request to the cloud. After that, the cloud responds the
revocation list RL to the member.

2) Verifying the validity of the received revocation list.
First, checking whether the marked the date is fresh. In
Second, verifying the contained signature sig(RL) by the
equatlon e(W, fi(RL)) = e(P,sig(RL)). If the
revocation list is invalid, and the data owner stops this
scheme.

3) Encrypting the data file M. This encryption process can
be divided into two cases according to the revocation list.

a. Case 1. There is no revoked user in the revocation list:

i. Selecting a unique data file identity 1Ddata;

ii. Choosing a random number * = <3*

iii. Computing the parameters C1, C2, K, C as the following

equation:
o =k-Y = G
(-_12 =k-PFP < (-'r1_ .
K =Z% € (72 (3)
C = FEnecp (M),

b. Case 2. There are r revoked users in the revocation list.

i. Selecting a unique data flle identity IDdata;

ii. Choosing arandom * = <47

iii. Computing the parameters C1, C2, K, C as the following

equation:
Ch=k-Yed@
h = k- B Gy .
H=2Fc Gs (4)

In (4), Zr and Pr are directly obtained from the revocation
list.
4. Selecting a random number 7 and computing F7) The
hash value will be used for data file deletion operation. In
addition, the data owner adds (4 aatas Tlinto his local
storage.
5. Constructing the uploaded data file as shown in Table 2,
where t data denotes the current time on the
TABLE 2
Message Format for Uploading Data

Group ID | Data ID | ciphertext | hash | Time | Signature
-{Ugl'nup 'lr-‘r-).'in ta }. ] C'.! ] (? f{ﬂ '!rfnf.r: a
member, and  is a group signature on (I D gatas Chr»

5. €. f(7). Luata) computed by the data owner through
Algorithm 1 with the private key (A, Xx).

6. Uploading the data shown in Table 2 into the cloud server
and adding the IDdata into the local shared data list
maintained by the manager. Going on receiving the data, the
cloud first invokes Algorithm 2 to check its validity. And if
the algorithm returns true, the group signature is valid; or
else, the cloud abandons the data. Also, if several users have
been revoked by the group manager, cloud also performs
revocation verification by using Algorithm 3. lastly, the data
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file will be stored in the cloud after successful group
signature and revocation verifications.

4.2.5 File Deletion

File stored in the cloud can be deleted by either the group
manager or the data owner (i.e., the member who uploaded
the file into the server). To delete a file IDdata, the group

manager computes a signature ¥ (I Diaata ) gnd sends the
signature along with IDdata to the cloud. Cloud will delete
the file if the equation ©L7S1(f Daata). £) = e(W,
Fild D060 ) holds.

Algorithm (1). Signature Generation

Input: Private key (A, x), system parameter (P, U, V, H, W)
and data M.

Output: Generate a valid group signature on M.

begin ) )
Select random numbers " BT g, Ty Tos T € 2,
Set :"' = .I'ik¥ and t"'j - .'I.';H

Computes the following values

(T = - U
T =3V
=2+ (a+3)-H
J Ri=r. U
Ry—=ry-V
Ry =e(Ts, P)"e(H, W) ™ TPe(H, Py ™
Ry=r, Ty —r5 - U
Ry =m,-T5 —15, -V

Set ¢ =f(M,T1, T2, T3,R1,R2,R3,R4,R5)
Construct the following numbers

Sy — Ty + Ci

s =15 +cf

S =Ty + 0 .

85, = T, + cby

S5, = Ts, + 0
Return 7 = (11, T3, T3, ¢, S0, 53, Sz, 56,5 58,)
End

Algorithm (2). Signature Verification
Input: System parameter (P, U, V, H, W), M and a

: g= (175 Ts.¢.8.. 83, 8. 85 . 8
signature 1252203 ar 851 Sx2 561+ 58)

Output: True or False.
begin
Compute the following values
Ri=sa-U—c-T
Ro=s5-V —¢e-Ts

i e(T:. W . o -
Ry = f¥} e(Ty, P)™e(H, W) ™ .
e(P,P) |
(_'[‘_H. P;l 85, s,

R-, =& -T7 — &5 - U
Ry=s,-Ty—sg5-V
if e= f(M, Ty, Ty, Ta, R,
Retum True
else
Return False
end
Algorithm (3). Revocation Verification
Input: System parameter (HO, H1, H2), a group signature

7, and a set of revocation keys Al,........ JAr
Output: Valid or Invalid.

begin
set temp = e(Ty, H)e(Ty, Hy)
fori=1ton
if e(T3 — A;, Hy) = temp
Returm Valid
end if
end for

Return Invalid

end
In addition, Mona also allows data owners to delete their
files stored in the cloud. Particularly, the data owner does the
following actions:
. Obtaining the tuple (£2==c=. =3 from his local storage.
Invoking Algorithm 1 to calculate a group signature on
[-ID:’.I'{JI':’J . "'_J'-

Sending ({Daata. T)-and the signature as a deletion
request to the cloud.

Upon receiving the deletion request, the cloud can calls
Algorithms 2 and 3 to check whether the group signature.
After an successful group signature verification, the cloud
can delete the data file if /(7™ equals to the hash value
contained in the file.

4.2.6 File Access
To learn the content of a common file, a member does the
following actions:
1. Getting the data file and the revocation list from the cloud
server. From this operation, the user first adopts its private

key (A, x) to calculate a signature “= on this message
(IDyrap IDaata: ) by using this Algorithm 1, where t can
denote the current time, and the IDdata can obtained from
the local shared file list maintained by the manager. Then,
the user can sends a data request contain

(FD gronges I Paaatas £ &)y the cloud server. Upon receiving
to the request, the cloud server employs Algorithm 2 to
check the validity of the signature and performs a revocation
verification with Algorithm 3 if necessary according to the
revocation list. After a successful authentication, the cloud
server can responds to the corresponding data file and the
revocation list to the user.

2. Checking the validity of the revocation list. This operation
was similar to the step 2 of file generation phase.

3. Verifying the validity of the file and decrypting it. The
format of downloaded file coincides with that given in Table
2. That operation can be divided into three cases according to
the time stamp tdata and the revocation list. Assume that
there are r revoked users in the revocation list.

a. Case 1 (faza <t1) This case indicates that there is no
revoked user before the data file is uploaded

i. Invoking Algorithm 2 to check the group signature @- If
the algorithm returns false, the user can stops this protocol.

ii. Using his partial private key (A,B) to calculate
K =e(Cy, A)e(Ca, B).

iii. Decrypting the ciphertext C with the computed key K. .
Correctness:

Volume 3 Issue 9, September 2014
WWW.ijsr.net

Paper ID: SEP14586

Licensed Under Creative Commons Attribution CC BY

1934




International Journal of Science and Research (1JSR)
ISSN (Online): 2319-7064
Impact Factor (2012): 3.358

K =e(Ci, A)e(Cs, B)

=ff(.k:-l'. ! -P)ff(.k:-]-’. i -(.}')
V@ ¥+

= e(G, P)7=e( P,G)
=ZF=K.

b. Case 2 \ti < tasta < ¥is1)This case indicates that |
revoked users have been revoked before the data file is

uploaded

i. Verifying the group signature _ by using Algorithm 2.

ii. Inputting A1, A2,...., Ai to call Algorithm 3. If

the algorithm can returns invalid, the user can terminates this

operation.

iii. Computing the value

- 1

- (v + @) [Tac1 (r + @)

by using_ Algoritthm 4 with the input (1.
(£ @) (F.75)- The correctness of Air is due to

the following relation:

1 1
P — - — P
T — Ty (v+x) Loy +x)

_ 1 ( (v+ ) — (7 + =:) )P
=\ (v + )y +z) (T Loy + wa))
1
(v +x) [ (v +x)

iv.  Calculating the  decryption
A e Cy, B).

key I = e( .

v. Decrypt the ciphertext C with the key K.
Correctness

e(Ch, Air)e(Ca, B)

1
=e| kY.- —— P
(v +x) [T (v + )

f.’(.ﬂ:P,.. ’ '(.-1'1)
Y+ E

= e(P,G)"? [Lat=ve(p gy =TT

ey

=e(P,G)" 1L

T = 7R — K

[-rr' =< Jl:'.|'4'1|':'J;|- H fadi
c. Case . This case indicates that r revoked
users have been revoked before the data file is uploaded
i. Verifying the group signature _ by using Algorithm 2.
ii. Inputting <1t:<12..-A-t0 call Algorithm 3. If the
algorithm returns invalid, the user terminates this operation.
iii. Computing the value

A, = !
(v + @) ITha (y + @a)

by wusing Algorithm 4 with the
(P, x)y ey (Prymy).

input (A, x),

iv. Calculating the decryption key & =¢(Ci. Ar-)elCo. B).

v. Decrypting the ciphertext C with the key K.

4.2.7 Traceability

When a data dispute occurs, the tracing operation is
performed by the group manager to identify the real identity
of the data owner. Given a signature o= (71,73,

Ta. 0., 80, 853, 82, S5, . 85, ), .
3 €, Sar 5852, 86,188 )r group manager employs his

private key (-&)to compute Ai=Ti— (& Ti+& - Ta).
Given the parameter Ai, the group manager can look up the
user list to find the corresponding identity.

Algorithm 4. Parameters Computing
Input: The revoked user parameters (F1:@1)s-os (Frop),

and private key (A7)
Output: Ar;r or NULL
begin
set temp = A
forA=1tor
if r =m)
return NULL
else
set termp = T (Py — temp)
return temp
end

5. Security Analysis

In this section, we prove the security of Mona in terms of
access control, anonymity, data confidentiality and
traceability that are defined above

Theorem 1. Based on the group signature technique, the
proposed scheme can achieve efficient access control.

Proof. To access the cloud, a user needs to compute a group
signature for his/her authentication. That employed group
signature system can be regarded as a variant of the short
group signature [12], which inherits the inherent
enforceability property, anonymous authentication, and
tracking capacity. The look of Theorem 1 can be derived
from the following three lemmas: tu

Lemma 1.1. Unrevoked users are able to access the cloud.
Proof. The proof ofLemmal.l is equivalent to the
correctness of Algorithm 2 (group signature verification
fi=R holds since Ri=se-U—c-Ti=(ratca)lll —c-a-U=
R1.Analogously,we can directly obtain 2=t = f.

Rs = Rs. By = Rs holds due to the following relations:
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eI W\ e o
= — ATs. P T L4 (H W T =0 =T g=i[3
(f.’[P.P:I)(' wF) €l )

CTj(=T4, —CTi 3

e(H,P)™

Ty W\
= (W) e(Ty, o P)e(—(a+ F)H, W + ;. P)

e(Ts, P)e(H,W) ™ "e(H,P) ™ ™

e(Ts, W\" . P ) . .
= (W) e(Ty, o P)e(—(a+ F)H W + 1, P)

(Ty W\© o
Ry = (ﬁ) e(Ty — (a+ B)H, W + z,P)'e(T;, W) "Ry

(A, W+ 2, P)\*
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Lemma 1.2. Revoked users cannot utilize the cloud after
their revocation.

Proof. Lemma 1.2 is equivalent to the accuracy of Algorithm
3 (revocation verification). The accuracy of revocation
verification is based on the following relation:

el — Ay, Hy) =e(A; 4+ (a+ 5)- H— A, Hy)
=elaH, Hy)e(GH, Hy)
=elall,§iHy)e(3V, 6 Hy)
=Ty, Hi)e(Ts, Ha).

Lemma 1.3. An attacker is unable to access the cloud server
based on the statement of the intractability of g-SDH
problem in G1.

Proof. The brief security analysis can be shown as follows:
Suppose that an attacker A succeeds to forge a valid group
signature with a non negligible probability in polynomial
time. In addition to that we think f is a random oracle. With
the help of Forking Lemma [21], by using the oracle replay
method, the attacker A obtains two suitable signatures
(M, oq,c,01) and (M, o9, ¢,0,) 35 follows:

og = (17,15, 13, ¢, Ry, Bo, Ry, Ry, Ry)
f=fl‘|1'_:’ 15,15, Ry, Ro, Ry, Rq, Rs)
f=fl‘|1'_f JuJHHaHHR} (5)
gy = (s, 515 s,.)‘l
7y = (35,5535 8,5 5,455,
S, = Ty + ooy, sjq =r,+ oy
sg=ratcls;=r5+ecf
8 =Ty + CL, s_ =r.4cx (6)

85, =15 + by,

s, = Tg, + €02, 55

‘», =rg + o
=rs + ¢ by
Then, A can compute an SDH tuple (#= As:/Ac, A=

T5 — ((Asa + ﬂ-“-:‘)f"hff,‘-‘ -4 such that A= T+E and

e(A,W + iP) = ¢e(P, P).vhere As, =4, - 8, Ae=¢
Asg=s3—s

assumption.

g Obviously, this contradicts with q-SDH

Theorem 2. The proposed scheme supports traceability and
privacy preserving.

Proof. The display of this theorem is double. On one hand,
the group manager has the capability to identify the real
signer. _ _Givgan a valid group signature
o= (T1,T2,T5,¢,8a; 55:52:55:55) and  the private
tuple (&1:82)0  the group manger can compute the private key
of the signer through the equation 4 =7 — (& - T + & - T2).

The correctness of the equation holds based on the following
relation:

Ti—(&-Ti+&-Th)=Ai+ (a+ 8)-

H— [.E'_f.'l' i + "EQ"'? . L:I = _.-'1:,
On the other hand, other entities cannot reveal the signer’s
identity from a group signature, if not, DL assumption will
be in inconsistency. Additional proofs on the accuracy,

anonymity, unforgeability and traceability of group
signatures can be found in [12].

Theorem 3. The proposed scheme protects data
confidentiality under the hardness of theWBDHEproblem
andGDHEproblem.

Proof. Theorem 3 can be deduced from the following two
lemmas:

Lemma 3.1. The cloud server is unable to learn the content
of the stored files.

Proof. To prove this lemma, we take a data file (C1.C2, C)
as an example to demonstrate the data confidentiality, where
Ci=k-Y,Co=k-P,K =ZF C= Enck(M) and no user has been
revoked before the data file is uploaded. Suppose if the cloud
server can calculate K = 2% i.e., “given Ci=k-Y.Co=k PP,
for unidentified ¥+ computing €(C1, P)” = (G, P)* = K."This
contradicts with the WBDHE statement. On other hand,
given the revocation list, and the cloud server can learns the

incomplete private key of a revoked user i, i.e (4% for a
revoked user. Without the knowledge of the other part
private key Bi, it is also not capable to calculate the
decryption key through the equation ¢(Cis4)e(Cy. B)) = 2Z*
Thus, the accuracy of Lemma 3.1 can be ensured.

Lemma 3.2. Even under the collusion with revoked users,
this cloud server can also not capable of learning the content
of the files stored after their revocation.

Proof. We first define two polynomial functions .f(X) =
Iy (X + ;) and g(X) =TI} (X + ;). GO and PO denote
two elements in group G1. Then, we set G = f(¥)Goand
P=f(v)gv)Fo.-To retain the confidentiality against the
revoked users, the data owner calculate the header
information C1, C2 and the encryption key K as follows:

Volume 3 Issue 9, September 2014
WWW.ijsr.net

Paper ID: SEP14586

Licensed Under Creative Commons Attribution CC BY

1936

- A-“'n =84

"n’



International Journal of Science and Research (1JSR)
ISSN (Online): 2319-7064
Impact Factor (2012): 3.358

Cr = kY =kyf(y) Gy

: k _
Gr=kb =7 . . P = k()P

) (7 +21)(y +22) - (Yt I ) AUl (7)
K= [J' . :'--:r.,:'--.:g, [rhar) — [r"—

= ¢(G, P)") = ¢(Gy, Ho) ",

We can observe that it is not possible for revoked users to
compute the encryption key K, since “given #7/(7)-Go and

ka(v)Po. computing e( Gy, Hp) 797 i an instance of
(t,n)-GDHE problem, which has been demonstrated to be
intractable in polynomial time [14]. By the analysis above,
we conclude that the proposed scheme get the security goals
including access control, data confidentiality as well as
traceability and anonymity.

6. Conclusion

In this paper, we design a secure data sharing method, Mona,
for the dynamic groups in an untrusted cloud. In Mona, a
user is capable to the share data with others in the group with
no revealing identity privacy to the cloud. Additionally,
Mona can supports efficient user revocation and new user
joining. More especially, efficient user revocation can be
achieved from side to side a public revocation list without
inform the private keys of the remaining users, and new
users can straight decrypt files stored in the cloud before
their participation. Also, the storage transparency and the
encryption computation cost are constant. Wide analyses
show that our future scheme satisfies the desired security
requirements and guarantees efficiency as well.
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