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Abstract: Wireless Sensor Network (WSN), a collection of mobile nodes, is vulnerable to various attacks due to their mobility and 
resource constrained nature. As this network and its applications became ubiquitous for machine critical applications, it is indispensable 
to safeguard its communications in energy efficient fashion. Availability of such network is crucial for productivity. Wireless Ad Hoc 
Sensor Networks are vulnerable Denial of Service (DoS) is the that cause short term unavailability of network. However, the attacks that 
affect long term availability of the network are resource depletion attacks that cause more damage to the applications for which 
availability of network is important. This paper presents QoS issues and energy depletion issues and the countermeasures employed. As 
security QoS, and availability of network are to be given paramount importance, this paper provides insights into the present state of the 
art pertaining to resource depletion attacks and prevention methods employed.  
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1. Introduction 
 
Wireless Sensor Network (WSN) is a network of wireless 
nodes or sensors that sense data in pre-defined fashion. 
WSNs are widely used for machine critical applications in 
civilian, military and research fields. They can be used for 
space research, studying wildlife habitat in forests, target 
tracking in military operations, observation of households, 
study of environment and so on [1]. In such applications 
the life of network and Quality of Service (QoS) plays 
crucial role in accomplishing the intended goals of the 
network. As the nodes have limited resources and often 
have mobility nature they are vulnerable to various kinds 
of attacks. These attacks can be classified into two 
categories active and passive attacks. An active attack 
refers to the attack that causes unauthorized changes to the 
system or data in the network. For instance Denial of 
Service (DoS) attacks is an example for such attack. 
Passive attack is the attack where an adversary indirectly 
listens to communication traffic in networks. In other 
words interception of messages without modification 
comes under passive attack. Reader can find a good 
review of active and passive attacks in WSN in [5]. QoS is 
in jeopardy when WSN is subjected to attacks. There are 
QoS based routing protocols that enhance reliability of 
communications in WSN. They include EQSR, MCBR, 
MCMP, MMSPEED, and SAR as explored in [13]. As 
mentioned earlier both QoS and energy efficiency are to 
be given paramount importance in WSN. In this 
perspective the security goals of WSN are Confidentiality, 
Integrity, Authentication and Availability (CIAA). 
Confidentiality refers to the ability to conceal messages 
from eavesdropping. Authentication refers to the 
verification of the origin of message to be valid. Integrity 
refers to the correctness of data which is not modified on 
transit. Availability refers to the network and its resource 
availability to nodes to perform their intended 
functionality. Reader can find more information on 
security goals in [1].  

 

 
Figure 1: Shows WSN (a) and WSAN (b) 

 
Sensor nodes base station are involved in WSN (a) while 
an additional entity known as actuator is involved in 
WSAN (b). Sensor is meant for gathering information 
from physical world while the actuator makes decision to 
react based on sensed information.  In this paper our focus 
is on energy depletion attacks in WSN. This is the area 
where more research is required as energy depletion leads 
to reduction of network life time.  
 
Our contribution in this paper is the study of review of 
energy depletion attacks and QoS issues in Wireless 
Sensor Networks. The study reveals important insights 
and research gaps that can help in taking the research on 
WSN forward. The remainder of this paper is structured as 
follows. Section 2 reviews energy depletion issues in 
WSNs. Section 3 focuses on attacks in WSN and also 
Quality of Service (QoS) issues in WSN. Section 4 
presents research gaps found from the insights of this 
paper while section 5 concludes the paper.  
 
2. Energy Depletion Issues in WSNS 
 
Since energy efficiency is crucial in resource constrained 
network like WSN, this section reviews the issues and 
solutions with respect to energy depletion attacks in WSN. 
Ren et al. (2009) [6] proposed multi-user broadcast 
authentication using security aspects like Merkle hash 
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tree, bloom filter and partial message recovery signature. 
This solution prevents energy depletion attacks. It 
overcomes the drawbacks of prior symmetric based 
solutions such as “μTESLA” [36] besides reducing 
computational and communication costs.  Khouzani and 
Sarkar (2010) [9] explored malware outbreaks in WSN 
and possible solutions to avoid energy depletion due to 
such attacks. They used Pontryagin’s maximum principle 
for finding optimal solution towards battery depletion 
attacks in WSN. Their solution makes use of the notion of 
state transitions (Figure 2) so as to use counter-measures 
for energy – depletion attacks.  
  

 
Figure 2: State transitions [9] 

 
The states such as S, I, R, D represents susceptible, 
infective, recovered and dead states. While data or control 
messages are being transmitted, malware spread may 
occur. This leads to various problems including energy-
depletion attack.  Kaleeswar and Baskaran (2012) [14] 
proposed a new routing protocol to overcome the energy 
issues. The algorithm is named Aware Energy Balanced 
Dynamic Routing Protocol (DA-EBDRP). This is a 
routing technique which is energy efficient besides delay 
sensitive in nature. Energy balanced shortest route finding 
is the salient feature of this technique.  
 
2.1 Vampire Attacks in Wireless Sensor Networks 
 
Vampire is nothing but a compromised node in WSN. 
Through this node adversary can send protocol compliant 
messages to other nodes continuously and let them answer 
the messages so as to ensure that each node in the network 
looses energy faster (energy depletion) causing the failure 
of the whole network soon. Recently more focus was in 
given in the research on vampire attacks and solutions. 
Vasserman and Hopper (2013) [16] explored resource 
depletion attacks in ad hoc sensor networks. They studied 
all routing protocols and found that vampire attacks can 
target any routing protocol. Detecting vampire attack is 
difficult as only one malicious insider in the network 
causes this attack by sending protocol-compliant 
messages. They proposed a new protocol to detect and 
vampire attack thus preventing energy depletion in Ad 
Hoc WSN. They could identify two kinds of attacks in 
tasteful protocols such as OLSR [37] and DSDV [38] 
which are examples for link-state and distance vector 
protocols respectively. The attacks are known as 
directional antenna attack and malicious discovery attack. 
Spurious route discovery is the main theme of the latter 
while the former wastes energy by restarting packets 

unnecessarily. Their study on stateless protocols identified 
two attacks such as Carousel attack and Stretch attack 
found in routing protocol DSR [39]. In case of Carousel 
attack a hacker sends a packet to a route made up of 
multiple unnecessary loops. In case of Stretch attack the 
compromised node creates artificial source routes which 
are very log. In these two cases unnecessary traffic from 
various nodes in the network causes energy depletion. The 
honest scenario, Carousel attack scenario and Stretch 
attack scenario are presented in Figure 3. 
  

 
Figure 3: Honest scenario (a), Carousel attack scenario 

(b) and Stretch attack scenario (c) [16] 
 
The honest route between sender (0) to receiver (19) 
packets is sent as shown in Figure 3 (a). Figure 3 (b) 
shows unnecessary looping in routing and the node 0 is 
considered malicious node. In Figure 3 (c) it can be seen 
that extra routing is created which is quite unnecessary 
causing stretch of the original routes. The scenarios 
described in (b) and (c) are causing unnecessary traffic 
from WSN nodes in protocol-compliant fashion causing 
energy depletion. The energy usage dynamics under 
various attacks and honest scenarios is presented in Figure 
4. 
  

 
Figure 4: Energy usage dynamics under attacks and 

honest behavior [16] 
 
The energy consumption with carousal attack is very high 
when compared with stretch attack. The reason behind this 
is that the carousal attack causes more loops while routing 
packets while the stretch attack uses simple extended 
routes to the existing ones. As shown in the graph the 
energy consumption in honest scenario is far lesser than 
the two attack scenarios. Research on vampire attacks is 
also found in [15], [17], [21], [22], [23], [24], [25], [26], 
[27], [28], [29], [30], [31], [32], [33], and [34].   
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Hosamsoleman et al. (2013) [18] focused on collision 
attacks in WSN. This attack is made at link layer of the 
network. Rate limitation and error correcting code are the 
possible solutions to this problem. Umakanth and 
Damodhar (2013) [19] presented Energy Weighted 

Monitoring Algorithm (EWMA) method in preventing 
vampire attacks targeted at routing protocols. Mitchel and 
Chen (2014) [20] provided insights into various attacks in 
wireless network applications.  
 

2.2 Energy Depletion Issues in WSN 
  

3. Quality of Service Issues and Other 
Attacks in WSNs 

 
Quality of Service (QoS) is the active research area in 
WSN. Felemban et al. [1] proposed a novel packet 
delivery mechanism for improving QoS. Multi-path and 
Multi-Speed Routing Protocol (MMSPEED) was 
proposed by them for QoS provisioning in reliability and 
timeliness domains. Lee [2] proposed an adaptive QoS for 
wireless ad hoc networks. A signaling protocol named 
INSIGNIA for congestion mitigation and cost-efficient 
routing mechanism was proposed for enhancing QoS in 
sensor networks. Kaplantzis et al. (2007) [3] studied 
selective forwarding attacks in WSN. They proposed a 
centralized Intrusion Detection System (IDS) using 
Support Vector Machines (SVM). These IDS could also 

detect black hole attacks besides causing depletion of 
energy. Xia (2008) [4] studied QoS challenges and 
opportunities in WSAN. Their research was on QoS 
requirements such as throughput, delay, and jitter and 
packet loss rate. QoS issues and solutions are also 
explored in [7], [8], [10], and [11]. In [11] QoS is studied 
in presence of heterogeneous WSN. QoS support at MAC 
layer of protocols is explored in [12] where service 
differentiation was found to be the approach followed by 
protocols. QoS based routing protocols are reviewed in 
[13] performance metrics such as reliability, end-to-end 
delay, energy efficiency, control packet overhead and 
network lifetime are studied with protocols such as EQSR, 
MCBR, MCMP, MMSPEED, and SAR. EQSR was 
reported to have highest reliability against density.  
 

3.1 Summary of QoS Research in WSN
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4. Research Gaps Found 
 
The solution in [3] can be improved by investigating the 
tradeoff between detection accuracy and energy depletion 
in WSN. The solution in [9] for preventing energy 
depletion attacks can be evaluated through empirical study 
using a test bed. QoS provisioning in WSNs can be 
improved at MAC layer of protocols [12]. In [16] solution 
was provided for vampire attacks. However, with respect 
to topology discovery phase, it is not fully satisfactory. It 
is possible to derive damage bounds for topology 
discovery besides devising defenses for more robust 
solution.  

 
5. Conclusions and Future Work 
 
In this paper we studied QoS issues and resource depletion 
attacks in Wireless Sensor Networks. As the nodes in such 
network are susceptible to various kinds of attacks, it is 
essential to have counter measures to ensure security goals 
of network such as confidentiality, integrity, 
authentication and availability. Availability of Wireless 
Ad Hoc Sensor Network is crucial for achieving its 
intended goals in machine critical applications in civilian 
and military operations. The applications of sensor 
networks became important for productivity of 
organizations. Security is the major concern in such 
networks where nodes are vulnerable to various kinds of 
attacks. In this paper we focused on QoS issues and 
resource depletion attacks in WSNs. This paper also 
provides insights into the state-of-the-art of Wireless Ad 
Hoc Sensor Networks with respect to threats and counter 
measures. The research gaps are found which can help in 
taking the research forward on WSN with respect to 
energy depletion attacks and solutions. In future we work 
on proposing a novel protocol WSN which further reduces 
the chances of resource depletion attacks.  
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Acronym Description 
 
WSN: Wireless Sensor Network 
QOS: Quality of Service 
CIAA: Confidentiality, Integrity, Authentication and 
Availability 

MMSPEED: Multi-path and Multi-Speed Routing 
Protocol 
WSAN: Wireless Sensor and Actuator Network 
DA-EBDRP: Energy Balanced Dynamic Routing Protocol 
EWMA: Energy Weighted Monitoring Algorithm 
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