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Abstract: This research investigates the Advanced Encryption Standard (AES) encryption and decryption algorithm with regard to 
256- bit message length and 192- bit key length. In Spartan3 EDK we implemented the AES algorithm through pipelined architecture 
through the soft core processor, the Microblaze. Xilinx XC3S200 device of the Spartan family of the FPGA is used for hardware 
evaluation. The code is translated, mapped, placed and routed in Spartan 3 EDK using Xilinx Platform Studio (XPS). The microblaze 
processor is a RISC machine which is highly reconfigurable, uses 5-stage pipeline and has a 32-bit instruction word. By using system C 
coding the implementation makes it very low complexity architecture, that is, in saving the hardware resources. This implementation is 
most suited for hardware critical applications. 
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1. Introduction 
 
For protection and security of sensitive information, 
encryption is becoming more and more important nowadays. 
Security of encrypted data depends on two things, the 
strength of the cryptographic key and the secrecy of the key 
while transmitting over a channel. AES offers greatest 
security to the sensitive data compared to other 
cryptographic algorithms. The AES was accepted as a 
standard in November 2001 [1]. NIST sought to “consider 
alternatives that offer a higher level of security” than that 
offered by the Data Encryption Standard (DES), [2], [3] 
which grew vulnerable to brute-force attacks due to its 56-bit 
effective key length. AES algorithm uses a varying cipher 
key size of 128, 192 and 256-bits to encrypt and decrypt data 
in blocks of 128-bits [4], [5]. Hardware based cryptography 
is considered superior to software based if implemented in a 
secure manner [6]. FPGAs provide a cost effective approach 
to building hardware accelerated computing platforms 
because they require lower development efforts and incur 
marginal nonrecurring engineering costs. The FPGA 
technology has much greater potential for providing higher 
security level because of its capability for dynamic 
reconfiguration [10], [12]. The FPGA uses highly pipelined 
architecture [13], and they are designed to overcome the 
limitations of existing micro processors and DSP processors. 
  
The paper is organized as follows; the description of AES 
encryption algorithm is discussed in section 2, followed by 
the decryption algorithm in section 3. Implementation is 
discussed in section 4, then results and conclusion in section 
5 and 6 respectively. 
 
1. AES Encryption 
 
Advanced Encryption Standard (AES) algorithm is a 
symmetric block cipher that encrypts and decrypts a 128-bit 
block message and a varying key size of 128, 192 and 256 
bits. Encryption is a process of translating data into a secret 
code called ciphertext and decryption is converting 
ciphertext back to its readable format. The AES process 

consists of four stages that can be iterated a number of times 
depending on the size of key being used. For a key size of 
128-bit, 10 rounds are required, 12 rounds for a 192-bit key 
and 14 rounds for a 256-bit key. These four stages are 
subBytes, shiftRows, mixColumns and addRoundKey. 
During encryption and decryption process the mixcolumn 
and invMixColumn processes are suppressed in the last 
rounds. If we take for instance, when using the AES-192, in 
the 12th round the mixcolumn and the invmixcolumn will be 
missing in the encryption and decryption process 
respectively. 
 
The first three functions of an AES round are designed to 
thwart cryptanalysis via the methods of “confusion” and 
“diffusion.” The fourth function actually encrypts the data. 
Claude Shannon described the concepts of confusion and 
diffusion in his seminal 1949 paper, “Communication 
Theory of Secrecy Systems:” 
 
“Two methods suggest themselves for frustrating a statistical 
analysis. These we may call the methods of diffusion and 
confusion.” 
 
Confusion is making the relationship between the ciphertext 
and the key as complex and involving as possible and 
diffusion refers to dissipating the structure of the plaintext 
over bulk of the ciphertext 
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Figure 2.1: Stages of the AES process 

 
2.1. SubBytes 
 
The subbytes add confusion by processing each byte through 
an s-box. An s-box is a substitution table where one byte is 
substituted for another based on a substitution algorithm. 
 

 
Figure 2.2: Subbytes process 

 
2.2. ShiftRows 
 
This is a simple shifting operation, it provides diffusion by 
mixing data within rows. The 1st row remain unchanged, the 
2nd row is circularly left shifted by one byte, the 3rd row 
shifted by two bytes and the 4th row shifted by three bytes. 
 

 
Figure 2.3: Shiftrows process 

 
2.3. MixColumn 
 
This also provides diffusion by mixing data within columns. 
The 4-bytes of each column in the message bits are treated as 
a 4-byte number and transformed to another 4-byte number 
through finite field mathematics. 

 

 
Figure 2.4: Mixcolumn process 

 
2.4. AddRoundKey 
 
A bitwise XOR of the block with the expanded key. The 
subkey is derived from the key according to the key 
expansion schedule shown in figure 2.6. The addRoundKey 
is the only stage that makes use of the key. The other three 
stages together provide confusion and diffusion but they do 
not provide security because they do not use the key.  
 

 
Figure 2.5: Addroundkey process 

 
2.5. Key Expansion 
 
As the key size defines the number of rounds in the 
encryption and decryption algorithm it also defines its 
expansion process. The process consists of three operation, 
that is, RotWord, SubWord and Xor operation. RotWord 
makes a one byte circular left shift on the word. SubWord 
performs a byte to byte substitution according to s-box. The 
last operation is an Xor operation. 
 

 
Figure 2.6: Key Expansion Process  
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are 2 choices on the market for debugging the appliance 
created victimization EDK namely: Xilinx microchip correct 
(XMD) for debugging the appliance package employing a 
microchip correct Module (MDM) within the embedded 
processor system, and package programmer that invokes the 
package programmer appreciate the compiler getting used 
for the processor. C. package Development Kit Xilinx 
Platform Studio package Development Kit (SDK) is 
Associate in Nursing integrated development atmosphere, 
complimentary to XPS, that's used for C/C++ embedded 
package application creation and verification. SDK is made 
on the Eclipse open source framework. Soft Development 
Kit (SDK) may be a suite of tools that allows you to style a 
package application for elite Soft IP Cores within the Xilinx 
Embedded Development Kit (EDK).The package application 
will be written during a "C or C++" then the entire embedded 
processor system for user application are completed, else 
correct and download the bit file into FPGA. Then FPGA 
behaves like a processor implemented on it in a Xilinx Field 
Programmable Gate Array (FPGA) device. 
 
4.3. The Microblaze Processor 
 

 
Figure 4.2: The microblaze processor core block diagram 

 
The Micro Blaze soft core processor is highly configurable 
and the feature set of the Processor includes: 
 
 Five Stage Pipeline 
  32-bit general purpose registers 
 32-bit instruction word with three operands and two 

addressing modes, 
 32-bit address bus and Single issue pipeline 

 
4. Results and Analysis 
 
Hardware implementation was through system C coding 
which we synthesized, mapped placed and routed using XPS. 

 

 
Figure 5.1: Overview of the implementation set-up 

 
The synthesis report shows that we can implement this AES 
encryption and decryption in the microblaze processor as 
seen from figure 5.1. 
 

 
Figure 5.2: Synthesis Report 

 
The data was then sent to the personal computer (PC) 
through the HyperTerminal and the results were obtained as 
shown in the figures below. 

 
(a) 
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(b) 

Figure 5.3: (a) encryption results and (b) decryption results 
 
5. Conclusion 

 
We have successfully implemented the AES encryption and 
decryption algorithm in the FPGA as shown from the results 
in figure 5.3 (a) and (b). The system C code was developed 
for the implementation of the encryption and decryption 
process. The microblaze processor uses a 5-stage pipeline 
which gives a high speed implementation of the AES 
algorithm. The synthesis report shows that space 
consumption is low, this permits the implementation of this 
method over inexpensive FPGAs. 
 
6. Future Scope  
 
I propose that this work be used as part of larger projects, 
including protecting sensitive data in the military and in the 
banks. This system can also be adopted in data terminal 
equipment with less demand on throughput. 
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