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Abstract: The number of Internet users is increasing exponentially and hence the services. We can avail almost all the services like 
Banking, Medical, Business, and Education etc via web. One can find almost every service online now days. All important services 
which are based on Internet needs to be maintained properly so that the users can avail them whenever they need. If the services are not 
available in time it will create a crisis. As the numbers of hosts in Internet are increasing, the threats to it are also increasing. 
Distributed Denial of Service (DDoS) and Flash Crowd attacks are the most deadly threats rising in Internet. Web services require 
security and stability and from these two concerns there are some methods that can differentiate DDoS attack from flash crowd and 
trace the sources of the attack in large amount of traffic in network. But it is difficult to detect the exact sources of DDoS attacks in 
traffic of network when flash crowd event is also present. Due to the resemblances of these two irregularities, attacker can easily mimic 
the harmful flow into legitimate network traffic patterns and the existing defense mechanism fail to detect real sources of attack on time. 
After analyzing the characteristics of DDoS attacks and the existing Algorithms to detect DDoS attacks, this paper proposes a detecting 
and tracing algorithm for DDoS attacks based on flow correlation coefficient. In this paper, flow correlation coefficient, a theoretic 
parameter, is used to differentiate DDoS attack from flash Crowd and trace the sources of the DDoS attack. The proposed approach 
focuses majorly on the efficiency and scalability features with minimum overhead in terms of resources and time, removal of traffic 
pattern dependency, increase in detection rate between DDoS and flash crowd and also trace the sources of DDoS attack. 
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1. Introduction 
 
Distributed denial of service (DDoS) [1] is a critical threat to 
the user and has caused a huge economic loss to the victims. 
Therefore, the detection of traffic irregularity is important to 
secure the today’s networks. Flash crowd and DDOS attack 
are identified and blocked by detection and prevention 
methods. Attack detection, tracing and prevention methods 
aims to secure the network by crashing servers of DDOS and 
flash crowd attack [2]. This proposed approach aims to 
increase the global security level and is the best solution to 
DDOS attacks in theory. Both denial of service and flash 
crowd attacks have the similar impact on web servers. So we 
demonstrate a way to differentiate between them using our 
FCC security model to identify the network traffic, so that 
web servers can attempt to serve normal clients and drop 
requests from clients involved in attacks and also to block 
the users who misbehaves in network. Attack detection aims 
to detect DDoS attacks and also helps to distinguish attack 
traffic from legitimate traffic [3]. 
 
A flash event (FE) is a large amount of traffic to a particular 
web site causes a dramatic increase in server load and 
putting severe strain on the network links leading to the 
server, which results in significant increase in network traffic 
[4]. A distributed denial of service attack is an explicit 
attempt by attackers to prevent legitimate users of a service 
from using that service [5]. DDoS attacks and flash events 
can both overload the server or the server’s internet 
connection and result in partial or complete failure. This 
causes a critical challenge to those who defend against 
DDoS attacks. So to overcome this problem, we proposes a 
novel approach to differentiate DDoS from flash event using 
the flow correlation coefficient as a similarity metric among 

suspicious flows [7].In a deep study of the size and 
organization of current botnets, it is found that the current 
attack flows are usually more similar to each other compared 
to the flows of flash crowds. Based on this, we observed that 
it is better to increase the rate of differentiation between 
DDoS and flash crowd with the help of proposed novel 
algorithm of differentiation using the flow correlation 
coefficient as a similarity metric among suspicious flows [3]. 
In this paper flow correlation coefficient is used to 
differentiate DDoS attack from Flash Crowd and trace the 
sources of the DDoS attack. So it will be more effective to 
increase the rate of distinguishing between DDoS from flash 
crowd and trace the sources of the DDoS attack 
experimentally. 
 
The rest of the paper is organized as follows. Section II 
reviews literature survey. Section III describes problem 
statement of differentiating DDoS attack from Flash Crowd 
by using flow correlation coefficient and its detailed 
architecture. The novel tracing and detection algorithm for 
proposed system are described in Section V. Section VI 
describes implementation, expected result set, dataset and 
performance of FCC system .We conclude the work in 
Section VII. 
 
2. Literature Survey 
 
As we know, Internet users are increasing day by day in each 
field. It carries number of information services and resources 
which exchange large amount of traffic over the Internet 
every day. The growing needs of such applications to make 
it more prone towards malicious users who are trying to 
invade. Protection against different software attacks is one of 
the key challenges to maintain data integrity and privacy. 
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DDoS attacks are one of the most deadly threats rising in 
internet [5]. 
 
In DDoS attacks the attacker use various means to exhaust 
the resources of a desired server/system so that the other 
requests cannot be processed and hence bring the services 
down. The amount of DDoS attack has been increasing 
drastically in recent years [7]. 
 
In this section we are presenting the different methods which 
are previously used for differentiation and also discussing 
some advantages and limitations of these systems. 
 
 In paper [1] author used information distance technique to 

distinguish DDoS from flash crowd .Both these attacks are 
motivated different methods to measure the similarity 
among flows such as Abstract distance metrics, Jeffrey 
distance, Sibson distance, Hellinger distance. After 
comparison among these four metrics, it is found that the 
Sibson distance is the most suitable method. By applying 
an algorithm to the real datasets, an accuracy around 65% 
and it is very efficient to improve an accuracy of the flow 
based discrimination strategy.  

 In [2] DDoS is distinguished from flash crowd by using 
probability metrics. They proposed main contributions to 
distinguish DDoS attacks from Flash crowds as hybrid 
metric and the Bhattacharyya metric. The hybrid metric 
can reduce the false positive rate greatly. But the limitation 
of this method is that it is not applied in the real network 
situation, and so cannot find out more recognizable 
characteristics of IP packets. 

 Paper [3] presented a packet arrival pattern for 
distinguishing DDoS from flash event. In this paper, two 
methods are used; first Behavior based detection which 
can discriminate DDoS attack traffic from traffic 
generated by real users and second Pearson’s correlation 
coefficient which can extract the repeatable features of the 
packet arrivals. The major limitation is two methods are 
not tested with different packet information such as packet 
delay and changing rate of port number so that it can test 
with the real scenarios in real time. So there is no 
confirmation of the performance from the predictability 
test. 

 In [4] discrimination of DDoS from flash crowd is done 
with the help of flow correlation coefficient, used as a 
similarity metric among suspicious flows. Limitations of 
this method are, the detection rate of differencing DDoS 
from flash crowd is less, tracing of the sources of the 
DDoS attack is not given and it is very hard to identify 
DDoS attack flows at sources since the traffic is not so 
aggregate using world cup dataset. 

 In [7] authors proposed a survey of botnet technology and 
defense system. They described different kinds of 
networks that have access to different types of visibility 
and this has a strong impact on the effectiveness of any 
botnet detection mechanism. They surveyed that botnet 
behaviour is undiscoverable and these are moving targets.  

 In paper [10] characterization and implications of flash 
crowd and DDoS for content distribution networks CDNs 
and Web Sites is presented. This method cannot used to 
obtain larger flash crowd logs from diverse places and 
experiment against instrumented servers  

We surveyed on different techniques to differentiate DDOS 
attack from flash crowd such as Information distance, 
Probability Metrics, Packet Arrival Patterns and Flow 
Correlation Coefficient [1]-[4]. Among these techniques 
“Flow Correlation Coefficient” shows the better results 
compared to another three techniques. But after a detail 
study of this technique, we found some drawbacks i.e. 
detection rate of differencing DDoS from flash crowd is less, 
tracing of the sources of the DDoS attack is not given and it 
is very hard to identify DDoS attack flows at sources since 
the traffic is not so aggregate [5]. 
 
So, the novel proposed system increases the rate of 
differentiating DDoS attack from Flash Crowd by using flow 
correlation coefficient, increases accuracy and also traces the 
sources of the DDoS attack.  
 
3. Proposed System 
 
As there are some drawbacks of existing system of 
discriminating DDoS attack from Flash Crowd. All these 
drawbacks are overcome in proposed system. After 
analyzing the characteristics of DDoS attacks and the 
existing Algorithms to detect DDoS attacks, this report 
proposes a novel detecting algorithm for DDoS attacks based 
on flow correlation coefficient 
 
3.1 Block Diagram of Proposed System 
 

 
Figure 1: Block diagram of Proposed FCC System and 

DDOS detection and Tracing System 
 
Two network flows with the same length are given in above 
Fig.1.Detection algorithm using flow correlation coefficient 
is used to indicate similarity between two flows. It is 
sometimes the case that two similar flows may have a phase 
difference which will decrease the correlation coefficient. So 
it is easy to deal with because we can shift one flow to match 
the other and take the maximum value of the correlation 
coefficients to represent the similarity of two flows. The new 
FCC system is used to increase the rate of differentiating 
DDoS from flash crowd.  
 
The proposed FCC system combines parameters from KDD 
CUP 99 dataset such as time, Duration, Protocol, service 
flag, src_bytes and dest_bytes of flows at each router to 
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distinguish DDoS from flash crowd. In this way, our novel 
approach aims to improve the global security level and is the 
best solution to DDOS attacks in theory. 
 
Also our novel tracing system is used to trace the sources of 
the DDoS attack .It will detect the subtypes of DDoS attack 
such as flood attack, amplification attack, smurf ,fraggle 
attack etc[6]. 
 
4. Detection and Tracing Mechanisms 
 
The detection mechanism contains two algorithms to 
differentiate the DDoS from flash crowd.  
 
1. Network Packet Tracing Algorithm for DDoS using Fuzzy 

Logic Rules 
2. Detection Algorithm using Fuzzy Logic Classifier. 
 
These two phenomenons reduce the workload over the 
network, detection time, and storage space required for 
routers and increases performance and scalability. 
 
A sample community network with flows can is given in 
fig.2 [4]. In the sample community network, R1, R2 and R3 
are three routers where R2 and R3 are the edge routers, and 
we try to protect to the server that is potential victim. 
Consider, Pi and Pj are two incoming flows observed at R3 
and R2, respectively.  
 
The two network flows merge at router R1 and both are 
directed to the potential victim, and enter the community 
network through different paths. We collect the number of 
packets for a given network flow with a specific time 
interval. 
 

 
Figure 2: A sample community network diagram 

 

 4.1 Network Packet Tracing Algorithm 
 
This algorithm monitors the flow at each router in the 
network. With the help of this algorithm, each router in the 
network records the entire flow rate that comes either from 
client or attacker during non-attack, attack and flash crowd 
period. In this novel packet tracing algorithm, we are 
combining Parameters from KDD CUP 99 dataset such as 
time, duration, protocol, service, flag, source bytes, 
destination bytes of flows at each router to differentiate 
DDoS from flash crowd [5]. For network packet tracing 
purpose, we analyze the four different techniques which are 
depends on four theorems given below. 
 
 
 

1. Network Flow  
In a local network or a community network for a given 
router, we collect the network packets that have the same 
destination address as one network flow [4]. 
 

Pi = (pi [1], pi [2]……….. pi [N])                 (1) 
 
Here, Pi represents N number of packets. According to our 
definition of flow, a router may have many network flows at 
any given point in time. 
 
2. Flow Strength 
For a network flow Pi, consider the length of the network 
flow be N (pi[N] >=1) . 
We define the expectation of the flow as the flow strength of 
Pi. Flow strength represents the average packet rate of a 
network flow. If  is a DDoS attack flow, then we also call 

 as attack strength [9]. 
 

                          (2)�

 
3. Flow Fingerprint  
For a given network flow Pi with length N used to represent 
the fingerprint as unified representation of Pi, which 
describes the similarities of different flows [4], [5].  

 
pi= /N*A[ ]* /N*A[ ]……. /N*A[
]} 

*A[ ]*  

 RES  

 RES        (3)  

 4. Flow Correlation Coefficient 
Let  and  and (i # j) be two network flows with the same 
length N. We define the correlation coefficient as, 

= 

RES /1/N[ ]1/2     (4) 

 
4.2 Detection Algorithm for similarities in network flow 
 
For this algorithm, we used trapezoidal shape to measure a 
probability of being an attack identified by each attribute. 
The fuzzy logic is encoded into four parameters which are, 
b, c and d. The probability is calculated as shown in Fig.3. 
And its meaning is described below.  
 
Step 1.Consider, we have to calculate probability of being an 
attack from condition below, We encode a fuzzy logic for 
each attribute and normalize the value of each attribute to be 
in the range of 0.0 to 7.0. The fuzzy logic is encoded in 
below figure 3. 

 
Fig.3.Fuzzy Logic 

 
Step 2.Fuzzy encoding for each attribute is done as follows. 
The parameters a, b, c and d are in range between 0-7 
(example: a=2, b=3, c=4, d=5). Each rule considers having n 
attributes and a class name at the end of string as shown in 
below Fig.4. 
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Figure 4: String Encoding 

 

Step 3.Each rule will be mapped to each record in the testing 
dataset as shown in Fig.5. 
 

 
Figure 5: Fuzzy rule with data record 

 
5. Result Analysis 

 
5.1 Implementation 
 
The experiments of this novel proposed system are 
performed by using weka tool system and KDD CUP 99 
dataset. It contains four modules. At the beginning we have 
to capture packets from different networks and store it on 
any text file. Then we have to generate the rules based on 
KDD CUP 99 dataset. After that we have to trace the DDoS 
attack by using fuzzy logic rules based on similarities. Then 
we have to calculate detection ratio based on flow 
correlation coefficient based on fuzzy logic classifier so that 
we can classify DDoS attack in different types. At the end 
we will analyse the result expecting increase in rate of 
detection of DDoS from given flash event.  
 
 5.2 Dataset 
 
The experiments are performed by using International 
Knowledge Discovery Dataset. The KDD CUP 99 dataset is 
publicly available and considered as a benchmark dataset for 
testing of various detection algorithms [5]. By using KDD 
CUP 99 dataset, rather than inserting the attack packets into 
the normal traces, the labeled attack samples which are 
obtained by passive monitoring [6]. The KDD CUP 99 
datasets consist of two types of dataset: training dataset and 
testing dataset. Each record of the training data is labeled as 
either anomalous or normal, which denotes a specific kind of 
attack. The training dataset contains a total 22 types of 
attacks and in the testing dataset, 395 dataset has contain 
additional 15 types of attacks [7].  
 
As we are detecting, sources of DDoS attacks (Smurf, 
fraggle, Neptune, Teardrop and Ping of Death). After 
elaborating labeled dataset, it has been found that total 
number of 41 attributes provides the specifications of the 
received packets. For this experiment, by using different 
attributes of packet flows such as time, duration, protocol, 
service, flag, source bytes, destination bytes at each router to 
differentiate DDoS from flash crowd. 

5.3 Expected Result Set 
 
We are increasing the rate of differentiating DDoS from 
flash event using flow correlation coefficient compared to 
existing system. The performance of the network is 
evaluated in terms of the some metrics trace back time, 
DDoS detection Ratio based on flow correlation coefficient 
and Throughput based on flow correlation coefficient. The 
expected graph of comparing performance of the 
conventional system and proposed system is given below. As 
the rate of detection of DDoS from flash event will be 
increased in the proposed approach of FCC system.  
  

 
Figure 6: Flow correlation coefficient against network flow 

 
6. Conclusion and Future scope 
 
In this paper, we proposed an enhanced version of FCC 
System which is an effective and efficient detection and 
tracing mechanism based on flow correlation coefficient. 
The proposed method does not need any marking on packets 
and also any updating of routing software; hence it acts as an 
independent software module. It also reduces the problem of 
differentiating the flash crowd i.e. legitimate flow from 
DDoS attack. From this mechanism, it is proved that by 
combining parameters from KDD CUP 99 dataset such as 
time, duration, protocol, service, flag, source bytes, 
destination bytes of flows at each router, the DDoS attack 
(malicious flow) can be distinguished from flash crowd, so 
that there is no probability of rising false alarm. Also, the 
proposed system can easily detect the actual sources of 
attack in time and increases effectiveness. In future, it is 
efficient to apply genetic algorithm to detect all network 
attacks globally to make network more secure.  
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