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Abstract: Security is one of the most critical vectors for any network. When the network is an open adhoc network, this criticality also
increases. Sensor network is one of such network that suffers from different kind of internal and external attacks. The internal attacks
are more crucial for the network because it is done by the authenticated member nodes. These attacks affect the network by affecting the
QoS parameters over the network. In this present, a layered architecture is presented to handle the internal attack in wireless sensor
network and to provide the effective throughput over the network. The presented work is divided in three stages. In first stage, the
network nodes are analyzed under the throughput, delay and energy consumption parameters. Based on this analysis, the first level
critical nodes are identified. Now before deciding the nodes as the attacker nodes, these nodes are required to keep in observation. At the
second stage, to observe the nodes, the effective monitoring node selection is defined in this work. To monitor each attacker nodes m
observer nodes are identified under the coverage range and energy parameters. The analysis on these nodes is performed under different
parameters such as PDR, energy loss, communication delay etc. Now at the third stage, the Dempster-Shafer theory will be applied on
this parameteric evidence under different beliefs. Based on these belief oriented observation, the identification of the attacker node will

be done..

Keywords: WSN Characteristic parameters, Dampster Shafer Theory, Attacker, Energy consumption

1. Introduction

Recent advances in micro-electro-mechanical systems
(MEMS) technology, wireless communications, and digital
electronics have enabled the development of low-cost, low-
power, multifunctional sensor nodes that are small in size
and communicate untethered in short distances. These
sensors are small, with limited processing and computing
resources, and they are inexpensive compared to traditional
sensors. These sensor nodes can sense, measure, and gather
information from the environment and, based on some local
decision process, they can transmit the sensed data to the
user.

A sensor is a device that measures a physical quantity of
signals and converts it into a voltage or current, analog or
digital signal which can be read by an observer, instrument
or by an computer (microcontroller) based instrument.
Sensors are used in everyday objects. Wireless Sensor
Device has 6 main parts Sensors, /O interface, Memory,
Processor, Radio and Battery. A variety of mechanical,
thermal, biological, chemical, optical, and magnetic sensors
may be attached to the sensor node to measure properties of
the environment. Since the sensor nodes have limited
memory and are typically deployed in difficult-to-access
locations, a radio is implemented for wireless
communication to transfer the data to a base station. Battery
is the main power source in a sensor node.

Wireless Sensor Networks (WSNs) are self-configured and
are without infrastructures. WSN collects data from the
environment and sends it to a destination site where the data
can be observed, memorized and analyzed. Wireless sensor
devices responds to a “control site” on specific requests, or
can be equipped with actuators to realize commands.

There are two types of WSNSs: structured and unstructured.
An unstructured WSN is one that contains a dense collection

of sensor nodes. In a structured WSN, all or some of the
sensor nodes are deployed in a pre-planned manner .Sensor
networks represent a significant improvement over
traditional sensors, which are deployed in the following two
ways:

Sensors can be positioned far from the actual phenomenon.
Several sensors that perform only sensing can be deployed A
sensor network is composed of a large number of sensor
nodes, which are densely deployed either inside the
phenomenon or very close to it.

Unique feature of sensor networks is the cooperative effort
of sensor nodes. Sensor nodes are fitted with an on-board
processor. Instead of sending the raw data to the nodes
responsible for the fusion, sensor nodes use their processing
abilities to locally carry out simple computations and
transmit only the required and partially processed data.

Some of the application areas are health, military, and
security. For example, the physiological data about a patient
can be monitored remotely by a doctor. Sensor networks can
also be used to detect foreign chemical agents in the air and
the water. They can help to identify the type, concentration,
and location of pollutants. In essence, sensor networks will
provide the end user with intelligence and a better
understanding of the environment. Some other commercial
applications include managing inventory, monitoring product
quality and monitoring disastrous areas.

A wireless sensor network (WSN) is a wireless network
consisting of spatially distributed autonomous devices using
sensors to cooperatively monitor physical or environmental
conditions. In addition to one or more sensors, each node in a
sensor network is typically equipped with a radio transceiver
or other wireless communications device, a small
microcontroller, and an energy source, usually a battery.
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1. Classification of Sensor

Sensor can be classified on the basis of different aspects,
including technological aspects, detection means, their
output signals and sensor materials and field of application.

a) Active Sensors: Active sensors stimulate the
environment in order to do the measurements. For
example seismic sensors, laser scanners, infrared sensors,
sonar’s and so on.

b) Passive, Directional Sensors: These sensors can monitor
the environment without disturbing the environment.
Examples of these sensors are: thermometers, humidity
sensors, light sensors and pressure sensors etc.

c) Narrow Beam Sensors (Passive): This is the type of
passive sensors requires a clear direction in order to
measure the environment (medium) e.g. camera and
ultrasonic sensors.

2. Sensor Node Components

Micro Computer

Figure 1: Components of Sensor Network

a) Transducer: Generates electrical signals based on sensed
physical effects and phenomena. Micro-computer:
Processes the sensed information and stores the sensor
output.

b) Transceiver: Which can be hard wired or wireless. It
receives commands from a central computer and
transmits data to that computer.

c) Power-source: Derived from electric utility or battery. In
most sensor networks, sensor nodes are homogeneous
tiny devices with constrained energy supply and
computational capabilities. In addition, we assume that all
sensor nodes are stationary. The following characteristics
of sensor nodes may differ for some networks. Hence,
they can influence the protocol operation.

d) Deployment: Sensor nodes can be deployed in either a
deterministic or a random fashion. When the nodes are
deployed along a road-side, or in a metro-station, the
deployment is rather deterministic than random.

e) Transmission power: The transmission power can be
either dynamically adjustable or fixed. In the latter case,
each sensor node transmits each message using the same
energy level. In the former case, every node can calculate
what energy level should be used to transmit a message to
a neighboring node. This energy level may be inversely
proportional to the cost assigned to the neighboring node.

f) Coverage: It is commonly assumed that a sensor node
cannot reach all nodes in the network field. A routing
protocol can require large transmission power per node in
order to get a fully connected network. However, it can

only be beneficial in small-sized networks due to the
large energy consumption and interference range.

g) Addressing: The task of routing in sensor networks is to
deliver the queries coming from the base station to the
sensor nodes which have the requested data (in case of
query-driven routing protocols, see later), and to return
the requested data to the base station.

h) MAC interface: The data-link layer can be responsible
for neighbor discovery (where the neighbor definition is
protocol-dependent). In addition, it also needs to perform
the calculation of cost values (where the cost definition is
also protocol-dependent). Some routing protocols are
integrated with the data-link layer in order to achieve
better performance in terms network delay and energy
consumption (cross layer design).

2. Proposed Work

In this present work an effective three stage model is been
defined to identify the internal attack over the network. The
presented work does not required any extra infrastructure for
the analysis. The work is based on the evidence analysis on
expected attacker node by different coordinating nodes. The
evidences collected by these observer nodes will be analyzed
using the belief metrics under Dempster-Shafer theory.
Based on this analysis, the attacker node will be identified.

Stage 1: Level 1 Attack identification

At the earlier stage, the network nodes will be analyzed
under different parameters to identify the attacker nodes over
the network. These attacker nodes will be analyzed under
different parameters such as energy, throughput and the
delay. Based on the abnormal communication analysis, the
expected attacker will be identified.

Design a network with N nodes

+

Perform the communication over the network

*

Perform Level 1 analysis on network nodes to
identify the expected attacker node
Identify the observer nodes that are connected
to attacker node

4

Perform the evidence based analysis on
expected attacker node
Perform the svidence analysis under the belief
theorv
L ]
Identify the attacker node and block it to
imorove the communication
Figure 2: Attacker identification

State 2: Identification of monitoring nodes

At second level, the network nodes will be analyzed to
identify the observer nodes over the network. The observer
nodes will observe the expected attacker node under different
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parameters. The observer nodes will be identified based on
the energy and the coverage range analysis.

Stage 3: Dempster-Shafer theory

The observer nodes will perform the evidence information
analysis on the attacker node under different parameters and
the beliefs. These beliefs will be collectively used to generate
the rule for the attacker node. Based on the evidence
observation of these observer nodes the attacker node will be
recognized.

3. Conclusion

Many researchers are currently engaged in developing the
technologies needed for different layers of the sensor
networks protocol stack. A major benefit of these systems is
that they perform in-network processing to reduce large
streams of raw data into useful aggregated information.
Protecting it all is critical. Because sensor networks pose
unique challenges, traditional security techniques used in
traditional networks cannot be applied directly.

First, to make sensor networks economically viable, sensor
devices are limited in their energy, computation, and
communication capabilities. Second, unlike traditional
networks, sensor nodes are often deployed in accessible
areas, presenting the added risk of physical attack.

And third, sensor networks interact closely with their
physical environments and with people, posing new security
problems. Consequently, existing security mechanisms are
inadequate, and new ideas are needed.

A lot of work has been done for attacker node identification
using rule based malicious node detection scheme, Markov
Chain based anomaly detection algorithm, ACK based
anomaly detection algorithm etc. But in the present work
,critical nodes are identified after analysis of the complete
network on the basis of throughput, delay and energy
consumption .Constant monitoring is kept over the critical
nodes to identify one of the attacker node using DS
theoretical concept. Finally , the attacker node is skipped for
the communication after successfully evaluation of attacker
node .In this work we add the concept of analysis of observer
nodes with PDR, energy loss, communication delay etc.We
consider the properties of a sensor network for the evaluation
of network rather than any other complex techniques like
anomaly finding methods using cryptographic algorithms.

4. Future Scope

Our current understanding of privacy in sensor networks is
immature, and more research is needed. In our work, the
attacker node is identified as it reflect a noticeable change in
its energy, PDR, delay in the network. In future, this work
could be enhanced to implement the algorithm in the
hardware level to test in real time applications of data
transfer. Secondly, network layering threats such as jamming
and tampering in physical layer, collision, exhaustion,
unfairness in link layer, spoofed, altered or replays routing
information, selective forwarding, sinkhole and wormhole in
network layer, flooding and de-synchronization in transport

layer. Our work can be further extended to satisfy these
different security levels.
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