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Abstract: Now days, internet resulted in an considerable growth in multimedia applications. The explosive advancement of internet
has made it easier to send the data/image accurate and faster to the destination. Besides this, it is easier to modify and misuse the
valuable information through hacking at the same time. Digital watermarking is one of the proposed solutions for copyright protection
of multimedia data. A watermark is a technique, image or text is impressed onto another Image, which provides evidence of its
authenticity. Here an invisible watermarking technique (least significant bit) and a visible watermarking technique is implemented. This
paper presents the general overview of image and text watermarking and different security issues such as ambiguity attack,
cryptographic attacks etc. Various attacks such as ambiguity attack, cryptographic attacks etc. are also performed on watermarked
images and their impact on quality of images is supplementary of paper. In paper, Image watermarking using Least Significant Bit
(LSB) algorithm has been used for embedding the message/ into the image. This work has been implemented through MATLAB.
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1. Introduction

Watermarking is a technique used to hide data or identifying
information within multimedia. This paper will focus
primarily on the watermarking of digital images. Digital
watermarking is becoming famous, especially for adding
undetectable marks, such as author or copyright information.
Digital watermarking is a process to embed some
information called watermark into different kinds of media
called Cover Work [10,2]. Digital watermarking is used to
hide the information inside a signal, which cannot be easily
extracted by another third party. Its widely used application
is copyright protection of digital information. It is different
from the encryption in the sense that it allows the user to
access, and interprets the signal but protect the ownership of
the original content. Digital watermarks are inside the
information so that ownership of the information cannot be
claimed by third party [8]. While some watermarks are
visible [5], most watermarks are invisible.

2. Literature Review

During the past ten years, digital watermarking has attracted
the attention of numerous researchers. As a result, hundreds
of studies have been published concerning the different
methods for watermarking. The information embedded as a
watermark can be almost anything. It can be a bit string
representing copyright message, serial number, plain text,
etc. However, sometimes it can be more useful to embed a
visual watermark (e.g. corporate logo) instead of a bit string
as a watermark.

The watermarking technique is used for data hiding. The
main aspects of information hiding are capacity, security and
robustness. Watermark can be divided into different types
depending on applications. Many digital watermarking
schemes have been proposed for still images and videos.

Most watermarking research and publications are focused on
images. The reason might be that there is a large demand for
image watermarking products due to the fact that there are
so many images available at no cost on the World Wide
Web which need to be protected. Meanwhile, the number of
image watermarking publications is too large to give a
complete survey over all proposed techniques. However,
most techniques share common principles. Thus, we try to
point out the common ideas first, before we explain some
selected methods in more detail to illustrate how the
principles are applied in practice. The watermark signal is
typically a pseudorandom signal with low amplitude,
compared to the image amplitude, and usually with spatial
distribution of one information (i.e., watermark) bit over
many pixels. A lot of watermarking methods are in fact very
similar and differ only in parts or single aspects of the three
topics: signal design; embedding; and recovery. The
information that is embedded is usually not important for the
watermarking itself. However, there are methods that are
designed to embed and extract one out of a codebook of
codes, and thus cannot accommodate arbitrary information
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1. MICROCONTROLLER PIC 18F4520

e High-performance RISC CPU

e Only 35 single word instructions to learn

o All single cycle instructions except for program branches
which are two cycle

e Operating speed: DC - 20 MHz clock input DC - 200 ns
instruction cycle

e Up to 8K x 14 words of FLASH Program Memory, p to

368 x 8 bytes of Data Memory (RAM) Up to 256 x 8

bytes of EEPROM data memory

Interrupt capability (up to 14 sources)

Eight level deep hardware stack

Direct, indirect and relative addressing modes

Power-on Reset (POR)

Power-up Timer (PWRT) and Oscillator Start-up Timer

(OST)

e Watchdog Timer (WDT) with its own on-chip RC
oscillator for reliable operation

4. Techniques of Watermarking

a) Frequency Domain Watermarking

These methods are similar to spatial domain watermarking
in that the values of selected frequencies can be altered.
Because high frequencies will be lost by compression or
scaling of image, the watermark signal is applied to lower
frequencies, or applied adaptively to frequencies containing
important elements of the original picture.[4]

b) Spread Spectrum

This technique can be used for both spatial domain and
frequency domain. The spread spectrum method has the
advantage that the watermark extraction is possible without
using the original unmarked image [1].

¢) Spatial Domain Techniques

Spatial domain classes generally have the following

characteristics:

o The watermark can apply in the pixel domain.

e No transforms are applied to the original signal during
watermark embedding.

e Combination with the original or host signal is based on
simple operations, in the pixel domain.

e The watermark can be identify or detected by correlating
the expected pattern with the received signal.

Spatial domain watermarking is performed by modifying
values of pixel color samples of a video frame. Let us denote
a picture to be watermarked by P and values of its pixel
color samples by Pi , a watermarked version of picture P by
P * and values of its pixel color samples by P * i . Let us
have as many elements of watermark W with values Wi as
number of pixels in picture P1. Watermark W hereby covers
the whole picture P1. Further, it is possible to increase the
watermark strength by multiplying watermark element
values by weight factor 'a'. Then the natural Formula for
Embedding Watermark W into Picture P Is:

P*i=Pi+aWi

The most popular and common algorithm using spatial
domain watermarking is LSB.

5. Least Significant Bit

There are many algorithms available for invisible digital
watermarking2 3. The most common algorithm is Least
Significant Bit (LSB) Insertion,4in which each 8-bit pixel’s
least significant bit is overwritten with a bit from the
watermark. [9]Given the extraordinarily high channel
capacity of using the entire cover for transmission in same
method, a small objects may be embedded many times.[9].In
a digital image, information can be embedded directly into
every bit of image information or the most busy areas of an
image can be calculated so as to hide such messages in less
perceptible parts of an image .Two techniques were
presented to hide data in the spatial domain of images by it.
These methods were based on the pixel value’s of Least
Significant Bit (LSB) modifications.

6. Steps of Least Significant Bit

1) Convert RGB image to gray scale image.

2) Make double precision for image.

3) Shift most significant bits to low significant bits of
watermark image.

4) Make least significant bits of host image to zero

5) Add shifted version (step 3) of watermarked image to
modified (step 4) host image.

7. Process of LSB

A. Original Image

Figure 2: Remove noise from original image
B. Apply Watermark

Then we apply watermark to the original image or hide some
information to the image.
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Figure 3: Watermark Image

C. Apply LSB

Apply LSB on watermark image for security of the image.

Figure 4: LSB image
8. Conclusions

There are different techniques used in watermarking for
security of images. Frequency domain, Spatial domain and
spread spectrum. In this paper we use spatial domain method
LSB for security of images, which is easy and simple and
more effective method. Process of LSB is simple when we
used LSB in MATLAB. A different image in MATLARB tells
different process steps and their result. In future LSB may
also use for other type of data and test on different type of
images.
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